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. history

What is the Internet ?

HEXMITRBRLELR

IETF (Internet Engineering Task Force) : BEXM TFE{ES4H , AT 1985 4F , FEE N EBLRIARAE,
M3 : http:/ietf.org (http://ietf.org)

RATFEAREIN RFC SIRYEBR IR , Hlans WAL Y : IP, TCP, UDP, FTP, HTTP1.1
3,

RFC A4 FRESRIEAEIAY (Requests for Comments) , X2 BT A% Internet SR/EFD Internet EHAth
IEECH AR — FR L& SO TR . RFC XS #IEIT 1969 4 , RFC WARMIEE RFC 4RfE (RFC
Editor) B#thin , IHEX IAB K—tEFES . IAESEH 3000 24~ RFC RIS , HFEXME R
FEARBTIZAN, AAF Internet (FFLAIHMCA ARPANET) #5<, ERITTW TITENERNAAEE , ERTE
&N, TR, F2F , UAR—ELWEHE BN, RAEAHMEES., TR TE :
http://www.ietf.org/rfc.html (http://www.ietf.org/rfc.html)

RILE-EE NN
M- LEHNE TN  RAE, FRE. &EE. $HE. MAE. WREHE. WEE.

o WHE  MAMMEHZAIEABERIRE , ¥ RAMIEENBICET. BL. PURF,
o BHRGERE - AT EAMNETET R THNGEE  YIEEREAR TSN, TREL , AARET KT
FITHN , BB ERNIEEEZRATERER. e FEEMBRMABR TR .


http://ietf.org/
http://www.ietf.org/rfc.html

#MX. IP (Internet Protocol) : EEXRIWMX , R TTEHER , NMRUESIEBEREXIRFMTTEN , R
IR BIR AR L LTE T IR,
o {FHE : BTSSR EHRFNRE | RUEHRSCIERER.

o TCP (Transmission Control Protocol) : {£#ifZHIMY , EEEEEN , RIEBIEERNENEIF
MrEEd | BIEF . EEMHEFEH SIS AT SRR S,

o UDP (User Datagram Protocol) : i PEUEIRINN , BTEEN , NMUEFEEBENEEIRFFI5E
B | QAERBIE A AR ATETIFER. UDP KBNS E1R4T , FOMTEY/N | 1A S HEESK
SN A,

o AVEE BN AEIENARFZENEE.
o FRE  ATHERRNF | BN BAEREEEICNEEMBEHNER , BB KRBT BN

FEEEOn Lk EAEA R AR K

« WAE : B1TENAF , URSFNAREFMMNE 2 AED , ATEEEE#ERm A FRERS |, TR

A P#&BEMLE_ETER SRR IIE,

B HXR-5 77 4R

o EEMEZ—N2IMEKMEMLE , EEFZLARKREMNVOERE—IC , M, FH.. KBS,
TCP/IP %,
o THEME— 2 EMFHENBEXAARN RS , BT EKMIE , £/8 HTTP #MXF HTML

A=
==

o EEXMZEMBE , M A%EMERMREL LRMRS . EIXMERAt T KRS , anraFaber, PR
B, XS,

Network Protocol

ML #19 (Network Protocol) Z2{FIR&REBIEIT MR EIBEMAN , B8 =ANER LKLY

X : communication protocols, management protocols and security protocols,

e Communication protocols BiFEA¥IEE(S LA , 2401 TCP/IP #1 HTTP,
e Management protocols 3 FIEIEMZE T B |, 20 ICMP 1 SNMP,
 Security protocols €3 HTTPS, SFTP I SSL2,

Network Edge

BE
Network edge £ & 4B MSITHBMEHONA RIEE. TOEKEE. 3. [0
(WAN)., Brdds RS s \ &4 (IAD).



Router fH2%

SR D AR 2 EEmEER. HREAEMEENE AR ISRIPE T B FI BRI Y
EE (VoIP) (i 5, MRS SEEM LEKRE , BEN—IPRREZF—I R, AT RERAZ
REMBIEE.

Switch 3F#d),

ML AZHAIB S BRBATHEEHITEAMNET RS , ERldE , ARBRERZIBRAE. 3T
AN GEREENMERAZR DR EIER TETREMEZRIR,

Wide-area Network J 35/

WAN ERAEE EER RIS (LAN) BA%, BIEXFAE , WAN JBZ6E#E T LAN fisk, #lan , —ME
2RI A{E A WAN B3R 4E X WAN (SD-WAN) iEHE=NVAZE , 8N AZEHRBECH LAN,

Firewall 5 k3%

(573 KSR ARTETE AR R Bl AV E AR ) AR BRSO EIE . Bl AR ERIRE , SIREMs|i
WERARN , AREFEMEEEERMOBIES. IOEENSDSNTERZ , AL,

Integrated Access Device ZREIEARE

IAD 3 AR IR A\ IR ENZI @AM, fian , IAD AT RIS FRIEESHRA
—NBRABFES. IAD BETRABEHFENSERINE SHMENH.
DSL

DSL (Digital Subscriber Line) B N¥F R ALk , RTaAREZAEHN BRKEHALS.

Host: Sends Packets of Data
AFERT FE B EHRTT B — N Packages EEHIATE]

$$ packet\ transmission\ delay \ = time\ needed\ to\ transmit\ L(bit)\ packet\ into\ link = \frac{L (bits){R
(bits/sec)} $$

ML AERT 2 15— ¥R AN Rin A e B i , AR ELED M\ B Am IR [ R R E],



PR T

« Coaxial cable : AR/ NEHIA AN, TERTZHMEFLBEAM HFC,

« Fiber optic cable : AR | R B SR AR R,

« Radio : JT&H, , BELEIEESHT. FREXE “YfEE , RZAWNMEEN. AT JUFEA :
Terrestrial microwave : HEIHUE

LAN : Z&#XZE | 40 WiFi

Wide-area : {1#%zMi& 4G, 5G 5

Satellite : BEMLZ , a0 I w2k

[¢]

[¢]

[¢]

[¢]

The Network Core

Packet Switching: 775 A

o KBMUBIER : 6% LIRF , A R bps AIRZFAUL L-bit £
« store and forward : gtk , BNMBIEEENRMHBZS Z BTAIERE A ¥R
 end-end delay : ¥EXiRIEIR |, FT 2L/R ({RIR{EHELER A 0)

R, EB, BEEMA , WEAN? - AF (zhihu.com)
(https://zhuanlan.zhihu.com/p/21968527)

R, B, PR BN MEEAMITAB RN = MFR. BRRF(TIEF—ABENALR
SR EBRARK , FEEBR—IIE A,

SR : FENE SR E NS EIFRARFPHRILAM TN, BA , FAESEAKBEEELE ST/
NERRZ , MENSEHRZITEEHNEETT LeRARNBRAE R , T—3BET =HHE
ZAIF LN . FTROX MERI AR TR A X, EERMEmNE —AFAEE | FEE
BRI R Z RE R B BRE WERIZHN , MXLMKRNERNFEHEZERK.

28 FEREANETNAERYNBANTIAREIA R , EEAREKOEHEIAN T AR, BRZEAREK
RN =ALT , BREARETER TER, ROKNWN—EREEFTLRERAEFHREA
IXBEIRIENA I, FATXRENERN EBRHE 5%, BK , EEMERD—H , €2
BNAEN , EEBIETTARN EmEE R,

B - FERREFEEMNIRF. EfRMERNKNES. BAKNW—EREECIEESEFEN—
M—EEEN , EEENEE LESNAFAZRINF—a 4 —HEAN , EEsERML A%
BHARZELZINEN. TEXMEHN—FF , AR AR B S PSRRI FF B % i
¥, MsHIMKREMNAR.


https://zhuanlan.zhihu.com/p/21968527

BN RRERLE % N DhRE
- routing: B IRE b ESIRA
- forwarding: ¥ 4R LA B ERZS 04 \ IS SHEIARIZ A0 B ER 28

FR&AZ# (Circuit switching)

FDM (Frequency Division Multiplexing) #1 TDM (Time Division Multiplexing) EM#EBAHEA , BT
E—MEE LML KES.

o FDM EREEXD NS NI AEEBRRERT , FMUHHHT—HK{ES ; TDM EREERT NS EE
KERKE R, SORE AT —EES.

« FDM REERATHIUES , TDM @R THRIMESHERTHRFES.

o FDM FRWERTINH AGTIEARLMRE Z AT , XSSBURRRIRNIRS ; TDM AFRRER
PESELF , FEA SRR T KRR,

o FDM AR , RASK{ESEA R LY ; TDM EERSHER , RASKESHES
frEC AR EE.

o FDM MRRECE AR , FREHTRGIAEE ; TOM WEKEUS A TURE R | REEHITIFX
MR,

Packet switching 5 circuit switching

e Packet switching ¥ ¥IREN B/ RN NE (packet) , BNHLAENHH B RHIEANF S |, A58
T HZ AR IR A X R B R, SR/ fERBunE A & BT BN EE.

Structure of the internet — Isaac Computer Science
(https://isaaccomputerscience.org/concepts/net_internet_structure?examBoard=all&stage=all)
Traffic on the internet is transported as packets. An internet packet is made up of the data that
Is being transported, which is called the payload, and a header.

Internet packets carry all sorts of payloads. For example, the data might be part of a web page,
or an email, or a streamed audio track. The type of data is identified by the protocol field within
the header. Internet packets have a maximum size to prevent anything 'hogging' the bandwidth.
The packets are moved around the internet using a method called packet switching. The use
of relatively small data packets allows a data path to be shared. Different packets from the
same 'conversation' may be sent over different routes. The internet has an end-to-end
principle (JRNI]) where the end points (source and destination) are responsible for checking
that everything that has been sent is received, as appropriate. This type of communication

between sender and receiver is known as connectionless (rather than dedicated). Most traffic


https://isaaccomputerscience.org/concepts/net_internet_structure?examBoard=all&stage=all

« Circuit switching 2B (ST Z M — KT RANMIEER (circuit) |, ARFEXFER HRIFR
EHE , BERIBEERABRIUEK,

Structure of the internet — Isaac Computer Science
(https:/lisaaccomputerscience.org/concepts/net_internet_structure?examBoard=all&stage=all)
Before the internet came into being, the largest global network was the telephone network. In
some ways it was similar to the internet in that it was a collection of interconnected (B BX(H])
networks. These interconnections were telephone exchanges or telephone switches.

In this telephone network, if someone wished to make a call, a signal was sent across the
connection to request the line. Each telephone switch would then select the appropriate route

and reserve (T4t , FiiE) capacity (A=) on the line and send the request on.

Circuit switched Bandwidth (capacity)

reserved for
Telco / durationof call
switch

\ Telco
switch
Telco Telco /
switch switch \

Telco
switch

Telco
switch

TIP

A , Ml ERERNX S

o Packet switch : iRESHRL
o Circuit switch : 488816137

Prkm L -

« Packet switching BA AR T MK EIR , AT USNSHRIEMESRILERRIERRZ , A
ZHRABEERNTIT ; circuit switching MISERHRAIRE , KA FTEAGREERE—EENT
7%, BMEIR AR Em A e A P ER.

« Packet switching EiE A TEH# Al A K EMIAMEREIE | anE M _ RIS, B, AR ; circuit
switching EiE&TEHIE E K EAMESRMERBUE | amiE, £FES%


https://isaaccomputerscience.org/concepts/net_internet_structure?examBoard=all&stage=all

o Packet switching BT A A REFAEM S F R RSN , RILTE B R R RITHIALS] 5 circuit
switching FRT¥UEFAEYIEER LFH , AR FTRERITHALS,

BEXMZEH (Internet structure) : Network of networks

o &8 ISP (Internet Service Providers , BEXM RS tR) 18I 77(nlin AREEEHE L EXM

« Access ISPs in turn must be interconnected (B #8EXA&) , so that any two hosts can send packets
to each other.

« Internet exchange point (IXP , BEEXMATHR) : BRHT — MRV E | ILEEXMERRIEAT] 7]
DAEREAIMLE 2 [BIAZ AR . IXP 8 E & — M ¥dE 0 , HF ISP #1 CDN ZEHFFAz# BRI
B, BETERORAEMRS.

o BEEBEARREZRZEK regional net,

o Content provider network (e.g., Google, Microsoft, Akamai) may run their own network, to bring
services, content close to end users.

]

* Network of networks is very complex.
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Delay, loss, throughput in networks

BPRLERAEEIR . £k, FILE.

FER Delay



Transmission delay

BEIEANENEHENEE AN RATER NN EFRAEHER.

Delays in Computer Network - GeeksforGeeks (https://www.geeksforgeeks.org/delays-in-
computer-network/)

The time taken to transmit a packet from the host to the transmission medium is called
Transmission delay.

-

Transmission medium

Let $B$ bps is the bandwidth and $L$ bit is the size of the data then transmission delay is,
$$ Tt=L/B $$
This delay depends upon the following factors:

If there are multiple active sessions, the delay will become significant(#g 24 ZEZK)).

Increasing bandwidth( 5&) decreases transmission delay.

MAC protocol largely influences the delay if the link is shared among multiple devices.

Sending and receiving a packet involves a context switch in the operating system, which takes
a finite time.

Propagation delay

WIRREREMERN RE , WREE N FRAREREB MM, it , BRENRE— AR RHATL TR
OB RIFR AL IR IR

Delays in Computer Network - GeeksforGeeks (https://www.geeksforgeeks.org/delays-in-
computer-network/)

After the packet is transmitted to the transmission medium, it has to go through the medium to
reach the destination. Hence the time taken by the last bit of the packet to reach the destination is
called propagation delay.

o= .



https://www.geeksforgeeks.org/delays-in-computer-network/
https://www.geeksforgeeks.org/delays-in-computer-network/

ds RMIDWATIIVL.,. 1L LUNCO TTHIVIU LTIV LU TUUud T LT UL OLITTUUIVUL T T LT Uil ive Ul Liiv rrnivuiul it 1o I\JIIU\.'I.

2. Velocity: If the velocity(speed) of the signal is higher, the packet will be received faster.

$3$ Tp = Distance / Velocity $$
Note:
$3$ Velocity =3 \cdot 108 m/s \ (for air) \ Velocity= 2.1 \cdot 108 m/s \ (for optical fibre) $$

Queueing delay

WEHHEE B i, BURBASIAHME KR, B RMERAZIPX AT TSR, FTAERE
WAL 2 BIFEBNS P A (B FR OO HEBARE R

Delays in Computer Network - GeeksforGeeks (https://www.geeksforgeeks.org/delays-in-
computer-network/)

Let the packet is received by the destination, the packet will not be processed by the destination
immediately. It has to wait in a queue in something called a buffer. So the amount of time it waits
in queue before being processed is called queueing delay.

In general, we can’t calculate queueing delay because we don’t have any formula for that.

This delay depends upon the following factors:

« If the size of the queue is large, the queuing delay will be huge. If the queue is empty there will
be less or no delay.
 If more packets are arriving in a short or no time interval, queuing delay will be large.

¢ The less the number of servers/links, the greater is the queuing delay.

Processing delay

AR B R WA TAE |, FROOLIEGER ., LI 54 IRE A AT A R A 8] 2 (B F% FR 28 AR E R da
HREBMAAL. FH TTL. PUTIRKRBRANTE AT E.,

Delays in Computer Network - GeeksforGeeks (https://www.geeksforgeeks.org/delays-in-
computer-network/)

Now the packet will be taken for the processing which is called processing delay.

Time is taken to process the data packet by the processor that is the time required by
intermediate routers to decide where to forward the packet, update TTL, perform header
checksum(#4&) calculations.

It also doesn’'t have any formula since it depends upon the speed of the processor and the speed
of the processor varies from computer to computer.

This delay depends upon the following factors:


https://www.geeksforgeeks.org/delays-in-computer-network/
https://www.geeksforgeeks.org/delays-in-computer-network/
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Packet loss &4

» queue (aka(RI#FR) buffer) preceding(3ZBI)) link in buffer has finite capacity(F£)
¢ packet arriving to full queue dropped (aka lost)
« lost packet may be retransmitted by previous node, by source end system, or not at all ([EEi%iX)

Throughput FHE
Rate (bits/time unit) at which bits transferred between sender/receiver
PR L oh E KR

e instantaneous(B#HT): rate at given point in time

o average(Y14): rate over longer period of time

/ \ .\ =2l

server sends bits - pipe that can carry -pipe that can carry
(fluid) into pipe fluid at rate fluid at rate
R; bits/sec) R, bits/sec)

Link on end-end path that constrains(#4]38) end-end throughput.

Bandwidth and Throughput in Networking: Guide and Tools - DNSstuff
(https:/Iwww.dnsstuff.com/network-throughput-bandwidth)

So, how do we define throughput? Again, network throughput refers to how much data can be
transferred from source to destination within a given timeframe. Throughput measures how
many packets arrive at their destinations successfully. For the most part, throughput capacity
is measured in bits per second, but it can also be measured in data per second.

Packet loss, latency(®E3R), and jitter(¥}3h) are all related to slow throughput speed. Latency
is the amount of time it takes for a packet to make it from source to destination, and jitter refers to
the difference in packet delay. Minimizing all these factors is critical to increasing throughput

speed and data performance.


https://www.dnsstuff.com/network-throughput-bandwidth

Banawiain vs. 1nrougnput

Throughput: Throughput:
One data packet arrives Five data packets
within one second arrive within one second

T T ; Data ——-_)_- Bandwidth

Data Bandwidth

i AN YRR

You can think of bandwidth as a tube and data throughput as sand. If you have a large tube,
you can pour more sand through it at a faster rate. Conversely, if you try to put a lot of sand

through a small tube, it will go very slowly.

Protocol layers, service models

Layers: each layer implements(353{) a service, relies on services provided by layer below

oSl
OSI 2 Open System Interconnect H4EE , E AT ARG EEX,

7 ER¥E oS|I tEIMNIER | FE 2 : VAHZE (Application) . RRE (Presentation) . £i&F
(Session) | {&£%i/Z (Transport) . M4&Z (Network) . #¥#E5ki&/Z (Data Link) | #%Z
(Physical) .

&Ja 3 BIWSSHAN RREFE.

OS| L EAERIVERR /NJB_NJHTEE (https://blog.csdn.netlyaopeng_2005/article/details/7064869)


https://blog.csdn.net/yaopeng_2005/article/details/7064869
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EEMEEELUR
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TREMNFLBARZ
BEILEEESIE.
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FAR FWE
1% F— RN, EL
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8, FHBELRIES AR
BE, BRDTENEE
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EAN

TCP f¥itam] il
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UNIXiEFE
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IMAP4
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Login
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RS il

EES
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RPC
L R A L
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BREA
Rinial s
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NetBIOS

XoT TAL RUDP "
- Van Jacobson 1S0-DE . Mobile IP
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X258 EHETCPHMY ISOFF & ERiE O SR HaPHYL

UDP F PEIEIR il
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Ethernet v.2

Internetwork

IP/IPv6
ELE R L ELIR R e

W SRERT SLIP
A ERITERRRIP ML

ICMPvE

RSVP EECREN

WRFE R fREh
ek
ICMP

EELRESE

EEh
DVMRP i

|Pi:’£g?=r:r::# ERRRE ; ngih:iﬂﬁ
i EEEmHY HEthEDR BEE

EEEhL

S B Ciscoffill bbb WA 1R

ARP
FPTP L2TP
ARSI | B ERERL e
IPinip e bt
4= 5 . : g i1 idfrya)
BITEERS RN IPEIPH Ml iy i
IEEE 802.2 I

£ OSI 2% RAF YR (Physical Layer) 2FHEHRKE , 2 OSI HENE—Z.

YR EREEIRER

: PR BB F AR IR | SREUPLARIR

B4



SKERFRFE(EE AP RIS B R AR W , SHEXRMPLATRIN , X EERIFGRERN LK.

PR =

¥IEGERZ (Data Link Layer) 2 OSI BB "R , AR AEET QAR . AENEE
ThRER : B BFHTHITNN , BBEERNYIEEEZATERN. REA MR EIREER.

FETENMEFRTEMTIHNFE , YIEERERN RN, Ft , I—ENEEVREREYIEER
RMAERFRAOERL b, B E6ES). REEHIE | 8RNI A TR IRE
¥, BMR AT SERIE T YRR B BRI,

RRIEE N AN FIRiEs] (MAC) FZEREKkTH] (LLC) BTz :

o MAC FEMTEMESEMAKLFIIMEF L FH IS EERHIEE |, TERME N R
il ;
o LLC FENFEFIF 2RI MLIESE , PITESERE. MERHIFGEKITS).

BuREER R AR TR RUCk B YE RN EE | FrESmbt , 253 E—= ; B,
R e _EERRBHRN , TR SR RZIMIER ; 3R, RIS & Bl A
WBESR, , MERR AT SR E 4.

e Y=

ML Z (Network Layer) 2 OSI #HIKE=F , B OSI &2 HAGFREZN—F , WEBETF
M= — 2. BIE ~FHEREM_Em RIRF NI HERS.

HIFEZAFE  BUBBAEREL , ARENHETBEFMERSREUNER., AETHEEE

HRESEREZ RNEER. | B3, AIFNLIEMEREE. Bt , BUBRER ZREIEE
—EWERAABIER , RERERIZER. NS, IF. #HHE KBS, B EEA—TK

BRBAFERF—NMHZIRE .

— AR |, BEREEE ERMRE—MEAT R Z ARIEE , MM ETEMRRNEFMERIEES. 5

ANAES I 2 [BIB(EES , MRASIBEIEE (BIFT RBIRREA L 4&REE1E) W RIHE,

ERINMNE ZIhRERT , FEMRATE BT

o FHE : BUESEN EEARYIEHINE (20 MAC Hi3iE) (Ui R NEIKS LR, EANEFK
ZENEER , ATIRAAREIME P RS , B—FMNPRREHS WO E—ME—FIIE. B
T&F MFERRYBERRTTREARRE] , FX MR 24 228 hE (20 1P H#idih)

o A MEARKUEEZHARN, & WK AS : %Eﬁﬁ?ﬁﬁ*%ﬂﬁ%%kﬁ* BENA
FEIRSCAT B AR TN AT BR,

o HEEX QRN RMBNT RZAFEL RIEIEN , ZKFTU\*ETEE%EEﬁ/i BT L& ¥R
NEEFERERRR , IPREENREENBEE R R T EEIENR

o ERRS  SYUREK EMEITHIARIME | HIJ%Tiﬂ%|JE4]EMQ§7Fﬁ§BW RERIRE |, FEIEHIK
ENRETREIBAN RAKRE. HENETELLRE  FHTEERN.

&5z



ZENEEMESE © [ AR EAEE IR EERERS , RERSXAEMEE. £HEN
ERR M EZE5 N EENET |, Bl A B ERERS. ZEE WP : TCP/IP &
B TCP #1MY. Novell &K SPX HHYAIHMERE NetBIOS/NetBEUI MY,
EHEREE RN EZ RIRERRS |, XFRS NSTEEREEHE | FHFELERN | X¥iEH
IRE|, e , EHEESUEGEEIMEE | FHASEEREEMRITREXEIMNKE, Eit , £
ERTRMEFT R AEERR T REE , YT RRNIKARREZFE , EFHENRE EETE.

RE IEHMENEZEDRENT ¢

o RENEREHE [ ARMUENL 4HPNIFIRMEENEETRE. EMEEMSK RN LASER
T[] 343 AN T ) Fe i P AT AR 55

o QIRLEZESE « R MLAT SR T A EEER AN AT SR T 8 TR IR E MRSy . EEITHIA
MEES|, FERAEEER RSN , B X—EERNBIEEREINREWA , MRIEFEEN
IERREERAEE  BURBHER.

SEE

£VE/Z (Session Layer) ;& OSI#8IE 5 F , R AN RAREFFMMLE 2 BRED , TEESF
B AN SRERRRR R SR AE REEN A L. BARSKEZ BRRRERERRARE.
R &E RIS MEALRMIRARN N EHEZ BRIEE | FFBIET R TEHE,
AR T, BT HMENTRAREILAE, YENOEN , AN 1A T E R
FLEFEME, Xt S MAC (NAREEHIF2) HiltsME ZHZEHIERE , E412A
RAEITETH , EETHMCIZ, 184 (DNS) Ri2—FhRL% _EFE RenmfEit , i
www.baidu.com FE—/ME4%.

RIEREETIREMNT

o SEEH AR FERDRKRFZIAEIL, 4EHFMAILSE , HHFENZARBHET k.
BIANIR BT SR B ) R 7 |, FHEHSERRREN, , PR SE AT AR AR,

o DVEMETH : RUSEREITHIRZZ X SVETNRE.

o Tt : fEAEARHINEE ST SVEIEK.

o HEEH : NEB EHSEET R RTTEIRTIRAEIL. RIFMNALL , BRI TIEAZ HYck
BEMEREIE , FRRMUEMRR. SEEHAZESRARSRTX—ENTEE, BNMTEE,
HERERE RN ZBEEN MR , MEWETE, FTEMLBMRERILN SRR,

N

F/N& (Presentation Layer) ;2 OSI #2REZENE , EXIRENHARERN G SR THRE , X
EMEERTHEMNE L, B R e 4T RE. HEEMRERAEA P ERERRRE
A, angmRs, BHRARSRA N AR 2.

FNBEERINBEMNT -

o PifEARz (AL ¢ URIANE NIRRT AIAE S | RIR N TR Fr 2 ISR R R LN ES:.



g AR TIRE,
o EAEFMREYE - AT BDEIRRERE | X—RECRTBIENESE SRR .
o BURMMEIMRE : FTRURSMRKT LM,

NAE
NI (Application Layer) 2 OS| $%MRIMNBERE , TRTEHNAS , MR EFNFREFHMN
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6 ELIFMEA L , ARSTARMET N ARFSNEIRERSZ BNEXR , B SEREMREZIA
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o AN NARERRAFEME , AN BREFSMSERNEREZN , £15H e S MRt T
TEAEA,
o SINZFIRS  AERBENE I HFEFF ] LSS AASRELA FEsKI & TR S

Encapsulation



PR A ™ vl GPPIIKIGUUI ]
segment |[H] M | | trangport \ o
datagram [Hy[ H] ™ | netWork p
frame |H[Hy H| M | link -
physical
[Nk
physical ‘Efffz;)
switch
destination AEtWOTK
[ M ] [#pplication [Hi[Ho[ H| M | "“!‘ Hol He| M
H| M transport physical
H,| Hi| M network
R[] [[ ik router

MNEEFT , 820 —F , WS EEaa L tmMaFm , AR , £Xx3Ekbkes , BEER E
H3K , TFRER

KRR
EMEFHR

| ]
) BEMBE. k. 0

2ER
By EIEBEE, SSL. TLS 6

b TCP E2/UDP &

RE&E
IP/IPv6 B ERIERE. A EH P
BiRERE
HAH IR, HEIU

A
1
|
|
]
|
|
|
|
|
]
|
]

TCP. UDP f&#. #3EH &I =
|

]

l

[

!

|

I

|

J

WER

BABLLAR e 4 L————P 1001101101100101101110001010 =

Networks under attack: security



Put malware into hosts via Internet
malware : EERH , FEENRES

e virus: self-replicating(B 3 & #l]) infection(J&ZL) by receiving/executing(#{T) object (e.g., e-mail
attachment)
« worm: self-replicating infection by passively(#3ih) receiving object that gets itself executed

Attack server, network infrastructure

Denial of Service (DoS , 1E£EhR4%): attackers make resources (server, bandwidth) unavailable to

legitimate traffic by overwhelming resource with bogus traffic.

¥R DoS MIILTATAMARA DoS Wiy , B ABMAFER FHAEZEATEEN BRI , HENERT
IHFEEMREARIR , T BN TOER BLEE RS .

History
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B HEYMERHE (FEM)

B8] - 20 tH2g 60 S HA

ZAENEE , SSALTENANTEN 2 BREE. B B{EFM. BPREFN., KigF e AR
A FHFESF LB EVREIE G RIR, BERATHRMAHRT R,

F=K : HEYMEEEXHE: (J38M. Internet)

B8] - 1981 FEEFRAFAEWLALA(ISO)HNT : FHUKREBEARSZER! (OSI/IRM) |, SKEARRE KA
KNt EN SR EIE,

TCP/IP MY I%REA: ,
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Chapter 2: Application Layer

Outline

1. principles of network applications

2. Web and HTTP

3. Electronic mail: SMTP, POP3, IMAP

4. DNS

5. P2P applications

6. Video streaming and content distribution networks
7. Socket programming with UDP and TCP

Creating a network app

write programs that:
¢ run on (different) end systems

e communicate over network

TIP

e.g., web server software communicates with browser software

no need to write software for network-core devices:

» network-core devices(M& 4z (&%) do not run user applications
« applications on end systems(& i A% LN FAF2FF) allows for rapid app development,
propagation({£1%)

ek
o client-server R& 25 5% Fig

« peer-to-peer (P2P) ¥ X

Client-server architecture
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« permanent(7kKR) IP address
« data centers for scaling(¥afg)

clients:

e communicate with server
e may be intermittently(|B]&%t4#]) connected
« may have dynamic IP addresses(ZhZ IP)

¢ do not communicate directly with each other

l'r?ff.-' j"’\'

A :3Y

-

client/server

Q

I

PNy

Qﬁ

P2P architecture

¢ no always-on server

« arbitrary({EEZ ) end systems directly communicate

o peers(XE{K) request service from other peers, provide service in return to other peers

« self scalability(BFk3$14) — new peers bring new service capacity(& =), as well as new service
demands(§FE3K)

« peers are intermittently([8)&xt4) connected and change IP addresses



g peer-peer

Processes communicating

 client process: process that initiates communication

e server process: process that waits to be contacted

TIP

Applications with P2P architectures have client processes & server processes

Sockets

FARBEERBR{T4RE Socket - &1 (zhihu.com) (https://zhuanlan.zhihu.com/p/260139078)

E#F (socket) B—MERE , NAREFITNAT EAESFREEE | AT THRXSCHE—#
RIFTH. EEFMXAEERME. EEFATFNAFREFE 10 BARIMET |, FHFSMEFR RN AR
FrtiTiE{E. MEEETE P it SisOMAEE.

EIE— N NXPAE—BITENL , —&ITENERRTREZREF , EAXSREFIE , BREinA |
T/ NXAI I SXAE— AR, FIERVNRKT | E4stRle ? ARITHE |, EATK
BRI ? RS, TRAE ST AE ISR BETRE [ bum T B AL fa B ARG O T A% G


https://zhuanlan.zhihu.com/p/260139078

socket analogous({RA8{E\&]) to door:

« sending process shoves(#£i%) message out door
« sending process relies on transport infrastructure(ZA % i) on other side of door to deliver

message to socket at receiving process

Addressing processes
To receive messages, process must have identifier.

identifier includes both IP address and port numbers associated with process on host.

What transport service does an app need?
data integrity (JETE M)

e some apps (e.g., file transfer, web transactions) require 100% reliable data transfer

« other apps (e.g., audio) can tolerate(&2. , 724) some loss

timing (%84 , BRASME)

» some apps (e.g., Internet telephony (4% E,iE), interactive games) require low delay to be “effective”
throughput(F&M=)

e some apps (e.g., multimedia) require minimum amount of throughput to be “effective”

« other apps (“elastic apps” , 3§ F) make use of whatever throughput they get
security(R£)

« encryption, data integrity(¥E T M)

Internet transport protocols(#fMY) services

TCP service:

reliable transport between sending and receiving process
flow control(JiE3%H]): sender won't overwhelm(jH) receiver
congestion control(ﬁ%}?ﬁﬁﬂ): throttle(fR | , #3%t) sender when network overloaded

does not provide: timing, minimum throughput guarantee, security

connection-oriented (&%) setup required between client and server processes
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+ does not provide: reliability, flow control, congestion control, timing, throughput guarantee, security,

or connection setup

TCP F1 UDP X 51| - &1 (zhihu.com) (https://zhuanlan.zhihu.com/p/24860273)

TCP/IP B — Nk, BEEEFERZYNIE , UDP R2HPK—1 , Zlldg&k TCP/IP
WY, BA TCP, IP IMGEMMREZRNY , SAMMGET.

TCP/IP MY EBENAE , FHE , WEE , MEinEE.

TCP (Transmission Control Protocol , {E&#i#&HIHMY)

TCP ZHEMEREMNINY , 2w , FEWCRBURRT , WM A ATEMERE. —4> TCP &k
WIRERT = R SR A BEIE LS R,

UDP (User Data Protocol , i F¥EERIMY)

1. UDP R—/NMEEREMIINY , (FM%iE 2 s s RNELERE | Ye B E X R St R0
Bk E N AFEFREEE  FHRAsERIEEINEIMGE £, £ KRG , UDP EXEHBIRMR E{LES
N RFEFAE SRR E, TTEALABENFEE T TR ; £8es , UDP IE8NEEBTRIE
g, NAREFERMAIFI—NEEE.

2. BT EHBUERNEILER , AU A FELHPERRS |, BEWARRESE , Rt—&a RS
AR Z 4% PR A RRIEE.

3. UDP ZEBRMEIRE , RE 8 1MFT , YT TCP B 20 NF {5 EBMENSMTEEIR/N.

4, FHERSZHFITHEIEAAT , AZNAREEREIRNERE . Finmi. RintigigIAl
MERERIBR .

5. UDP FRREAZNZ , BIRNRIEAT AT , R ENAFTEATE RAHERER (XB
HBHFZSH) .

6. UDP ZMEMEIRIMN. KIEFTH UDP XN AFEFFAE FRIIRSC , FEARINE R fawim T34 1P
E. BAHFS  AEH , MEREXWIRXAME , At , MAREFFEEESERRIIK/N.

Securing TCP and SSL
TCP & UDP 7Z4Ef4|A)5

¢ NO encryption

o cleartext passwds(BA3C#H8) sent into socket traverse(J&1¥) Internet in cleartext
SSL :

e provides encrypted TCP connection
« data integrity($UETC M)
o end-point authentication(&%1iF)

WANEE


https://zhuanlan.zhihu.com/p/24860273
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Web and HTTP

HTTP A& & - HTTP | MDN (mozilla.org) (https://developer.mozilla.org/zh-
CN/docs/Web/HTTP/Basics_of HTTP/Evolution_of HTTP)

HTTP (HyperText Transfer Protocol) 2 4ER (World Wide Web) BEREHMY. B Tim
Berners-Lee T EANMMARIBAIE 1989-1991 FHIGIELELRK , HTTP EEARAT KZMAW, , 7
RIS BTN ERS , R REREM. 04, HTTP B8N — AN RIERKE 2 [RIAZ# S
BHAPMGEHAE T AT MEME F , SaHERASAA 3D SRMILARE B IR,

M &R

1989 4F , YiH#E CERN L{E[] Tim Berners-Lee 115 7 — 4 XTI — MBI MR EHiE A

RERIRE . XAV %A Mesh |, 7EFEfGH) 1990 4FT0 B SOHERAE) 4 2 A T4
(World Wide Web) . BEFEIIAR TCP 1 IP MY ERL Y Fi#T , BPUNEIS AR

o —MNRARFRINHEIAIMERLAIEN , BX A5 E (https://developer.mozilla.org/zh-
CN/docs/Web/HTML) (HTML) .

o —MARZTHMBIAIRN B REINY , BXAEHmIYL (HTTP) .

o —NMEIR (ARYREE) HBIASIHEE Fin , BIRSENEES. B— MR #Rch
WorldWideWeb,

o — MRS AT ARIKISA | BD httod HIBTE .

HTTP ZEN AR EHIMEAEE /18 |, BEREFRA HTTP/0.9 , BRI TT (one-line) MY,

HTTP/0.9—EfTHMY

BARAEK HTTP MGHEBRAS |, ERERRASHELLE 0.9 AX S ERAMMRA. HTTP/0.9
WME A SRR ITIES AL , PUE—RT A AR GET (https://developer.mozilla.org/zh-
CN/docs/Web/HTTP/Methods/GET) 73k , H/RIREARRIFHIZE (—EEERIIRSE 91 AR
%25, IO SXLEARNIAM) .

text
1 GET /mypage.html

I AR H AR « REEIENEES,

text
1 <HTML>

2 XE—NEERISM HTML WM
3 </HTML>


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Basics_of_HTTP/Evolution_of_HTTP
https://developer.mozilla.org/zh-CN/docs/Web/HTML
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET

REEH HTML U E] , HAMNESE.

HTTPI1.0—AET Y Bt
T HTTP/0.9 PRXMR S8R | SRS Ry BRNA L AR T

R AEEIREREESMERERE
WERSTENRN FHARAIX | (N5

( HTTP/1.0 H#OBME|T GET 1T) .
SHE T ARERBITRNERAR Y | FAENARATA (ANEHEK

ERAAHLRTF) .

SIAT HTTP ARRHIBEE , TTREX TERERIN , AV EMITEIRE | (EVMXERIFE RIS

ERY R,

TEFT HTTP 3RKIFENT | A& T EHIFRAA HTML SUHRISNEAB SIS AL IAES] (FEfE

Content-Type (https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Type)
K)o

— N HTVEESK B SRR X AT

O© 00 N OO U1 A W N -

=
<

text
GET /mypage.html HTTP/1.0

User-Agent: NCSA Mosaic/2.0 (Windows 3.1)

200 OK
Date: Tue, 15 Nov 1994 08:12:31 GMT
Server: CERN/3.0 libwww/2.17
Content-Type: text/html
<HTML>
— M EEFRNTE
<IMG SRC="/myimage.gif">
</HTML>

ETRESMER  BKERER (GFRAMRMNIEL)

0 N o Ul WN B

text
GET /myimage.gif HTTP/1.0

User-Agent: NCSA Mosaic/2.0 (Windows 3.1)

200 OK

Date: Tue, 15 Nov 1994 08:12:32 GMT
Server: CERN/3.0 libwww/2.17
Content-Type: text/gif
(XEZRFAR)

£ 1991-1995 4F , XLy RIFILB WS ABIARAET MRS B T4 , M{UEA—F=E. RS
XA SRS R NLX LY RIIRE , (BRI T REMNEIRMERLE. HF 1996 4 11 A , AT R

5[] 8

, —PMETCAY (RFC 1945) #UARSRMIR , AU INATRIESSEOX LY RINRE. A


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Type

HTTP/1.1

PRAEHLEIEIY

HTTP/1.0 £ FR BRIl F RAE SRz Fsh B9 LREL. B 1995 4 FF4A , B HTTP/L.0 A%
BT —4 | MIFIAEIT HTTP MSE—AMRAEIIA. 7E 1997 4%, HTTPLLARERT | HE
HTTP/1.0 X JLAN A JE.

HTTP/1.1 jHl&k T REE XA FHSIANT 2T

EHRUER , AT Z2KATH TCP iEHMNZ M TSRS RIRAET ],

o WMELUIA , AFEF—PMNBEYPTERIEZAMAIESE Z/MNMER , PIFRBEEER.
o STRmN SR,
o S| ABRSMOZETHEHIALS.

o SIANRNFNENSG) , BIRES. Mmid. XEF. FFRFR FPinM RS 25 Z [ALE A

PHTATHR
o E{f Host (https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Host) §r3k , BEW{E
ANENF B BCEER— IP kAR S-25 L.

— N HBIRREKRIRAE | B EKREREE —MEESIL , Bilo kBt

O 00 N O Ul & W N -

N N NN NNNNRBRBRRR B B B 923 (92
N OO O B W NN R O VW o0 N U B WN RO

GET /en-US/docs/Glossary/Simple header HTTP/1.1
Host: developer.mozilla.org

REERNE

text

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.9; rv:50.0) Gecko/2010
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br

Referer: https://developer.mozilla.org/en-US/docs/Glossary/Simple header

200 OK

Connection: Keep-Alive

Content-Encoding: gzip

Content-Type: text/html; charset=utf-8

Date: Wed, 20 Jul 2016 10:55:30 GMT

Etag: "547fa7e369ef56031dd3bff2ace9fc0832eb251a"
Keep-Alive: timeout=5, max=1000
Last-Modified: Tue, 19 Jul 2016 00:59:33 GMT
Server: Apache

Transfer-Encoding: chunked

Vary: Cookie, Accept-Encoding

(content)

GET /static/img/header-background.png HTTP/1.1
Host: developer.mozilla.org

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.9; rv:50.0) Gecko/2010

Accept: */*


https://datatracker.ietf.org/doc/html/rfc1945
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Host

31
32
33
34
35
36
37
38
39
40
41
42
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200 OK

Age: 9578461

Cache-Control: public, max-age=315360000
Connection: keep-alive

Content-Length: 3077

Content-Type: image/png

Date: Thu, 31 Mar 2016 13:34:46 GMT
Last-Modified: Wed, 21 Oct 2015 18:27:50 GMT
Server: Apache

(image content of 3077 bytes)

HTTP/1.1 £ 1997 4 1 B L RFC 2068 (https://datatracker.ietf.org/doc/html/rfc2068) {44 7.
BT HTTP UMYX AT BIEE [N AIEARBRASM. BME HTTP/L.1 XTI PR
1T , RFC 2616 (https://datatracker.ietf.org/doc/html/rfc2616) & #T 1999 4£ 6 A , M BINHA
X4 RFC 7230 (https://datatracker.ietf.org/doc/html/rfc7230) -RFC 7235
(https://datatracker.ietf.org/doc/html/rfc7235) &#F 2014 £ 6 B ({£ HTTP/2 X2 Hi) .
HTTP/L1 M ELTREFRAEE 1547,

HTTP overview

HTTP: hypertext(#8 3 4) transfer protocol

¢ Web'’s application layer protocol

¢ client/server model

o client: browser that requests, receives, (using HTTP protocol) and “displays” Web objects

o server: Web server sends (using HTTP protocol) objects in response to requests

HTTP request message: ASCII (human-readable format)

Uploading form input

POST method:

e web page often includes form input

e input is uploaded to server in entity(S{&K) body

URL method:

¢ uses GET method


https://datatracker.ietf.org/doc/html/rfc2068
https://datatracker.ietf.org/doc/html/rfc2616
https://datatracker.ietf.org/doc/html/rfc7230
https://datatracker.ietf.org/doc/html/rfc7235

Method types

HTTP/1.0:

o GET
e POST

o« HEAD : asks server to leave requested object out of response
HTTP/1.1:

o GET

e POST

e HEAD

e PUT : uploads file in entity body to path specified in URL field
o DELETE : deletes file specified in the URL field

HTTP response status codes(HTTP AR ZSHL)

status code appears in 1st line in server-to-client response message.

HTTP g RS HS - HTTP | MDN (mozilla.org) (https://developer.mozilla.org/zh-
CN/docs/Web/HTTP/Status)

HTTP Mg NCRSRL A SRR EF4EE HTTP (https://developer.mozilla.org/zh-CN/docs/Web/HTTP) &K
ERBNTER. TR IEAN TR

1. {5 2IEL (https://developer.mozilla.org/zh-

CN/docs/Web/HTTP/Status#%E4%BF%A1%E6%81%AFY%ES%93%8D%ES%BA%94) ( 160 —
199 )

2. BENIEN. (https://developer.mozilla.org/zh-

CN/docs/Web/HTTP/Status#%E6%88%90%E5%8A%9F%E5%93%8D%ES5%BA%94) ( 200 —
299 )

3. EEMIEE (https://developer.mozilla.org/zh-
CN/docs/Web/HTTP/Status#%E9%87%8D%ES5%AE%9AY%ES%90%91%E6%B6%88%E6%81
%AF) ( 300 — 399 )

4. B FumbtiRip iy (https://developer.mozilla.org/zh-
CN/docs/Web/HTTP/Status#%E5%AE%A2%E6%88%B7%E7%AB%AF%EI%94%99%E8%A
FQ%AF%ES%93%8D%ES%BA%94) ( 400 — 499 )

5. IR imsEi=Nmhy (https://developer.mozilla.org/zh-
CN/docs/Web/HTTP/Status#%E6%9C%8D%ES5%8A%A1%E7%ABY%AFY%E9%94%99%E8%A


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status
https://developer.mozilla.org/zh-CN/docs/Web/HTTP
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E4%BF%A1%E6%81%AF%E5%93%8D%E5%BA%94
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E6%88%90%E5%8A%9F%E5%93%8D%E5%BA%94
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E9%87%8D%E5%AE%9A%E5%90%91%E6%B6%88%E6%81%AF
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E5%AE%A2%E6%88%B7%E7%AB%AF%E9%94%99%E8%AF%AF%E5%93%8D%E5%BA%94
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E6%9C%8D%E5%8A%A1%E7%AB%AF%E9%94%99%E8%AF%AF%E5%93%8D%E5%BA%94

H /L - AHZIN/CATAL Y JHIP 2L | 7l pus AKX \JIWLWW O TUC VUiV G TV UL Yl and

CN/docs/Web/HTTP/Status#%E4%BF%A1%E6%81%AF%E5%93%8D%ES5%BA%94) & , R'E
FARPRAENRNY. , ATRER ARSI B E Xk,
HTTP response status codes - PlayFab | Microsoft Learn (https://learn.microsoft.com/zh-

cn/gaming/playfab/api-references/http-response-status-codes)

B WAAER R ASHS,

HTTP

status General description

code

100 Continue: Returned on HEAD requests
OK: Returned for all successful requests. May indicate partial success for

200
bulk APIs.

201 Created: Request was successful and resource was created.

202 Accepted: Request was successful, processing will continue asynchronously.

204 No Content: API successful, but there is no response to be returned from the
API.

301 Moved Permanently: requested object moved, new location specified later in
this msg (Location:)

400 Bad Request: Parameters in request where invalid or request payload
structure was invalid. Do not retry.
Unauthorized: Caller is not authorized to either call the specific API or

401 :
perform the action requested. Do not retry.

403 Forbidden: Caller is not allowed access. Do not retry.

404 Not Found: API does not exist. Do not retry.

408 Request Timeout: The request took too long to be sent to the server. Okay to
retry using exponential backoff pattern.

409 Conflict: A concurrency error occurred between two API calls. Okay to retry
using exponential backoff pattern.
Payload Too Large: The request is larger than the server is allowed to

413
handle. Do not retry. If unexpected, contact support.

414 URI Too Long: The URI in the request is longer than the server is allowed to

handle. Do not retry.

Too Many Requests: API calls are being rate limited. Pause and then retry
429 request, check if API returned “Retry-After” header or retryAfter in JSON
response for delay needed.

500 Internal Server Error: An error occurred on the PlayFab server. Okay to retry,


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E6%9C%8D%E5%8A%A1%E7%AB%AF%E9%94%99%E8%AF%AF%E5%93%8D%E5%BA%94
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status#%E4%BF%A1%E6%81%AF%E5%93%8D%E5%BA%94
https://learn.microsoft.com/zh-cn/gaming/playfab/api-references/http-response-status-codes

AV A2 VL

contact support if problem persists.

Not Implemented: The API called has not been implemented yet. Do not

S0l retry.

Bad Gateway: PlayFab API servers are not available to process the request.
502 . )

Pause and then retry request using exponential backoff pattern.

Service Unavailable: PlayFab API servers are not available to process the
503 : :

request. Pause and then retry request using exponential backoff pattern.
504 Gateway Timeout: PlayFab API servers are not available to process the

request. Pause and then retry request.
505 HTTP Version Not Supported

User-server state: cookies
many Web sites use cookies
four components:

1. cookie header line of HTTP response message
2. cookie header line in next HTTP request message
3. cookie file kept on user’s host, managed by user’s browser

4. back-end database at Web site
what cookies can be used for:

¢ authorization

« shopping carts(M¥1 % , WAFEH M FEEFMERIZRIT)
e recommendations

e user session state (Web e-mail)

Web caches (proxy server)
¢ user sets browser: Web accesses via cache
o browser sends all HTTP requests to cache

object in cache: cache returns object else cache requests object from origin server, then returns
object to client



WEMEIA , MEYRLA AEKERTEN , o] AEKIR B AR , MALERTNIRIRS 25
TR, XH, AR DCESRINETE | FEEER T RARS AR ET.

Web ZKZ0] PARIER RN FAIZ R TECE , BIaNES Y INEMEFRERE Web ZI7KIRSNEIM
SEERE | sK1E Internet ZRSHZAR BN Web Z1E kB BN _FRREE . Ak , Web 42
AT IS E 17— s FAfY) JavaScript F1 CSS &4 SEIR | Skift— 48 S T NE i &,

FEEENR  Web ZHENERTHEAEMM Web MHSFEEMENANIRHNTE , FAXLTEHKIAN
BRBIERAERENEERY , FIUARTRER SR Tk, Ioh , —ERIPH Web THE (2ER
W) WAREER , RASMRAANRARNSHENEN , MESZF FREHMAAER.

Conditional GET

Conditional GET Z—> HTTP WXH4FE | AT AER FinfR iR F 23 A CigskEt |, 1833 &% HTTP SkHD
FEREEHRA , LIRS B RRERALET AN , REFFEARLKELW , BRS23] PUEERAIR EIR IR
UK, TR [E 304 Not Modified SKSRE |, AT MR H To A IR S 28 &R

{ERL&M GET i, B s & ks kP 2484 If-Modified-Since., If-Unmodified-Since. If-Match. If-
None-Match ZF5AFMR , XEEKEIRMATERE T B i SR RIRNVAZ T 5. YRS ESX R Fig
KRG SKIFTANIERS |, SIRIBIX LKL A E KR E B AR [ SKFREIR | 2iE IR [E] 304 KR,

Mt GET AJLUR S MBEMS R M R E , RARFHRERTEERREXCEFEFNRIR , A
T WK TR HRE .

Electronic Mail

Introduction to Electronic Mail - GeeksforGeeks (https://www.geeksforgeeks.org/introduction-to-
electronic-mail/)

Electronic mail, commonly known as email, is a method of exchanging messages over the
internet.

Here are the basics of email:

1. An email address: This is a unique identifier for each user, typically in the format of
name@domain.com .
2. An email client: This is a software program used to send, receive and manage emails, such as
Gmail, Outlook, or Apple Mail.
3. An email server: This is a computer system responsible for storing and forwarding emails to
their intended recipients.


https://www.geeksforgeeks.org/introduction-to-electronic-mail/

SMTP

SMTP (Simple Mail Transfer Protocol [RFC 2821]): MY At mpit , ZEmbEed i+ , eR K
TORAB A A IE B BB AR 5 2B B BB OB IR S 25 . SMTP MR E MM FRIEE 2 AT

HIR

1. ZEFHMER Fm (40 Outlook 55) 1) & 1K 75 B AR 3528 A X BB

2. RIETFTHME AR ST AR IR AR AR IR AR S5 25 , BT SMTP WX ST B IR S5 E 15 |, 18R]
B AT DURBO R

3. B TTHME IR S SR RAHIA | RIE T BB AR S 2 R R IE LA R TT B AR 5525 .

4. FUTTHME IR 5 2R B A TR |, T E B C B R Fin P E R M.

SMTP BRXA TAERIRMNT -

1. EFEIESL (SMTP connection opened) : & X 7T HBAAR - 25 ST HBEF AR - 2585 TCP i&#% (25
SiwA) ; BF  KEAKE EHLO ;4R AR FinE O IR T fHFNa 4 |, iR R
250 OK FRI/NATUES.

2. RIXERHEYE (Email data transferred)  : RIXTFT 3T A& BMAEEUE | BIRARESKABRAFIESC.

3. Mail Transfer Agent (MTA): 7EHMEF1EHI T FEF SIRMEE I FEFERS:. MTA 2R NA AR
SMTP & FumtE b 3-8 HAE B A M W A SMTP JRS-25. MTA B ] PAAMIB I A X I 72
PSR A |, BlanToiA G E IR AR ELE B L. F LA MTA X #4-E4E Sendmail, Postfix
1 Qmail &,

What is the Simple Mail Transfer Protocol (SMTP)? | Cloudflare
(https://lwww.cloudflare.com/learning/email-security/what-is-smtp/)

The server runs a program called a Mail Transfer Agent (MTA). The MTA checks the domain of
the recipient's email address, and if it differs from the sender's, it queries the Domain Name
System (DNS) (https://www.cloudflare.com/learning/dns/what-is-dns/) to find the recipient's IP
address (https://www.cloudflare.com/learning/dns/glossary/what-is-my-ip-address/) . This is like
a post office looking up a mail recipient's zip code.

4. WrFFZEH (Connection closed) : REFARIE QUIT dHRERAELTRAE | A RE 221
RINEFCWTIT.

POP3 & —FATH B FIMAFAITMY . UEER POP3 WX AP AR 525 N ERMPART , HREFARS 25k
SR EMHEEREMBMER FinT |, FEMIRS 25 _EMIBREREE.

IMAP 2 5 —Fh T R FAMFAOEMY , B5 POP3 ARIKE | B A EAERM AR S 25 LR B HB AR
BIAS , ATAFEZ NREZAEDERMY:. X4, YEE— MRS LEEEMEREMER , MRS 0]


https://www.cloudflare.com/learning/email-security/what-is-smtp/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/glossary/what-is-my-ip-address/

What is the Simple Mail Transfer Protocol (SMTP)? | Cloudflare
(https:/lwww.cloudflare.com/learning/email-security/what-is-smtp/)

What are SMTP commands?

SMTP commands are predefined text-based instructions that tell a client or server what to do and
how to handle any accompanying data. Think of them as buttons the client can press to get the

server to accept data correctly.

HELO/EHLO : These commands say "Hello" and start off the SMTP connection between client
and server. " HELO " is the basic version of this command; " EHLO " is for a specialized type of
SMTP.

e MAIL FROM : This tells the server who is sending the email. If Alice were trying to email her
friend Bob, a client might send "MAIL FROM:alice@example.com".

e RCPT TO : This command is for listing the email's recipients. A client can send this command
multiple times if there are multiple recipients. In the example above, Alice's email client would
send "RCPT TO:bob@example.com”.

e DATA : This precedes the content of the email.

It obeys RFC 822: standard for text message format. Like:

text

DATA

Date: Mon, 4 April 2022

From: Alice alice@example.com
Subject: Eggs benedict casserole
To: Bob bob@example.com

Hi Bob,
I will bring the eggs benedict casserole recipe on Friday.
-Alice

© 00 N O Ul B W IN -

=
(o)

Pay attention to line 6 and line 10.

e RSET : This command resets the connection, removing all previously transferred information
without closing the SMTP connection. RSET is used if the client sent incorrect information.

e QUIT : This ends the connection.

o SMTP uses persistent(3F£EH] , AJFF4EM]) connections
¢ SMTP requires message (header & body) to be in 7-bit ASCII

e SMTP server uses CRLF.CRLF(#i 25— ) to determine end of message


https://www.cloudflare.com/learning/email-security/what-is-smtp/
mailto:alice@example.com
mailto:bob@example.com
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e SMTP: push

POP

POP (Post Office Protocol [RFC 1939]): authorization, download.

i POP3 B —F AT FEMEIN. HEER POP3 URIXMBBEARS 25 FEHMERT , BRFARSS 25
S RARMHEE BB Finh |, FH MRS 25 EMIERAR.

IMAP

IMAP: Internet Mail Access Protocol [RFC 1730]: more features, including manipulation of stored

messages on server.

IMAP £ 5—#h TR FHMER MY , B5 POP3 RNEIHE |, B AVFEERME RS 25 IR B HMA4H
g2~ (8keeps all messages in one place: at server) , \JAEZ MR EZBIEILSHME., X, Y&BE—
MER LSRRI |, FEHMRE LT AERX SR, HIMEF allows user to organize

messages in folders,

DNS

{42 DNS

{+42 DNS ? - 40 (zhihu.com) (https://zhuanlan.zhihu.com/p/186028919)

DNS HIZIEH,

% HINARER 2 1P HABERE , BFLAENER. EEMEEEAMEENNES | X
FR AR S RETATIZ . UNIX LR BT B3I — AN hosts BIC#E (Linux F
Windows tHAKFIRER T 3XASH) . ZATHFITTXENLHF 1P MRS Rz R, XA R B
NEHLEFR , RERAEME hosts BRI ER |, HEIRTRZA IP | FRATRIRIXA 1P &
T,

BEEXENAZT , TOEHBIIA A SRS RIS — BRI hosts X , FEIL T RS2
TS hosts SO, BUETEER, ERMAMEH—H K , SRR GAE | MEEH
BHAHRATIE R B ARSI AR PHMTAR E—MFANE. X8 DNS REHIT
T, BEEMRATAASREKEY K | DNS REMERMIGRY, , EEIIAME BIMIER,

DNS #iFE
DNS (Domain Name System , 3% &%t) , F4FM_EVEXISEF 1P kB AR ST — DA
BARE | BeBER AR AR ERR |, MARRC B R BTN 1P $E, BgE


https://zhuanlan.zhihu.com/p/186028919

DNS K9 ¥R ER ISE AFRSIH , BM82 Khr_ERE —1R1R KA [ A& 12 |, XAR )
WHR A% LZ =8 (domain name space) , 2 FEIFIAHMHKRKREASRT 127 &, PS4
REPE — N AKX 63 N ERFRCAIRS.

DNS KA

o IEEfFNT : IRIEENEFR (8E) BRI IP st
o RIEMEMT @ 1RIE 1P MBI A EHIB 4

DNS RGN N BURLEM

1.
.com net .org edu .cn uk -
.com.c _net.cn educ - -

/N n
Zolcom.cn  .sina.com.c -----

WWW mail news

DNS 3R %28 K 3<EL

{452 DNS-DNS 2{a TE-#UgtE DNS fR45-28 | Cloudflare F[EE R | Cloudflare
(https://www.cloudflare.com/zh-cn/learning/dns/what-is-dns/)

MM T K 4 1 DNS fRF2%

o DNS fi##rzs (https://www.cloudflare.com/learning/dns/dns-server-types#recursive-resolver) :
AR S AT AL AR R E R BIERE M A ERGE R BHEIHIE . DNS s 2 —Fik
%% , BTEIET Web Y85 N AR FENE Pt EVNER. AE BT —RERAS
HAEK , PME#HRZ Fini DNS &),

o 1RITA RS2 (https://www.cloudflare.com/learning/dns/glossary/dns-root-server/) : R334 ik
FREBALKTEMEN L (1RAT) H 1P IS —H. TR ER A RBENEF
AR - —RREAE AT H A E A &S] A,

o TLD Z#RAR% =5 (https://www.cloudflare.com/learning/dns/dns-server-types#tld-nameserver) :
Tz 4 AR$25 (TLD (https://www.cloudflare.com/learning/dns/top-level-domain/) , Top-level


https://www.cloudflare.com/zh-cn/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/dns-server-types#recursive-resolver
https://www.cloudflare.com/learning/dns/glossary/dns-root-server/
https://www.cloudflare.com/learning/dns/dns-server-types#tld-nameserver
https://www.cloudflare.com/learning/dns/top-level-domain/

o MUEMEIS 4 ARS 28 (https://www.cloudflare.com/learning/dns/dns-server-types#authoritative-
nameserver) : ALRX N RIS G RFIEN AP LNFH | HPREE B PR A E L.
MBMEEE R E 25282 RE[EBRF R, NRNBMEEE RSB REKAIC
F, MESKEEKREN LR IP R EI2)A L ¥)87E KK DNS fi#trzs (BRIBEHER) .

B DNS fR5-25-558H DNS @82 BRXFIR+4 ?

XML ERETE DNS EAiRiEA TRk S28 (IRS5a54H) | (E€BHEAAEANAE , IFR
T DNS BWEENNAEMCE. BERZEEFN—FMAE &1
(https://www.cloudflare.com/learning/dns/what-is-recursive-dns/) fi##Tz8{i T DNS EfH Tk , T
MBS RS AT RE.

128 DNS fi#trs%

& 3 fET S AT BN, HIp kB & Finiid BESKIF L EEER DNS i83%
(https://www.cloudflare.com/learning/dns/dns-records/) . AT IEE , AR —RINEK , B
ZENXRATENEKRICRAAEME DNS 54 RFas Al (EE@N , SREMRKIXENCK , MR
[E585R) . SEEME | 23 DNS TR H A E R T EA L Z MEKA BEIB BRI & Fin AT R AIC
5% %47 (https://www.cloudflare.com/learning/cdn/what-is-caching/) £ —Ff¥GEIFA ML FE |, A]18
I 7E DNS B E R MR K T NS KN BRI R K AT HEHRER e HHE1L.

DNS Record Request Sequence

From o [ B ceveee B | OB i 0D e 0 OB e
A | oo o] | — | o| = | o|— | e |
DNS Recursive DNS Root DNS TLD Cloudflare.com
Resolver Nameserver Nameserver Authoritative
Nameserver
BUBME DNS fR%2%

M52 , BB DNS JRE 25 2 XhriFH 33 DNS RIFCRNIRS 25, X2 T DNS BTIEEK
HRIRS S , R E RS RN RIRICRHITIEN , NMRARFELERK Web ¥ 25KE
[Pk At Web BIRATER IP ik, AEMERARFNMNESBIEHBEERAER , TEERH
iR , R X EHLE DNS iDRIHBRAE SR,


https://www.cloudflare.com/learning/dns/dns-server-types#authoritative-nameserver
https://www.cloudflare.com/learning/dns/what-is-recursive-dns/
https://www.cloudflare.com/learning/dns/dns-records/
https://www.cloudflare.com/learning/cdn/what-is-caching/

E’,j;“;t —> | e e |]— 1| % . — | o o | = | | s N

DNS Recursive DNS Root DNS TLD Cloudflare.com
Resolver Nameserver Nameserver Authoritative
Nameserver
DNS &R 8 MR

1. FA P4 Web Y528 R4 N “example.com” , BEM{EHE] Internet &, FF4{ DNS & RfigAT253%
.

2. 35 | fRATIRE M DNS RIF& RS2 (1)

3. 9KJ5 , MRS ¥F B MEEIRE ENTRSS (TLD) DNS fRS-28 (40 .com X .net) (it
ROz fEMTER. FEIEF example.com B |, FR{JKIEK+EA .com TLD,

4. Kfa , fEATERE) .com TLD AHIESK,

5. TLD A% 25ht e AIsiisi 4 iR %525 example.com f) 1P it 3t Tl L. .

6. IJm , 1B RIS E R AKX T PRI RS 5.

7. example.com B IP T fa I3 AR 5525 1R Bl i AT 25 .

8. #XJ5 DNS 23 R YIESKEUK 1P sihitlmiy Web 5525

9. DNS &AX 8 MHIRIRE example.com i IP #ihifa , XS 2FREA L STZ M TWANEK

10. ¥ 28mi% IP #itik & HHTTP (https://www.cloudflare.com/learning/ddos/glossary/hypertext-
transfer-protocol-http/) 3&3K .

'—\

AT IP HRS25 R B AN SRS R 2HMM T (36 10 25)


https://www.cloudflare.com/learning/ddos/glossary/hypertext-transfer-protocol-http/

example.com

Server

Root Server

P |
[

TLD Server

example.com

{472 DNS SHEZEFF ? DNS SREFREABPE ?
ZHEHNERNERIRIENFAEEEMIE | NTIRSEIEEKNMREMN T SEME. DNS S REFD
BRI ERSEEKE Fini g , DAUEREMRS B R ifigtt DNS &1f) , JFERERE S7E DNS
B HE—Sm TSNS , AM4E5E NEES A FHER D Te/CPU JHFE. DNS BUER & F2I&
MARIKIE L , MBS EME DNS ICR I REFEHREENRE (TTL , time to live)
(https://www.cloudflare.com/learning/cdn/glossary/time-to-live-ttl/) R 1 —E& BT[],

Y38 DNS £7

A Web ¥E5T ARAKE DNS iCREHF—EREE. BRRIAE ; 85T Web X8 H1T
DNS 2%77 , AKEZAFFFE IP Hb & H IEMnE K LSRR KA IR IR D, & XS DNS 1T
SKHNESKES | NS R F RS INEKIE R M ERFE—MIE.

£ Chrome %2800 | #Ra]PAFEZl chrome://net-internals/#dns && DNS ZEFZHKRE.

BIERGE (0S) 4 DNS &4

IRIEZRLGIR DNS AT 52 DNS BB FEITEA AN E 3 , LESHIBRG—3h, BRIERZNE
FERMIER A0S RIS R TRARMAAT 2275k DNS % /it 4 7 ARAEAT 2R Ak B 54 B FRFE R
WERAT , S AREADKNER  WEEEEREMIER. MRIRE , MEAHMESMER DNS
B (RETBIEMC) K%F) Internet FRSIZHFT (ISP) PIEBED DNS 3BT,
SHHiFTESE—RE | % ISP PR ISR IR DNS TR , HIRKE B TERETAE 1P #y
N R RO AT M A S R MR,

IRIEH B BAMITRIATY | BRI SR B HAbThEE |

1. ARMENTZHIRA A% (https://www.cloudflare.com/learning/dns/dns-records/dns-a-record/) |,
{BSSE ST AU 4 AR S5 2580 NS i85 (https://iwww.cloudflare.com/learning/dns/dns-
records/dns-ns-record/) , EE E#HERXLIE L RS 28 , NMLRIT DNS EAH KA E
IR, HtREEA A AR .com 33848 RS #8  (FEFRMIXT example.com FHEZEH) #H1TE
%, FFEEMTERIAEIT DNS &if],


https://www.cloudflare.com/learning/cdn/glossary/time-to-live-ttl/
https://www.cloudflare.com/learning/dns/dns-records/dns-a-record/
https://www.cloudflare.com/learning/dns/dns-records/dns-ns-record/

3. T—fi#tr8iXBTEMm TLD IRFIFJMICT , TS . XFMENBEEISRT DNS 5
ZUFRRE.

DNS Records

DNS 123% | Cloudflare (https://www.cloudflare.com/zh-cn/learning/dns/dns-records/)

DNS (https://www.cloudflare.com/learning/dns/what-is-dns/) 103 (X &Xig3x ) B THUs
DNS k%28 (https://www.cloudflare.com/learning/dns/dns-server-types/) FHIFES , fR{E— MK
MREE , BFEMLE 1P #iE (https://www.cloudflare.com/learning/dns/glossary/what-is-my-ip-
address/) SZIBKEK , LRANMATEIHZIRANG K, XEICRE—RIIPENEK DNS EEwRS 1
A, DNS EIEEREMSMFRE | XSSV DNS RFSPATHARIE. s,
T DNS ig%#EE —1 “TTL (https://www.cloudflare.com/learning/cdn/glossary/time-to-live-ttl/)
", HRKREGFRE | $5/8 DNS RE252 A RBF—IRZex.

=% LA DNS 18k F :

o ACE : RIEEH IP HIIEAIER,

o AAAAICK : BEIEH IPV6 HIERIER (5 AICRHER , AICRIILEHIE IPv4 ibit) |
o CNAME B3 : B— M FHE AR S — M8, RIEHt 1P ik,

o MXIEE : BHMFE R EIRFHMFRS 5.

o TXTICH : "B AFICRPEMIAER. XEICREE TR FIMERL.

o NS TR : 774& DNS £BERNLZFRIRE 25,

o SOAICE : FHIEHEIRGEE.

o SRV IZFR : FEE ATHE RS HIRO.

e PTRICR : ZER AT WIS .

P2P Applications (AREE)

Pure P2P architecture({kZ&Z5H#])

¢ no always-on server
o arbitrary({£E /1)) end systems directly communicate(E{ZE{3)
o peers([RIYEIE A , XBFEXFZUR) are intermittently connected and change IP addresses

Video streaming and content distribution networks

(CDNs) (AEE)


https://www.cloudflare.com/zh-cn/learning/dns/dns-records/
https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.cloudflare.com/learning/dns/dns-server-types/
https://www.cloudflare.com/learning/dns/glossary/what-is-my-ip-address/
https://www.cloudflare.com/learning/cdn/glossary/time-to-live-ttl/

Video traffic

Video traffic: major consumer of Internet bandwidth
solution: distributed, application-level infrastructure(4># T57 FEFE 2R B hit 22 #4)

o CBR (1EREPLAFR) Z15MIMYmbDis KM Bl E H PR RIEARN — SRR E M , Mo R
FRES), T, ERANEEMNM, F, CBR 4w I0E R TERIIMNE R K/ NS R
H& , tLinERE. s,

o VBR (AIZLLAFR) EIaIRYwALET R AshSHIPAFRRSINE SR EERRMEFRIAKLRE , ©
RIEA R R BB ARSI R | X2 T AR EMEEL ) FE. Bt , VBR Jmhd7y
NEATHIMRER RS , BIMA N EERZRBRZNGS |, LR, SEWNE.

-

e MPEG 1 (CD-ROM) 1.5 Mbps
¢ MPEG 2 (DVD) 3-6 Mbps
e MPEG 4 (often used in Internet, < 1 Mbps)

Streaming multimedia: DASH

DASH (Dynamic, Adaptive Streaming over HTTP) BIZhSEENREHTNY , B —F@iE M I
HTTP YMXEHmEMIMNBM 7L, DASH HMYAFERBERIMEIAE T B ahAE S IR 5
, URER P DRSS RAENERR. RS2 , DASH HMY AT URYE F PR IAIRFNR &M RE
BIEEHEEERNMMRE , SRR E RN S RENE.

CDN

CDN(Content Distribution Networks) BINA &ML | B —FIEMBK D SEEIE T R |, Wit SR A
FHIEEMAE | IREAFARIMERNEREREMRE. T2 CDN fHEXEIRMR

1. CDN /e[ : CON ELRRIARS R LN B EZFZI D A ELRSMHIRF{ TR L, ERF
BREEBNE A ARILHRS 3T RS |, e F AR® EATERE,

2. CDN (34t : CON AU ENNEtR S A ARIE E . BAHTEAS. fes b a AtE . B RS
AL

3. CDN (IFi& 755t : CDN ATLIKMRIFEIEA , Ak CON FHEAI%=7 CDN, &l CDN HE
BAKRNRENEANE , THEMBIT CON MAKEIE  BREEEHENRATRS RE ST

i



Ao

5. CDN fL{EJRAE : CDN I TEIRAZAT A A DNS fi##r, &K, NAZEHNRBEH YN
EX, DNS fi#frfaiaid i AE KK EHEIRER CON TR, BREEBER S ZFRIEMOET R L |
NBZFRRERNBFREIETT , IR EWREFRRERAR .

Socket programming with UDP and TCP
P E=ANBERAR , HRIREL. EEEFF,

o BUEMBRIEHEESMMANENL , EMET FREREMAHEHNEE , UETRREESHE A
RN RY ;

o HERAPRIESEIEEREM SR, EBIRL IR ;

o Bt FRNEMHRAENF R,

MVESHE X =ABERMANRN  EIEGRBEMITA , EIERRREAM , B FRRHINRFF.

Socket programming
Goal: learn how to build client/server applications that communicate using sockets.

Two socket types for two transport services:

o UDP: unreliable datagram(#ER3C , #dE40)
e TCP: reliable, byte stream-oriented(Ajfi A 518))

Building TCP and UDP Client-Server Interactions | by Matthew MacFarquhar | Dev Genius
(https://blog.devgenius.io/building-tcp-and-udp-client-server-interactions-eb8228644da?2)


https://blog.devgenius.io/building-tcp-and-udp-client-server-interactions-eb8228644da2

TCP UDP

Sender Receiver Sender Receiver
YN ‘—‘-HEWEH
T

This photo is a great visual representation of what is going on between the server and the client.
In a Connection-oriented system, the server and client send these SYN, SYN-ACK and ACK
messages to ensure the packet is successfully received, if this pattern(#£zX) is broken (i.e. one of

these is not sent) then the packet can be re-sent.

UDP 5 TCP bti

Python £+ —— UDP fR%5-25 5% Fin - | M - % (cnblogs.com)
(https://lwww.cnblogs.com/ichunqiu/p/9200723.html)
NTEEWMPLE TCP 5 UDP MR E , EE K HEERPUT RS

TCP UDP
AR A EE (ARIE(E) TEE (2 REE)
(e RIE DE: LIES
BEHE ETFIR ETHIER
TRKEEH) K&k (B 20F7) a8 (8 %)
EHE 12 R
TIRTK % s
e3Py 52 fRIUE APRIUE
TREEH el pi

HE-Sae] =l pi


https://www.cnblogs.com/ichunqiu/p/9200723.html

JAVAY g i R =

HFRIN AR TR
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Telnet, FTP, SMTP, HTTP

Client/server socket: UDP

Properties of UDP:

B IXTA| T A

DNS, DHCP, TFTP, SNMP

UDP - Client and Server example programs in Python | Pythontic.com

(https://pythontic.com/modules/socket/udp-client-server-example)

The UDP does not provide guaranteed ({01 , A]5£/]) delivery of message packets. If for
some issue in a network if a packet is lost it could be lost forever.

Since there is no guarantee of assured(B{E#Er]) delivery of messages, UDP is considered an
unreliable protocol.

The underlying mechanisms(JiE E#,#l) that implement(3L3{) UDP involve no connection-
based communication. There is no streaming of data between a UDP server or and an UDP

Client.

An UDP client can send "n" number of distinct packets to an UDP server and it could also

receive "n

number of distinct packets as replies from the UDP server.

Since UDP is connectionless protocol the overhead(fazk , 7H4H) involved in UDP is less

compared to a connection based protocol like TCP.

nuaﬁg;&égmmmm““wmmmmmm“m”””””m

| Function used:
| socket()

UDP E{A&3CIY :

bind()

sendto ()

recvirom()

Create Socket Bind to Port Receive Data Send Reply Server Exit |
Function used: = Function used: — Function Used: Function Used:—> Function Used: |
socket () bind () recvfrom() sendto () close ()
A
[
request() reply()

'UDP Client
| v

Create Socket Bind to Port Send Data Receive Reply Client Exit

> Funcil:iﬁﬁhused: —> Function Used:—» Function Used:—> Function Used:

close ()



https://pythontic.com/modules/socket/udp-client-server-example

R FEEE - THEX il BFE , A& A fEiS A X 3R
B o WIRIHH N R ER , SN EERRARE 64k, EATT KA
BREE - ERBUEAR TR , BREER ; RBRERS , FERRWT AR , SRNISEHZITX

UDP M4 i7iAE
& Fimclient AR & imserve
socket() socket()
sendto() bind()
I U
recvfrom()
U A
HE VS PREZEGE Al
recvirom() ﬂ
] &SR SLIBIER
close() sendto()

1. fRUE UPD fRF¥mHIER B3h , 3t AZF recvfrom() 123 , SRR Fim X ¥R

2. JFJ3 UDP & /il , #eAE 1P Hbdik |, 381 sendto() #EESHTHIEA %

3. YR Fun B EIR Fin A ERAEE | SHTHIRAIE | IR N B BURREA R Fin
4. % Pt B N B 5EE | AT THIRAMESE R A EYEE | ]R3

UDP Serve fR%in
py
1 # coding=utf-8
2 from socket import *
3
4 # 1. BIEEET


https://blog.csdn.net/phoenixFlyzzz/article/details/129790340

e AN T U JTH N THICA 1 AR I d-H I/ 1 =0 /NC ) ZINYU LS IPAZ YU/ ) HU

8 # iphtFEO S , RATERLIp , NZRRAEYHEM—1p
9 # MRATERIROS |, MR ESshERRREANAERRH S

10 local addr = ('', 12345)

11 udp socket.bind(local addr)

12

13 while True:

14 # 3. [ABRFHFRESARENEE

15 # LO24FRA TR K F T2

16 recv_data = udp_ socket.recvfrom(1024)
17

18 # 4. BREWERINEUE  FHRISAgbk

19 print(recv_data)

20 print(recv_data[0].decode('utf-8"))
21

22 # 5. RENEESR

23 # ip addr = recv _data[l][0]

24 # port = recv data[l][1]

25 addr = recv _datal1l]

26 data = "EECHE

27 udp socket.sendto(data.encode('utf-8'), addr)
28

29 udp_socket.close()

UDP Client & P
1 import socket
2
3 # 1. BlBupdEHTF
4 udp_socket = socket.socket(socket.AF _INET, socket.SOCK DGRAM)
5
6 # 2. AERRF IR SIEAS
7 # 127.0.0.1 REXEHipht , JRBEHRIEXEE , WAJfEEiptlt RIXER
8 #  IpHSHEERE— RS ArimHRIR]
9 #  LinuxBEA65535M5HS |, AIl024NpHSERGGAS , REnHSAREEEER
10 addr = ('127.0.0.1", 12345)
11
12 while True:
13 # 3. WEEREEUE
14 data = input('BHWAEE : ")
15
16 # 4. @idsendto() REXEEFHEEHFET
17 udp _socket.sendto(data.encode('utf-8'), addr)
18
19 # 5. B recvfrom()fHZEESFFARIY Z4E
20 recv_data = udp socket.recvfrom(1024)

N
=



25
26 udp socket.close()

EITEER © (E1ThRS s , BEiTE Pin)

(base) [root@localhost python]# python client.py (base) [root@localhost python]# python serve.py
BEINER: hello (b'hello', ('127.6.0.1', 38888))
( xe4\xbf\x31\xeu\x81\x#\xe"s\xb7\xbz\xeu\x‘m\xbu\xe%\xsa\xbe ('127.0.0.1", 12345)) hello
e §£§xe4\xbd\xae\xes\xas\xbd', ('127.0.0.1", 38880))
P

, ('127.8.0.1', 12345)) (b"\xea\xbd\xa®\xe5\x9c\xa8\xe5\xbo\xb2\xe7\xa5\x9e\xe9\xad\x04", ('127.0.0.1"', 38888))
E’FE:F?QSE%

[FHETHEE
xed\xbf\xa1\xe6\x81\xaf \xe5\xb7\xb2\xe6\x94\xb6\xe5\x88\xbe ", ('127.6.0.1', 12345))

Client/server socket: TCP

[Python] UDP/TCP_FfhiLZR de /NMIIEHITEZE-CSDN #%
(https://blog.csdn.net/phoenixFIyzzz/articIe/detaiIs/129790340)
EmAEER W R ALEEA RedH TER

B

o WHEDIANKER S ELRGENAZ TR

o STRREHEACHE , W LI EE | URRARS RIR

o XFMERE N, NERTT XA

o TCP IR{EFRAEIREH , TEH. AEKX. AEE , BHIRFEhL
o MLLT UPD , TCP ¥UREMEEIE. WARGRIBERES

« TCPIEAARKREHIE , UDP E& KK DEHIE

o TCP BiMEEH) , UPD JLiERH

TCP M4 iR


https://blog.csdn.net/phoenixFlyzzz/article/details/129790340

socket() socket()

{} bind()
connect()
listen()
sendto() accept()
BEFEFE [«
R
recv()
rec\,r() E=Esei AIBIE R @
sendto()
A RIBA
close()
close()
TCP Serve B55i%
py
1 from socket import *
2
3 # 1. flZtcpEET
4 tcp serve socket = socket(AF _INET, SOCK STREAM)
5
6 # 2. REsocketi il , BFRHE , inHEBEHBK
7 tcp _serve socket.setsockopt(SOL SOCKET, SO REUSEADDR, True)
8
9 # 3. FAMER , F- AN
10 addr = ('', 12345)
11
12 # 4. GBEHbAE
13 tcp serve socket.bind(addr)
14
15 # 5. RERW
16 # fEAsocketPIEZNEZRFIIANBIEE EZNH , FAisten B HE AWK
17 # SPHERFIFERNARZ 608
18 tcp serve socket.listen(60)
19
20 # 6. MRBEHNE FIGREERS  MTE—DFREERT , ZI TN E GRS
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24

25 # 7. PEEFFE IRAENER

26 recv_data = client socket.recv(1024)

27 print ("#WENMEE ", recv_data.decode('gbk'))
28

29 # 8. RENZERER

30 string = 'EWEHEE"

31 client socket.send(string.encode( 'gbk'))
32

33 client socket.close()

TCP Client & Fi#

py
1 import socket
2
3 # 1. BIETCPRIERET
4 tcp client socket = socket.socket(socket.AF INET, socket.SOCK STREAM)
5
6 # 2. BAriplEE
7 ip = input("EWAMRSIRip : ")
8 port = int(input("F@WARSIHport : '))
9
10 # 3. EERFH
11 tcp client socket.connect((ip, port))
12
13 # 4. R FABE
14 data = input("EMIAZEREMES ")
15
16 # 5. Yghd
17 tcp client socket.send(data.encode('gbk'))
18
19 # 6. FHWARF IR ZEAE
20 recv_data = tcp client socket.recv(1024)
21 print ('WE|VZ¥3E ', recv_data.decode('gbk'))
22
23 # 7. XNEHEF
24 tcp client socket.closel()
IZITEESR

root@localho (base) [root@localhost python]# python serve.py
Sl 27.6. EWAES: hello
(base) [root@localhost python]i []

: FER
root@localhost python]# ||




BMER (ZETF)

& Fimclient

socket()

SYN_SENT

SYN =1

\K‘

SYN =1 ACK=1
ack = J+1,seq =

ESTABLISHED

ACK=1

ack = K+1

AR Simserve

socket()

h J

SYN_RCVD

h 4

ESTABLISHED

SYN : ZEHEEK ACK : A FIN : XFEHE seq : #R{ES ack : #HIAES

1. 55—K4BETF : client 5r7&Az SYN & 1, A4 — seq=J , IR ABURE KX serve , client
BE\ SYN_SENTHRZ |, 215 serve WA

2. BT WARF : serve WEIEIER fEEIARELL SYN=1 &3& client 7&SKIEIEHE | serve ¥ SYN M
ACK #FE 1, ack (number) =J+1, +1 2:ZiEM— (NB) , MIL~4E—/E seq=K , KX
HURBAES client UIAERESK |, serve A\ SYN_RECV K

3. B=IIET : client R , 1T ack 8B4 I+1 (f8E) , MNRIEMMUEAREL ACKE 1,
ack=K+1 , FEZBIBAARIEL serve , serve K& ack 28k K+1 , ANRIERBNEEIERER,

I}, client #1 serve [E]RJ3E A ESTABLISHED K&

PAE %R

, SER=

WABEF |, /5 client #1 serve Z [A]A]



W& (HXIEF)

%= Fisclient AR & imserve
close
ESIESP FIN M
WK
ACK M+1 ReadiZ[E]0

I

FIN N

//- close

ACK N+1

1. S5—IK3%EF : client RIEX— FIN , FIskKH] client 2| serve M¥UEZIE

2. BRIETF : serve E FIN J§ , Ki¥—4 ACK % client , i AFSHKEIFS + 1, TREE
TSR RIEIRTT

3. B=RIETF : serve KiE—A FIN , FA3kEF serve 2l client REIE{E%

4. FEPXRAETF : client B FIN f7 , B RE—1 ACK %4 serve , HIAFSAWENES + 1

Q: TCP {£#i*F ) Segment Z{+A4 ?

A: BZIMN RSN BUE R TTNE A&1A. 72 TCP UMYF , 9B (segment) BB EHMEIES
FIRZ BB MEEBARHEML LE ., S 0BRBE7E TCP Bl riztlER , tinH
5. FISAASE , MRIESIET B H ARSI/ N DURIEA F RIS 544
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Outline

1. Transport-layer services

2. Multiplexing and demultiplexing

3. Connectionless transport: UDP

4. Principles of reliable data transfer
5. Connection-oriented transport: TCP

o segment structure
o reliable data transfer
o flow control

o connection management
6. Principles of congestion control

7. TCP congestion control

Transport-layer services

Transport vs. network layer
M ZRIMUKFHEZE , ARAEERN L8NV FMEKE. ZEERNETENTS

1. SRR ER IO IR R IXEB AR ;
2. EHE N BIEAEMKLPREN., WEEHNE AREZ IP (Internet Protocol) , BT aNi@d
B EXRESEE B MREN L HmE B AR EAL.

FHERIMETRENE , BiEEGRENTENY. FHEIT R ERN TSNS | XA
AR EIEHF R EA RS RBIER. ZERPRE ARPMGE TCP (Transmission Control
Protocol) #1 UDP (User Datagram Protocol) , TCP {2t r] S %dE{F% , T UDP NI AtITiE#:.
AR FEAET R4

R, Mg EMERZAEEAFENE NI, Mg EZLERRASEaA  MENERRIREIRIE
ERI M, PAEMIEHI AT RIS A ERES .



Multiplexing and demultiplexing

TTEING - ZEE R (Multiplexing) VS Zig4Mi# (Demultiplexing) _it%& 4,
demultiplexing_SongXJ--f{18%-CSDN 8%
(https://blog.csdn.net/SongXJ_01/article/details/106880461)

Multiplexing Z &5 B
MNEFENHAEERET (socket) FURERIES |, FHFASNMEIBREE LEEMERE (XBHES KN
fiRiHE R ) AWMAIRSCEL (segment) |, AFRHRERILEEIMNE BN TEFRAZ K E .

- £ TCP 3% UDP {&Hfid 2 | MURHEWAFRFAR , multiplexing FIH A
o —RRIBEULT multiplexing HRLTF LA field AT XN RFEFF THRZH%E source ip, source

port, destination ip, destination port

Demultiplexing Z g2
B1E4 B ER T EHR A EMN E R TN LR AN 2 I k.

o BT A field, {EHi1MY (transport layer protocol) ¥~ RI¥IEE &% 2 IF A% socket port
e 0-1023 E#H&FEMXG im0 , 1024-65535 & —RRFEF 0] Frdin

Connectionless transport: UDP

UDP: User Datagram Protocol [RFC 768]

Hut IR E 4L 1E Chapter 2 @ Client/server socket: UDP Y , AEER,

UDP: segment header

Segmentation Explained with TCP and UDP Header (computernetworkingnotes.com)

(https://www.computernetworkingnotes.com/ccna-study-guide/segmentation-explained-with-tcp-
and-udp-header.html)

Segmentation

Segmentation is the process of dividing large data stream into smaller pieces. This functionality
allows a host to send or receive a file of any size over the any size of network. For example, if
network bandwidth is 1 Mbps and file size is 100 Mb, host can divide the file in 100 or more

pieces. Once a piece becomes less or equal to the network bandwidth in size, it can be


https://blog.csdn.net/SongXJ_01/article/details/106880461
http://localhost:8714/02-application-layer#client-server-socket-udp
https://www.computernetworkingnotes.com/ccna-study-guide/segmentation-explained-with-tcp-and-udp-header.html

If an application wants to use UDP to send its data, it can’'t give the data to UDP in actual size. It
has to use its own mechanism(#/1,%l) to detect whether segmentation is required or not. And if

segmentation is required, it has to do it on its own before giving data to UDP.

Packing data for transmission
Both protocols pack data in similar fashion. Both add a header with each data piece. A header
mainly contains two types of information;

1. The information that is required to send the segment at the correct destination.

2. The information that is required to support the protocol specific features.

How UDP Work with header
UDP neither provides any protocol specific service, nor adds any additional information in the
header.

Following figure shows data with UDP header.

Field Description

Port number of the application that is transmitting data from the source
Source port

computer
Egr?tination Port number of the application that will receive the data at destination.
Length Denotes the length of the UDP header and the UDP data
Checksum CRC of the complete segment
Data Data which it received from the application
UDP checksum

Goal: detect “errors” (e.g., flipped bits(bbA4F{IEPEE)) in transmitted segment



T ERGFIFEHSEIRBK checksum F B TR IR B R B E T F2P B IR ER
AR, R EH IR AALE , WEIEROARZ AR, UDP REAE UDP YK —HER
ThRE , AI AR EUEFEE R FEH e A IERAME.

Principles of reliable data transfer

Characteristics($3F ) of unreliable channel will determine(/RE) complexity of reliable data transfer

protocol.

TIP

Reliable data transfer(rdt) B) 0] g4,

WARNBkRE MEWNX 7 @ [EHZE] TTEEH (rdt) B - $EE (uejin.cn)
(https://juejin.cn/post/7030066301062086670) , A%

rdt send(): %.@Fﬁg_:iﬁﬁ%, g deliver data(): Hrdt 14
RATHR 32 (0 B89 2 P R BIR T 40 £ 2

/

Eoiclfdeliver data()

\ rdt send()

send |[reliable data reliable data receive
d fransfer protocol transfer protocol id
side  |isending side) (receiving side) side
udt_send()t [packet | | packet ] Irdt_rcv()
T—v(iunrelioble channel )J
udt send() : Hrdt fHH, :I?H‘rﬂl rdt_rov() : RS B
YE AR I T AN AT 5 1518 i 24RO Je 5 1 P

rdt 1.0

rdt 1.0 EETEEBER TR , BRATAEESE T EN— KB ILLNEEE  KBREENELX
Si#eaT. BT rdt 1.0 fEHThEERLR - REFRBBUE , SR FEHESINIE.


https://juejin.cn/post/7030066301062086670

C“:E'\i-luf.nl:nur;W ~ | | caITfrc:-m ext;a-::t ( acket‘,data
w packet = make pkt(data) Wdeliver {Eata{data} )
udt send(packet) -

sender receiver

rdt 2.0

e rdt 2.0 £ rdt1.0 EAL_EZFET bit errors |, B , REJ{E{EEFHIEEFTH 1 7JELZE 0, 0 AJgES
AL 1, rdt2.0 RIS BRI EE XL bit errors

o rdt 1.0 FIESEMARZRETE , rdt2.0 3| ABIRIRS BN finite state machines (FSM) SkYIIEE
RIEBMNFELE

Finite State Machines

B RABBIRFRESH , FERFE SR FREVIBCIKSHMES . PLANRIR e X 1345 .

rdt 2.0 3BT 3 FHFALHISKEREF
1. i checksum R MLS
2. W E RIRIESZIER1EE (Acknowledgements)

o acknowledgements (ACKs): receiver explicitly(BB#fh) tells sender that pkt() received OK

o negative acknowledgements (NAKS): receiver explicitly tells sender that pkt had errors

XY HEER (Stop and wait)

sender sends one packet, then waits for receiver response

3. MRS

B, £ EX N A ENEIEHTIT AL RN | 73 checksum (#3&F1) , IHEacsH AT AST HEGR R
PHTRR , 2NRIEM , RE] ACK , RIXRFBREAX T — MRS ; 20RALER , RE NAK , RIXEFE
(EF:5/=H



rdt_send(data)

snkpkt = make pkt(data, checksum)
udt send(sndpkt

rdt_rev(rcvpkt) &&

ISNAK(rcvpkt)
rdt_rcv(rcvpkt) &&

udt_send(sndpkt) corrupt(rcvpkt)
udt_send(MNAK)

rdt_rev(rcvpkt) && isACK(revpkt)
A

Wait fo
call from
below

rdt rcv{rcvpktl &k
notcorrupt(rcvpkt)
extract(rcvpkt, data)

deliver_data(data)
udt_send(ACK)

{BINRE FIREER fF RIREE ACKs EEH AT EIAE , SREZHRNEERSIHERKFHIE
ACKs , R/ R EiHSEHEENS.



rdt_send(data)

snkpkt = make pkt(data, checksum)
udt send(sndpkt

rdt=rcv{rcupk1] &&
corrupt(rcvpkt)

call from
above

rdt_rcv(rcvpkt) && isACK(rcvpkt) Sa
A

call from
below

rdt;cv(rcvpkt] &&
notcorrupt(rcvpkt)
extract(rcvpkt, data)
deliver_data(data)
udt_send(ACK)

XHZ rdt 2.0 W—EKR[EHA., FEERRRBEMERLR , "TREERE THMM T . Eit rdt 2.1 MIETAE,

rdt 2.1
AR RERNR

o WK ACK 253&E NAK 457 , corrupted(idR) 7 , EEA

o {BEX[E , KEAEFTEHIEENAMNT 083 1 %8S sequence number (seq) (FIMRERBML |
—IRARE—NREWARNAH)

e sender FA 0 SHIEEF 1 5 package FFt ; receiver BT 2 FRE %S T 0 5 package FIZEF 1
= package

o receiver {EFFFIER KM T REZBEIA] (receiver L AKIERIX T B HIEMALET H ACK/NAK)

o HE“stop and wait” , KIXFTKIE— package , AR FHR AR

¥F Sender :



4|n Sequence:

_;] _@ Tii?fﬁ E 1}% '% | rdt_send(data)

. sndpkt = make_pkt(0, data, checksum)
B2 mo f] 13 udt_send(sndpkt) rdt_rev(revpkt) &&
( corrupt(revpkt) || 2 #:%
isSNAK(rcvpkt) ) 209h.3%
udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt) -5:3‘ ﬁ Iy

&& isACK(rcvpkt)
: a0 1817
rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
isSNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)
= udt_send(sndpkt) O e R

XIF Receiver :

rdt2.1: receiver, handles corrupt ACK/NAKs
#1435
rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)

&8& has_seq0(rcvpkt)
extract(rcvpkt,data) —— ﬁﬂm*
deliver_data(data) — L% A7

> sndpkt = make_pkt chksum)

\
udt_send(sndpkt '
rdt_rcv(rcvpkt) && (corrupt(rcvpkt) \\ LA Hitacks®

r.dt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum) \

udt_send(sndpkt) Q

rdt_rcv(rcvpkt) &&

rdt_rcv(rcvpkt) &&

not corrupt(rcvpkt) && ( not corrupt(rcvpkt) &&
has_seq1(rcvpkt) C.j'ras—seqﬂ'(‘rcvp'm\

sndpkt = make_pkt(ACK, chksum) sndpkt = make_pkt(ACK, chksum)

udt_send(sndpkt
" SEopR) rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) uct_send(sndpkd)

&& has_seq1(rcvpkt)

extract(rcvpkt,data) 53BRFHseq 1 RIEIEIR T,
deliver_data(data) kﬁiﬁﬂﬂ:ﬁCKﬁﬁT‘EET
sndpkt = make_pkt(ACK, chksum) FRLAZRA ] —iaFE—iR MACK
udt_send(sndpkt) ST

o @fmLiEERATIE

BIK (EX XM MERS)



rcv pkt0 \ rcv pkt0
ac send ack ac send ack
ack error Ack ok
send pkt0 send pkitl
rcv pktO rcv pktl
/ send ack ‘/a’c,ls// send ack
rcv ack rcv ack
send pktl \ send pkt0 \Dm\.
rcv pktl pktO
/’ send ack ,)V send ack

(a) ack error

(b) ack right

BEWSO ANEE E B I K% FIACK/NAKAR 75 4% 15 A Hifi )

O KiEHAXW R Iack/nakea il , A BT iE 1A i A

O T Kikack, 15 )5 U R 1) 2 -
O Z/r41p0? Nlack iz

O F—44r4? P1, ackiEHf Trandgort tayer 357

rdt 2.2
7 — R RSN R EREGE , B NAK , ACK #ifE T

FR{7E ACK S E LI L TIUFS (sequence number) : sender k&% 0 S¥UEA , tnREWAIE
g3 05, IR[E (ACKO) , REAEERE 1 SEIEA., MRFERTIEEHEKE 0 SHIEAEt
sz , IR[E (ACK1) , REAEE 0 SHIEE.

TIP
MATHERT EAFERK , BER TR P ER



rarvtc.c. senaer, receiveri\acsPL i1 £

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
rdt_rcv(rcvpkt) &&

udt_send(sndpkt)

Wait for
call 0 from

ACK

above 0
sender FSM
rdt_rcv(rcvpkt) &&
(corrupt(rcvpkt) ||
has_seq1(rcvpkt)) receiver FSM
udt_send(sndpkt) frﬂgme’nT
_—-"""—“‘

. fo ( corrupt(revpkt) |

isACK(rcvpkt,1) )

udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

A

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq1(rcvpkt)

extract(rcvpkt,data)

deliver_data(data)

sndpkt = make_pkt(ACK1, chksum)

udt_send(sndpkt)

sender receliver
send pkt0 kt0
\ rcv [Jkto
ac send ack0
Recv ack[},/m’,‘
send pkti \%‘
rcv pktl
ack send ackl
rcv ackl
send pkt0 \Diﬂ\.
cv pkt0
ack send ack0

(a) No error (packet or ack error)

sender
send pkt0

rcv ack0
send pktl

rcv ack0
send pktl

Transport Layer - 3-86"

kt0

f

ack
kt1

/

ack

kt1

/

ack

(b) packet error@ii + =

recelver

recv pkt0
send ack0

rcv pktl, error
send ack0

rcv pktl
send ackl

5 i P



= STY LV PLANE Y KIU

rcv pkt0
ack send ack0

cv ack0 error
send pkt0 kt0

M

rcv pkt0
ackQ send ack0
rcv ackO

send pktl kt1
P rcv pktl
ack send ackl

/\

(c) ack error

T i P o L LR | 7
(@0 Fip - L S 122 G

rdt 3.0

rdt2.2 Z AR AP E L IR EIEBM) bit errors 15 , 2N&E Z EEEURBAFEMIET RS LI B
B ACKs ZXAE , IHBIEARKRLEEMELTHERS

HE (fRRAE) : fEHBIE5IERSE] (reasonable amount of time , [8 TCP) JRE{%

o KEIGHRIERL  NRERANE] ACK->E1E

o 4R package (E{ ACK) REMIEIRT :
o BEEHASEIIREER | (BN AFIISELR UL IEXAAH
o FW T WNMFEERME IE MR T3 15

o FE— f:t'JV|'§5UEHTJL%§



rdt_send(data)

rdt_rcv(rcvpkt) &&

\  sndpkt = make_pkt(0, data, checksum) ( corrupt(rcvpkt) ||
\ udt_send(sndpkt) iSACK(rcvpkt,1) )
rdt_rcv(rcvpkt) start_timer A
A T
fimeout
Caglbgzgm udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& iIsACK(rcvpkt,1)

stop_timer

timeout
udt_send(sndpkt) C:

rdt_rcv(rcvpkt)
&& notcorrupt(revpkt)
&& iIsACK(rcvpkt,0)

stop_timer

Wait for
call 1 from
above

rdt_rcv(rcvpkt)

start_timer
(/ rdt_send(data) A
rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) || sndpkt = make_pkt(1, data, checksum)
isACK(rcvpkt,0) ) udt_send(sndpkt)
start_timer
A
sender receiver sender receiver
send pkt0 kt0 send pkt0 ktO
\ rev pkto \k rcv pktD
ack send ack0 ack send ack0
o ol <okt [ 25t <ot
send pktl \ senda p
rcv pktl \p\?(
‘y send ackl 0ss
rcv ackl 0 _
send pkt0 .
ack send ack0 resend pktl kt1
‘/’a/ckj,/ send ackl
rcv ackl
sendpkto ~~&0 -
rcv
(a) no loss ack senc? ackO

i

(b) packet loss



send pkt0 ktO
\p\‘ rcv pkt0
ac send ack0
rcv ackO /}Q'/
send pktl \K
rcv pktl
f,kl-v"“ send ackl
_ /oss
tf}'neout
resend pktl kt1 rcv pktl

(d etect du EI icate)

’,ac/kj,,’ send ac
rcv ackl
send pkt0 \%‘

rcv pkt0

ack send ackO

(c) ACK loss

T——, cv pkt0

ack send ack0
rcv ack0
send pkt1 \K‘
rcv pktl
send ackl
ack1
ffmeout
resend pktl ki1 rev pktl
rcv ackl pkt0 (detect du Ilcate)
send pkt0 send ac
" ack1 - cv pkt0
rcv ac ac
send pkt0 0 send ack0
rcv pkt0
ack (detect duillcate)
send ack0

(d) premature timeout/ delayed ACK

R GERM ACK)AEBIESR T | (BEWERMK , —FBNHAREEM.

RDT X (FTE#dREHTNY) _ITEHIMLE rdt_remiliko [1#%-CSDN #%&
(https://blog.csdn.net/m0_63657524/article/details/121916128)

RGBT MR T ZBOT , B—NMERMERMARS , ERLEXRWL

( KB EANE

21 7R ) KPS RIOVH LERAUSERMSAS | FHEARE TEREFETRE , 81 EX
T T HERRMNANE | BRI+ RERNSI AR,
EITENREFNE Fin (RF5im) MARFARBESERFRIIREXIZHE. Rt , IR
Fin (B i) dREEERTEZREcHENSE. SMNAEMES , EEERINEENE —

FAIER(EE (20 2.2 fTR)

BRE , FERFREEE

, BT RERAETH, MRIES

RFPEN | XE%AH:'&LATEXEID\\ ZEEFEL, T rdt PHNREAR T fERXFE—NMAEE |, Tid4

F.

Lremiiso


https://blog.csdn.net/m0_63657524/article/details/121916128

rdt BMXAISIR

2% QTENMNEETNET) XA , FEXBEERITNERZE KRBT XM SIS R (BE
BHE , FOTEA BT rdt MYEREILFE (stop-and-wait) {EEHMX K,

B, RN EOMETE XA 6 B IAWALTE, At — SR MU % .
HATEEIRR A E FTIRIE A sender , FURAIRE A receptor , XA MFWA ZBLEIF—1BS
FSM(Finite-State-Machine) GRIKEH, , BT eRYBIRIRE. NI A L 1E A
TEPATIB TR A B HARIAFIE .

rdt PN 1.0

FE rdt 1.0 AR R LI ETF 2 BATSIUR OThRE , MARZ MRS . RHRINEHAMBRER
MNEARZ AGEEXA—&THEY , BMREAYARN— B 5 —USIERE % , Bt
&% R R — MR,

o KT FENMREFTAAMAES , &R
o W FECRBE TEMAMES  BXMIEHES

EREFHE EREFHE

1rdt_send(data)
2packet=make_pkt(data)
3udt_send(packet)

ZFTFEHER

3deliver_data(packet)
2data=extract{paket)
1rdt_rcv(data)

CSDN @remiliko

BARRANB AT

sender :

o SR rdt_send (data) 77i% , BEUEHREEIZHE
o EHEAA make_pkt A% |, KRB TN AR FRIRSC AT AR
o HIEVEM udt_send Ai% , BIRSCEHEEZE{SE



T OAXNIWNIA \ VUSRI IWNH VLN ) I/ ) Te ey Iy 1IN XAVRIEEAL T I

o 1=HiZHH extract , MTEIE&EP#;EHXH%&?E AIREMS R A LTSS | AR SRR )
o =4 ZAA deliver_data 7R EIBHEEZN A E

BERS , FRATHAT AT S SILE ¥R M sender ¥ &% receptor ¥ 1, 24 SRILATIE &5 A SRR %
WEA—ERIEE. FE, 7 rdi2.0 ZRUSHRAILIIFIAE S L 7 E R LN |, 20 RIE
HIRR AT St

rdt PMX 2.0

1E rdt 2.0 EEEBILAFESA L IMMNIE N | thisESIEE SHIMERRES MANYIES M2+ , Eik
FESI LS ERSSIEMTNEE.  (udp LIS ERERIATE) £ BB IMPLRFESESE 4R LR rdt
209 , FEEMA B A (ACK positive acknowledgement) . BEMA (NAK negative
acknowledgement) HIENL. X TEEMAKIR , FERIRREABILEZHIE (FIEK
5) . ETXMEEIGIN T EBIRERTNERA BehEZPMY (Automatic Repeat reQuest ,
ARQ)

R REF#E

rdt_rev{revpkt) & isACK(revpkt)

IF Eolackies 3 udt_send(sndpkt)

2 sndpkt = make_pkt(NAK)

T & Sender FHEEEM—RE , FfF ACK 2 NAK , B4 rdt 2.0 PATIRAZANEIFTR
éq'@_ﬂ;@ 1rdt_rev{revpkt) & corrupt(revpkt)

r IF Rt EEE
1. rdt_send(data) 5
ZiFacks Enak 2. sndpkt =make_pkt(data, .gg’@%%% B FEER

checkSum)
3. udt_send(sndpkt)

IF BHFINAKIES
1. rdt_rev(revpkt) & isNAK(revpkt) 5. udt_send(sndpkt)
2. udt_send(sndpkt) 4. sndpkt = make_pkt(ACK)
3. deliver_data(data)
2. data=extract(rcvpkt)
1. rdt_rcv(revpkt) & corruy pt(rcvpkt)
IF: HIBEE
CSDN @rerniliko

BURRANE AT

Sender ¥ :

o WAZEEMA rdt_send A% , BEUEHEXENAE

o WAEAA make_pdt BEIEITERIRICE , FHERSCERFHEH— KRG
o VAEFMA udt_send FIAKHT BT HIXE(FE

« Sender i HEPREITFS A F1F ACK VE Bt NAK 2K

Receptor i :



$35
o K NAK 54, ilﬂéi*ff FRARERA A
o KIX ACK T84 , REFFRIKERIEA

Sender ¥ :

o FEWEI NAK ZZFESHITER 2 45, #IKE) ACK #Lﬁﬂ% 34

o FWEI NAK , Sender B TAIFREIEE — BT udt_send AIAHXENEE, RIFESF
ACK 3 NAK 154 IKE
%5 E ACK , Sender ¥ ABAZE |, ATRAREFTSERE , RS IR AEF LEARKRE

FREENE : BTEXEICH rdt YRXKATEFUNN. B, Sender igfEF4F ACK F NAK
BRIGLMNR | LAEFEZERRRE.

rdt #}Y 2.1

(rdt 2.1 FfHATREAF rdt 2.0 & | i receptor S 5E4EZF—4 ack 3 nak , X EFE HATAEEIT—4
P BERE , XAMAEEEITE)
BRI ENANE FTR -

ERRF#HE

ERRFiE

3 udt_send(sndpkt)

2 sndpkt = make_pkt(NAK)
1rdt_rcv(revpkt) & corrupt(rcvpkt)
IF HRLHt R ES

rdt_rcv(revpkt) & isACK(revpkt)
IF EEIACKIES
S s J 1. rat_send(data)
HIACKZLENAK 2. sndpkt =make_pkt(data,

checkSum)

' , 3. udt_send(sndpkt)
IF U BINAKIES

1. rdt_rev(rcvpkt) & isNAK(revpkt) IF WRIMESZH
2. udt_send(sndpkt) 1. rdt_rcv{revpkt) & corrupt(rcvpkt)
2. udt_send(sndpkt)

5. udt_send(sndpkt)

4. sndpkt = make_pkt(ACK)

3. deliver_data(data)

2. data=extract(rcvpkt)

1. rdt_rcv(revpkt) & corrupt(revpkt) &
revpkt.segNum != buffer.segNum

IF: BORER IETRBIBR

3. udt_send(sndpkt)
2. sndpkd = make_pkt(ACK)

1. throw(rcvpkt)

IF: WREE, TRYE

CSDN @remiliko

BIRRMBE AT

Sender ¥ :

o WAEFMA rdt_send 7% , B¥IBEXENBE

o VAEAR make_pdt ¥¥IRFTEMIRSCEL , FHFERIEF ERH—A REBMN—MER 08 1
HFS

o VAEFEMA udt_send AIAKFTBITRRIR R HXE(FE



INCUL LU 2 .

o BMRZEIET rdt_rcv ik , BEIRHREEEHE

o ZHIEFEWERRSCE , SHHRSCEREIRHITRRANE |, BIGATHNPITEE 4 25 , BRI KBNIBITE
3%

o K% NAKF54 , KEEETEAR

o WIBHEFS , MRBURYIE  BEREZFHE  KENEFRSPEIER ACK 54 , X TIER
RKEAE , WEEIBERBIEFRZT , KE—MHASARBIER ACK 154 |, REEFRET
EriEA

Sender ¥ :

o BWBINZIES R , PHTHIERRALIE | NRIIERRFAR , EREE LR , RBERR
IER, MPITSR 2 25

o FIMHERZIMNETES | IIRIESH ACK PUTEE 3 45, INRIES A NAK HATEE 4 45

o ZUNEI ACKIE4 , Sender iip AR , ATRURZIEHHIE 1 5k 0, KETHE F1kE LE
1A

o HNEINAK 364 , B LIRE , RETHEE - F4F ACK B NAK KR

rdt PMX 2.2

SCPR_E rdt 2.2 FIREMEELAE , B REE rdt2.1 Eif #1777 —kZEMAKW , RAETHFS
FIFE1E |, receptor igNTEFE A NAK 154 R RRNNEIHBUEF=4 T bheFsER. IUMRZZ |, XF
PLASESPIRIEIRE |, receptor ig E 3R T , AR —IMNEEXEBIENMIA ACK (—HFASZEX AT
MAELE , BTHFJIE 010101 AZBHNFS , REAE—N5Y5] ACK AEHFSEIE]) |, it
B} , Sender it EEHIF—NETF , A FCRE—IRARENEEE , YIESEIN ACK 5SEEFZFIS
ME , BBAATRAERBIEALE T PUiFER | WREMARE — IR EFXF R EIER ],

EREBFHEE
IF RIS
f=2:53
ZHTREEN1
Bm
P

5. udt_send(sndpkt)

T 4. sndpkt = make_pkt(ACK)

3. deliver_data(data)

2. data=extract{rcvpkt)

1. rdt_rev(rcvpkt) & corrupt(rcvpkt) &
revpkt.seqNum I= buffer.segNum

IF: BIRER FARNE

ERiERRE

3 udt_send(sndpkt)
2 sndpkt = make_pkt(NAK)

IF EEACKE S, ARFET
ZEENFSTRE
rdt_rev(revpkt) & isACK(revpkt)
Jl rdt_send(data)
2. sndpkt =make_pkt(data,

checkSum)

EHFS0R1K
IACKTE & NAK
E7FHbuffer
' 3. udt_send(sndpkt)
P RIS ER R u

%a;JACK%%k . IF BEIp S FiR

1. rdt_rev(revpkt) 1. rdt_rev(rcvpkt) & corrupt(rcvpkt)
rcvpkt.seqNum== buffer.segNum 2. udt_send(sndpkt)

2. udt_send(sndpkt) i N

)

—\

3. udt_send(sndpkt)

2. sndpkd = make_pkt(ACK)

1. throw(revpkt)

IF: WIRIER, THRYE

CSDN @remiliko



o NWABEVAR rdt_send F7i%k , BEUEHZZENAE

o VAEREA make_pdt BEIEFTEMIRICER | FERSCEP EFH— WIS , FI—/MEA 0
H1HNFS  FREFHEREFX

o VAEFEMA udt_send AIAKHT BRI HXE(FE

o Sender ¥ BLAPIRESERS A F1FF5 4 0 3 1 BHRICER B9 ACK Bl NAK 22K

Repetor i :

o BAREIBT rdt_rev V% , BEURHXENEHZ

o EHERWEIRICEL , XHSCBREIEHITRIALIE | REATNUPITE 4 &, REKBUPITH
34

o RREEHFXPIEFSHBIA ACK 154 , RIFEA NERAKRS

o KWINAKBIERFS , MREBIUREE , BEREFHRE , REZEFRTHIEFSH ACK 154, X
TAETREE  BBIRERBIEEFX LT | FRE— DU AREIEFSHIA ACK 754

Sender ¥ :

W EIN B84 EdHTHIEREANE | NRBIERESR | BENAE DXBUE | anRiERR

PITEE 2 5

FIMTEZ RN ETES | NRIELS A ACK FRIFSETEEXMFS |, BUTH 34 , IR ACK
ESFSASETEEXFSNUHRIT % 45

AR ERBUE  RETHE 5 ACK &$54

Sender S5 ANERAZE , ATAAEFNAFS A 1 5803 0 pigkdE |, WS THE Ska LERA

rdt MY 3.0

FEAMIBIT T LS R IR ELY 5, BEXERNME XA RESEAHNS— N8 , Za5E (8
REFREEZHATMAEESRA , IHFERERETHANRENE , EHRPE AN L
e A B, BOTTMA— AN ERERANEEAIS | YURE—AMRSTRMEHE | I
B—ANEATEE | 1R AT ST , IR RS BRI ER , NIE AR,
BIRIREN

Sender ¥ :

o WRZEAA rdt_send A% , BEIEHEXZENAE

K A EVA A make_pdt BEIEFTRRGRSCE: |, FHIERSCERFEFH— R , FI—MER O
H1HNFS | FEEEMEREX

AR EAA udt_send AiERFTBTEAMIRSCBRHRXR ZFE |, FEsh— 1 ENREH

Sender i WEPREITH A FFF50 0 80 1 RS I ACK N ZBRES

AR EERERN , IRARENE , NEHBITE 3 S

Receptor i :



3%

. REEEEBIBRSHTIA ACK 154, ANFE— RN  RISSHTRBMIRS

- RUBIERS  MRRTALIR  EEEFIUR  2REFKFHURR S0 ACK 154 , 4T3
TAMIE , BREESEIEERS | RE— D NIERF S0 ACK 154, AMFE—15
B %%

.« HEAEERT SRS EIER  SAUEIAR , MERHITS 35K 4 5

Sender if

o FWEINVETELS I HTHIRREANE | aNRBUERRAR , BEFEENAE REE , R EHN
PATHE 2 5
o FIMTEZEIRNETES | MRTESH ACK FRIFSEHETEFXMFS , BUTHE 34 , 1R ACK
ELFSASETEGEXFSUHIT 4
o EFIAE EREEE | RETHE] FF ACK , RAINFFE—NERZS
o Sender SgANEAZE , ATRAAEHNFSEA 13k 0 kiR , W T2 E5kE LEAA
o WEIEENZREFNERN , IRAWEIIRN , NEHPITE 3SFE 445

B

ZIt , 12 rdt 3.0 KNEAESE T — Pl ERBIREH TN , BARERB—MERNER BT
FEMNZ L, ®FBRADWEBEAMA  EHEIFPISEES , b S EF oS E S
TR, DEAERSIES, XERNAIEAT RIEERE , RERXAZSRBT GTEHNEETR
B THE) BRFNRNE  BEATHEL—TRE , LT —REE.

Pipelined protocols

Pipelined protocols(E & MY/ & O 1/mX): sender allows multiple, “in-flight”, yet-to-be-acknowledged

pkts

¢ range of sequence numbers must be increased

« buffering at sender and/or receiver

Two generic forms of pipelined protocols: go-Back-N(JR[E] N /), selective repeat((ERE(%)

Go-back-N(GE[E] N 1Y)

¢ sender can have up to N unACKed packets in pipeline

« receiver only sends cumulative(Zi1#]) ack: doesn’t ack packet if there’s a gap(B & E )

¢ sender has timer for oldest unACKed packet: when timer expires, retransmit all unACKed packets



Go-Back-N and Selective (&34 1)) Repeat protocols are fundamental(EAK]) sliding window
protocols(& [ #1X) that help us better understand the key idea behind reliable data transfer in the
transport layer of computer networks.

The sliding window (pipelined) protocols achieve utilization(¥!|f) of network bandwidth by not
requiring the sender to wait for an acknowledgment before sending another frame.

In Go-Back-N, the sender controls the flow of packets, meaning we’ve got a simple and
dummy receiver. Therefore, we'll start by discussing how the server handles(4t %) data packets

first.

Sender

The sender has a sequence of frames to send. We assume a window size of N. Furthermore,
there exist two pointers to keep track of send base (send_base) and the next packet to send
(nextsegnum).

send_base nextseqnum

— already sent and ACK'ed * | < sent, not ACK'ed yet = | < usable, not sent yet » |« not usable —

+«— N : window size >

First of all, the sender starts by sending the first frame. Initially, send_base = 0 and nextsegnum =
0. While there are more packets to send and the nextsegnum is smaller than the send_base + N;
the sender sends the packet pointed by the nextsegnum pointer and then increments(i£1%) the
nextsegnum.

Meanwhile, the send_base is incremented after receiving acknowledgment packets from the
receiver. The reception of duplicate ACK messages does not trigger any mechanism.

There is a single timer for the whole sending window, which measures the timeout for the packet
at the send_base. Therefore, if a timeout occurs, the sender restarts the timer and re-transmits all

the packets in the sending window starting from send_base.

Receiver

The receiver implementation(38ji#E) of the Go-Back-N is as simple as possible:

The receiver only keeps track of the expected sequence number to receive next. nextsegnum.
There is no receiver buffer(22#[X); out of order packets are simply discarded(FE3x#%). Similarly,
corrupted packets are also silently discarded.

It always sends the acknowledgment for the last in-order packet received upon reception of a new
packet (successfully or unsuccessfully). As a result, it will generate duplicate acknowledgment

messages if something goes wrong.


https://www.baeldung.com/cs/networking-go-back-n-protocol

denote such acknowledgments as ACK n.

Selective Repeat(: &R E (%)

+ sender can have up to N unACKed packets in pipeline
¢ receiver sends individual ack for each packet
¢ sender maintains timer for each unACKed packet: when timer expires, retransmit only that unACKed

packet

Selective Repeat Protocol | Baeldung on Computer Science
(https://www.baeldung.com/cs/selective-repeat-protocol)

Selective Repeat Protocol (SRP) is a type of error control protocol
(https://en.wikipedia.org/wiki/Error_detection_and_correction) we use in computer networks to
ensure the reliable delivery of data packets. Additionally, we use it in conjunction(454) with the
Transmission Control Protocol (TCP) (https://www.baeldung.com/cs/udp-vs-tcp) to ensure that
the receiver receives data transmitted over the network without errors.

In the SRP, the sender divides the data into packets and sends them to the receiver.
Furthermore(tt4}), the receiver sends an acknowledgment (ACK)
(https://www.baeldung.com/cs/tcp-protocol-syn-ack) for each packet received successfully. If the
sender doesn’t receive an ACK for a particular packet, it retransmits only that packet instead of
the entire set of packets.

The SRP uses a window-based (T & H #]) flow control mechanism(RE1%H4/1%!)
(https://www.baeldung.com/cs/tcp-flow-control-vs-congestion-control) to ensure the sender
doesn’t overwhelm(3ti , #IX) the receiver with too many packets. Additionally, the sender and
receiver maintain(4t§¥) a window of packets. Based on the window size, the sender sends
packets and waits for a specific amount of time for acknowledgment from the receiver.

The receiver, in turn, maintains a window of packets that contains the frame number(fii4®HB) it's
receiving from the sender. If a frame is lost during transmission, the receiver sends the sender a

negative acknowledgment attacking the frame number.

Steps

Now let’s discuss the steps involved in the SRP.

The first step is to divide data into packets. The sender divides the data into packets of a fixed
size. When the sender divides the data into packets, it assigns a unique sequence number to
each packet. The numbering of packets plays a crucial role in the SRP.

The next step is to send the packets to the receiver. The receiver receives the packets and sends
an acknowledgment(ACK) for each packet received successfully.

The sender and receiver maintain a window of packets indicating(¥s§7~) the number of frames we

can transmit or receive at a given time. Additionally, we determine the size of the window based


https://www.baeldung.com/cs/selective-repeat-protocol
https://en.wikipedia.org/wiki/Error_detection_and_correction
https://www.baeldung.com/cs/udp-vs-tcp
https://www.baeldung.com/cs/tcp-protocol-syn-ack
https://www.baeldung.com/cs/tcp-flow-control-vs-congestion-control

However, if the sender doesn’t receive an ACK for a particular($¥F+5f]) packet within a certain
timeout period, it retransmits(&1{%) only that packet instead of the entire set of packets. The
receiver only accepts packets that are within its window. If the receiver receives a packet outside
the window, it discards(Z%3%) the packet.

The receiver sends selective acknowledgments (SACKSs) for packets received out of order
or lost. The sender processes the SACKs to determine which packets need to be retransmitted.
Finally, we continue this process until we successfully send the data packets or the number of
retransmissions exceeds(#21¥) a predetermined threshold(Fi;E [R1E).

Connection-oriented transport: TCP

TCP: Overview

 point-to-point(¥EX¥E): one sender, one receiver

« reliable, in-order byte steam(R]EEKI{EH): no “message "(JHEL R )

« pipelined(BKXBI{EIZH]): TCP congestion and flow control set window size
o full duplex data(£X T¥3E):

o bi-directional data flow(XX @ #3E7) in same connection
o MSS: maximum segment size(Jx K EE K/

« connection-oriented(PLEE S M): handshaking (exchange of control msgs) inits sender, receiver
state before data exchange

o flow controlled(jfiE3&%): sender will not overwhelm receiver

Segment structure



(generally not used)™ | ZZ=Z% PP | u‘;m et by byte§
ACK- ACK # ™\ sequence number of data
valid ~{_ acknowledgement number (not segments!)
PSH: push data now | len. uﬂﬂ-'? REIF| receive window 4 bt
agenerally not used) —] yles
(aenerally ) Urg data pointer revr willing
RST, SYN, AN opti /al( s (variable length) to accept
connection estab
(setup, teardown
commands) application
Internet ~ data
checksum (variable length)
(as in UDP)

Packet format

When sending packets using TCP/IP, the data portion of each IP packet
(https://www.khanacademy.org/a/ip-packets) is formatted as a TCP segment(TCP Ef).

IP packet TCP segment
4 bytes (32 bits) > < 4 bytes (32 bits) >
Source port number Destination port number
IP Header ‘ Sequence number
Acknowledgement number
I P D t Offset Reserved E g E g S E Window size
ata Checksum Urgent pointer
Options/Padding
Data

Each TCP segment contains a header and data. The TCP header contains many more fields than
the UDP header and can range in size from 202020 to 606060 bytes, depending on the size of the
options fieldEIMFELK/N).

The TCP header shares some fields with the UDP header: source port number, destination port
number, and checksum. To remember how those are used, review the UDP article

(https:/lwww.khanacademy.org/a/user-datagram-protocol-udp) .

From start to finish


https://www.khanacademy.org/a/ip-packets
https://www.khanacademy.org/a/user-datagram-protocol-udp

Step 1: Establish connection(ZE\ 1%%k)
When two computers want to send data to each other over TCP, they first need to establish(ZE17)

a connection using a three-way handshake(3 »i&¥F).

[4

SYN

|

W 7
ACK SYN

!

The first computer sends a packet with the SYN bit set to 111 (SYN = "synchronize([E015)?").
The second computer sends back a packet with the ACK bit set to 111 (ACK = "acknowledge!")
plus the SYN bit set to 111. The first computer replies back with an ACK.

The SYN and ACK bits are both part of the TCP header:

I[image (1)](./03-transport-layer.assets/image (1).png)

In fact, the three packets involved in the three-way handshake do not typically((##) include any
data. Once the computers are done with the handshake, they're ready to receive packets
containing actual data(4 & SKFR%IR).

Step 2: Send packets of data
When a packet of data is sent over TCP, the recipient(Y&f4_A) must always acknowledge what

they received.

I[image (2)](./03-transport-layer.assets/image (2).png)

The first computer sends a packet with data and a sequence number. The second computer
acknowledges it by setting the ACK bit and increasing the acknowledgement number by the
length of the received data.

The sequence and acknowledgement numbers are part of the TCP header:

I[image (3)](./03-transport-layer.assets/image (3).png)

Those two numbers help the computers to keep track of which data was successfully received,

which data was lost, and which data was accidentally(Z4Mth) sent twice.

Step 3: Close the connection

Either({£Z—4&) computer can close the connection when they no longer want to send or receive
data.

I[image (4)](./03-transport-layer.assets/image (4).png)

A computer initiates closing the connection by sending a packet with the FIN bit set to 1 (FIN =
finish). The other computer replies with an ACK and another FIN. After one more ACK from the

initiating computer, the connection is closed.



Detecting lost packets

TCP connections can detect lost packets using a timeout.

I[image (5)](./03-transport-layer.assets/image (5).png)

After sending off a packet, the sender starts a timer and puts the packet in a retransmission
queue({£4iPA%1)). If the timer runs out and the sender has not yet received an ACK from the
recipient, it sends the packet again.

The retransmission may lead to the recipient receiving duplicate packets, if a packet was not
actually lost but just very slow to arrive or be acknowledged. If so, the recipient can simply
discard(%3%) duplicate packets. It's better to have the data twice than not at all!

Handling out of order packets

TCP connections can detect out of order(&LFF) packets by using the sequence(/¥%!)) and
acknowledgement numbers.

I[image (6)](./03-transport-layer.assets/image (6).png)

When the recipient sees a higher sequence number than what they have acknowledged so far,
they know that they are missing at least one packet in between. In the situation pictured above,
the recipient sees a sequence number of #73 but expected a sequence number of #37. The
recipient lets the sender know there's something amiss(4&ix , B+ 4AXT£h) by sending a packet
with an acknowledgement number set to the expected sequence number.

Sometimes the missing packet is simply taking a slower route through the Internet and it arrives
soon after.

I[image (7)](./03-transport-layer.assets/image (7).png)

Other times, the missing packet may actually be a lost packet and the sender must retransmit the
packet.

I[image (8)](./03-transport-layer.assets/image (8).png)

In both situations, the recipient has to deal with out of order packets. Fortunately, the recipient can
use the sequence numbers to reassemble(E#2H3%) the packet data in the correct order.

I[image (9)](./03-transport-layer.assets/image (9).png)

TCP round trip time, timeout

How to set TCP timeout value?

« longer than RTT(Round-Trip Time) (but RTT varies(Z 2 1LK))
e too short: premature(id 2 f)) timeout, unnecessary retransmissions(~ HEHEX)
« too long: slow reaction(x 4%12) to segment loss(FEik)

How to estimate RTT?



o SampleRTT will vary, want estimated({&11#]) RTT “smoother”

average several recent measurements(X¥ &1L i JL/N N2 {EHITELFD), not just current
SampleRTT

$$ EstimatedRTT = (1 - \alpha) * EstimatedRTT + \alpha * SampleRTT $$

typical value: $\alpha$ = 0.125

350

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr ,
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Reliable data transfer

TCP creates rdt service on top of(f£...Z k) IP’s unreliable service:

o pipelined segments(&# 9 B (&
o cumulative acks(ZFARIANZ)
« single retransmission timer(Ba—E{&11if2%)

retransmissions triggered by(F5...fil%):

¢ timeout events
o duplicate acks(BEE N Z)

TCP sender (simplified)



pass segrﬁent to IP ti.e., “send”j
NextSegNum = NextSegNum + length(data)
A if (timer currently not running)

e start timer
NextSegNum = InitialSegNum

SendBase = InitialSegNum

timeout

retransmit not-yet-acked segment
with smallest seq. #
start timer

ACK received, with ACK field value y

if (y > SendBase) {
SendBase =y

/* SendBase—1: last cumulatively ACKed byte */

if (there are currently not-yet-acked segments)
start timer

else stop timer

}

TCP: retransmission scenarios

Host A Host B Host A Host B Host A Host B
n g \ W !V}
s
T SendBase=92 ~—— ~——
Seq=92, 8 bytes of data ‘ Seq=92, 8 bytes of data Seq=92, 8 bytes of data
3 — S | Seq=100, 20 bytes of da Seq=100, 20 bytes of da
é ACK=100 é 5 ACK=100
5 X 5 3 -
ACK=10(/ 2 X<
ACK=120 = ACK=120
Seq=92, 8 bytes of data Seq=92, 8 /
SendBase=100 bytes offdata \
d —~ Seq=120, 15 bytes of data
_ SendBase=120 —
/ACK‘“]U ACK=120 t
SendBase=120 /
lost ACK scenario premature timeout cumulative ACK

TCP ACK generation

event at receiver TCP receiver action
arrival of in-order segment with expected seq #
(BB THIFS4). All data up to expected seq #
already ACKed

delayed ACK(ZE:RHfiA). Wait up to
500ms for next segment. If no next
segment, send ACK
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expected seq #. One other segment has ACK 1#1) ACK, ACKing both in-order
pending(%4F , BMAKR) segments

arrival of out-of-order segment(FoFFE) higher-

than-expect seq #(&TFHHIFS#). Gap immediately send duplicate ACK,

indicating seq # of next expected byte

detected(ZFH M)
arrival of segment that partially or completely(ZB immediate send ACK, provided that
HEi5EL) fills gap(GEAMRO) segment starts at lower end of gap

Elfig TCP Ef%, AsEO. M=EEH. PHEES] - 21T (zhihu.com)
(https://zhuanlan.zhihu.com/p/135932018)

SACK 77i%

B —FSRINEEHHIR AN : SACK ( Selective Acknowledgment 1E3 4R )
XFARFELE TCP KF MM FEEM—1 SACK KA , BT EFREERARARIX
7, XEER TR AT DUAEMPLESGR RN T |, MR AURIRURE , Ml T XEEE , AT AR EEE
RAERE.

B, KEFWET IR ERH) ACK #ARSL , TEMAHR H&LE&M%‘J I SACKEE
FIRE 200~299 XEBHIRERK , MERN , MAEET XA TCP BT

BER S B SR
| F
' -
ACK 200 — |00
_—'—_'_'_'__‘__
i
— M)~ .:.:.____‘_
o —
300 ~ 3590
0
) 4 —
ACK 200,- -~~~ 100-199 300-389
_ | lg - - - -~ SATK'300~200
——
400 - 499 |
: R " zuﬂ___—_j 100~199 300~309|400~499
| s -+ SHOK 050
F -—
AIMAA200-2098HE E 5, [ ———=soo-see— |
| SR 200299 e 100~199 300~309 400~490|500-590
D ot 'A'E}_(_.z{}&*"-
|4 - - === SACK 300-600
—
e
1| |100-199200~299300~390 400~490(500~500
h‘______,———__ B

Flow control

Klfig TCP Ef%. BAzsh@H. RERS. #MZE=H - A°F (zhihu.com)
(https://zhuanlan.zhihu.com/p/135932018)


https://zhuanlan.zhihu.com/p/135932018
https://zhuanlan.zhihu.com/p/135932018

AT EFREFIRRRAE , TCP REE—FALBTRIE "RETT ) WRiE T80T OSKErERIaENIEH
RERNBUER , XREMBHIREIEE.
TEENET , ATEHRER , BRUATSEE

o BFURERWTT  RFImERIET
o {RIIRWEOMAXEOAER , #4200
o BRXFMREEREMEMERTERFARNEA KRN , FRIERE
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r

RCVNXT = 241

SMD.NXT = 241
@ RiZNREE P
Length 140
Sed nim = 1
H“\.; @ WELNER, SEiEEiAH 80 FTRIEHE
Length = B0 __—
Seq Num = 241 SND.UNA= 241 SND.WND = 200
O WRIIER, ENRERIAEY |« A Nem e ' [ Usable = 120 |
—]
RCVIWND = 200 | %
— —
1]
80 SNDLMXT = 321
RCVNXT =321 Ac&mmnnsm @ ik 120 TFEHEE
SMD.UNA = 241 SND.WND = 200
Leng:h s Tzu ; [Usable =0 |
Seq Mum = 321

80 | 120
® WIIMIEE, HiEWAEX r

SHDUNA = 321

SHDWND = 200

o

..l TR 1 \ SNDMXT = 441
| ® WRERIAERE, BO&5E 00 FHE

RCV.NXT = 441 Ack Num = 441

80 | 120

SND.NXT = 241

@ WEERMERE, BOEEHBH 200 F5

“SND.UNA = 441
v

SNDWND = Eﬂﬂ
| Usable = 200|

SHONXT = 441

© REMEE, BEWAEX Length = 160 — | | © Ki2 160 PETRIR

— = Geq num = 441 SHDLUMA = 441
[ RCVWND = 200 | et hA= SEUAE 2 200

Ack Mum = 601
RCVMNXT = 601 SND.MXT = 801

o WERMENS, BOSGEH 180 £5

"SNDWND =200 | SMOPATE

| Usable =200

80| 120 | 160

-;_Jﬂh!lﬂx:r P - [T

e N A = T

s 2
RIE L ERR RS ST e TR




2. RS IWENRERIR G , AEMAIRSCH 80 FHH%E , TREUAEO Usable jdizh 120 &
T, [FIEF SND.NXT $84tthm At 80 F/g , T5M 321 , XEMRE TR A XBUBENNR , F
ISR 321,

3. B imik®] 80 FEREE , TREWEDOEAMS) 80 F 1 , RCV.NXT tgitsm 321 , XELK
BEFIBEN T —MRCNFSISE 321 |, 5K EMATRSUA RS .

4. RFIEIRAIXT 120 FHgdE , TRUAEAOFNRA O, RSUGTTATESRER ELUE.

5. B FumiE 120 FORNEIER , TRFWEDEGH3 120 17 , RCV.NXT hgifsm 441 , ##
B R EMARSUE RS,

6. RS umEIXT 80 F I HIRAAIRSCE , SND.UNA T84t ¥ A2 fatam 321 , TRTAEN
Usable %K% 80,

7. BRFIHEEIXT 120 FOEIRRAAIRSUE , SND.UNA T84t 1E A2 fatam 441 , TRAARN
Usable K% 200,

8. RFum AT AR A IXE T , TRAET 160 FTH¥URESE , SND.NXT #5f 601 , F27 AEH
Usable jE/DF1 40,

9. B Fiml®) 160 F1fa , B E DA T 160 FH , RCV.NXT i 2F5m T 601 , #HEA
ERARSE IR SR

10. fRSIHUINEIRT 160 FRHIRMMIAR G , KX HOEEH3NT 160 717 , T2 SND.UNATE
5w T 160 Jatsm 601 , A% [ Usable atigKET 200,

BIERREZHIEIT , BAWRE T AEFAMRUELRAER , BEXr L , RIXEHAMEGE
AT FERRF T, BRBIRERGENFENX TR, MRMERGHETX , SBBRIERGH
E

Connection Management
Before exchanging data, sender/receiver “handshake”:

 Agree to establish(#37) connection (each knowing the other willing to establish connection)
e Agree on connection parameters

VEN -

o Chapter2 @ #Ei[iE# (ZxiEF)
« Chapter2 @ MFFiE# (X IEF)
¢ Chapter3 @ Packet format

ZKIEF


http://localhost:8714/02-application-layer.html#%E5%BB%BA%E7%AB%8B%E8%BF%9E%E6%8E%A5-%E4%B8%89%E6%AC%A1%E6%8F%A1%E6%89%8B
http://localhost:8714/02-application-layer.html#%E6%96%AD%E5%BC%80%E8%BF%9E%E6%8E%A5-%E5%9B%9B%E6%AC%A1%E6%8C%A5%E6%89%8B

[ NRNG Y By B | "

choose init seq num, x
l send TCP SYN msg
SYNSENT SYNbit=1, Seq=x
\ choose init seq num, y

send TCP SYNACK
/ msg, acking SYN SYN RCVD

SYNbit=1, Seq=y
ACKbit=1; ACKnum=x+1

v received SYNACK(x)
indicates server is live;
ESTAB send ACK for SYNACK; K

this segment may contain ACKbit=1, ACKnum=y+1

client-to-server data ]
. received ACK(y)
indicates client is live

L1211 LN

ESTAB

URAET
client state -' ‘1’,’ ﬂ server state
ESTAB ESTAB
clientSocket.close () ___‘_-FTth 1
FIN_ WAIT 1 can no longer it=1, seq=x
I - send but cgan q\. v
receive data — CLOSE WAIT
! ACKbit=1; ACKnum=x+1 can still
FIN_ WAIT 2 wait for server —" cend data
close
LAST_ACK
1 (,FLNbit: 1, seg=y
TIMED WAIT can no longer
B T —— send data
timed wait ACKbit=1; ACKnum=y+1
Im wal v
for 2*max B CLOSED
segment lifetime
CLOSED l

Principles of congestion control

S . —HEEEREEHISIHESES] - Z1F (zhihu.com) (https://zhuanlan.zhihu.com/p/102175027)
, Bz,

REEH SIS


https://zhuanlan.zhihu.com/p/102175027

o {EM : IEHIAREAMEARN | iHERT RIS R IR,
o BHIER  MERHRRNRK , RIEHI— 1N RIER.
o SKHURIE : BEBEEAMAT IS, BT EMARTECHEO RN, RIEFILZIEHRI A

PZEIEH) (congestion control) : AT G AR RIRHFE R M) |, 1B R E M akE Kb A A RAN
VML PR,

o EA : BERABKINMLEE B ARIEE.
o EHXR  MEZFIRLF/HN , BREFTARENMMEREE.
o SKHLRIE - F R (187HR MRS, REE. RIKER)

N ERFAA R ZE T B IR A

1&Itia

RIEFT TRV — T WERHREFRE | FAR—FHaRE KENEUE | A ERIBRHAEEEIS K8
HEEH.

RER R

ZEZRAREHAETONSBKER , §— A RTTHERZG , HEENA + 1 MAREME | XHEAERE
BOMSMERRIEK | RETIE,

RER%

W RIE I B EBNARNWEIIA S SHEERIAAMKIEET |, WREFOL A 1 |, RNIEE 4
I IPR{E ssthresh JE.

o FHIEFO K/ < ssthresh B , {FFRIEFFIAE L
o FEHHA K/ > ssthresh B , {FRFHEEGEIL
o FHEEO K/ = ssthresh B , 18 Fraa-5iAZEE B IX 0]

R AR =D RFRIRCEBR A ZIRHEEMIA , 21 TE , M3 XK, REEMIA M2
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BHEFOREM ssthresh BX/N , REPITHERRE X

R
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- PTREREE
M A
mEEe 0 47
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TCP congestion control

TCP HAZEISH] (Fhf) top HHZEEH—HFEFE 0915 1% -CSDN 1%
(https://blog.csdn.net/qq_41431406/article/details/97926927)

SEA

Last Updated: 10/23/2024, 2:30:26 PM

Contributors: CWorld


https://blog.csdn.net/qq_41431406/article/details/97926927

Outline

1. Overview of Network layer
o data plane
o control plane

2. What's inside a router

3. IP: Internet Protocol

[¢]

datagram format

[¢]

fragmentation

[¢]

IPv4 addressing

network address translation
o IPv6

4. Generalized Forward and SDN

o

o maitch
o action

o OpenFlow: examples of match-plus-action in action

Overview of Network layer

HaNEiE DTEIMLE-BTRE ] 4—Network Layer: Data Plane P48 = : ¥iEFE (1]
7. IAISTIEEE, IPv4, DHCP, IPv6) _—#8_ KWMIHEE-CSDN fi%
(https://blog.csdn.net/weixin_53580595/article/details/129480116) , H 2.

« transport segment(fFEX) from sending to receiving host

 on sending side encapsulates(¥{3%) segments into datagrams(¥E+ ; ZUEM)
 on receiving side, delivers({£iX) segments to transport layer({£4i =)

» network layer protocols({#/MX) in every host(Z£#/1), router

« router examines(#62) header fields in all IP datagrams passing through it

HHXMXARSO TR XN - NG ER ERURHE R RGN, TOEERN, RERSNIAHNHIER
iR

Two key network-layer functions:

« forwarding #£%: move packets from router’s input to appropriate(3& 4 f]) router output
e routing }H: determine(ffXE) route taken by packets from source to destination (using routing
algorithms FFEE %)


https://blog.csdn.net/weixin_53580595/article/details/129480116

b B IR L RS S A EME (EZFHES)
o MEEEIE (routing) —FHISFE (control plane) : #fRE 232H MWIRE! B AL T RER i E i
HAZRMEIEEANIR SR (EEMAKRY) .

Data plane & control plane

2B IH 1@ 2 | 5% FE-SH%EFHE | Cloudflare (https://www.cloudflare.com/zh-
cn/learning/network-layer/what-is-the-control-plane/)

HHARME R TFH" ?

FEMRT , FEHRFESRRECENBEES, ZINEEEFETFEHEN LERK., Mg+
=% 5| BN FEEEH FEAsdEFEm (AR AFm) .

AR =S ?

=& (Control plane) 2 Mg isE¥dEH (https://www.cloudflare.com/learning/network-
layer/what-is-a-packet/) & 77 HIER T —BRP¥E N N — M A R EE) F— M. Bizn , £
Zi&H (https://www.cloudflare.com/learning/network-layer/what-is-routing/) ZR IS FE4EIA K255
FHER—ER4. HESFERE RN (https://mww.cloudflare.com/learning/network-layer/what-is-a-

protocol/) SRIRFIMEK1Z , FR XL R FMHIERBRP.

2R BUE AL A m ?

H5REMT AR BAIEEITFEMER , $EFHE (Data plane) &3XFREAMIER. HUEFEN
FroEE AT,

FIANBE A | IEHFEEERmE A X O TENAEESET. PETFE (3deATH) NEGREE
B HTE. ERAF NHFETREESITHRIRE.

two control-plane approaches:

« traditional routing algorithms({£4t & R & J%): implemented($11T) in routers
« software-defined networking (SDN , X4 M. M4%): implemented in (remote) servers

FAEMERARTE N RKBETEEENE AR (forwarding table) , FREIZSHEE A 4H KERH
—ANHENFEE , HMERXLREMEAEREART RS, BEXFMAIEREANAE.
PRSI E A A

o {RBETTIARE I AR 2R TP NI R ER R E Fr AR T INME


https://www.cloudflare.com/zh-cn/learning/network-layer/what-is-the-control-plane/
https://www.cloudflare.com/learning/network-layer/what-is-a-packet/
https://www.cloudflare.com/learning/network-layer/what-is-routing/
https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/

control
plane

data
plane

values in arriving
packet heade

o HHEENMLE (Software-Defined Networking , SDN) A% E MNKHESIE A ER B —F7
& IEREIERETE M A ARURS A KBS TER -

A distinct (typically remote) controller interacts with local
control agents (CAs)

— Remote Controller —

values in arriving
packet header

Network service model

ATM £ "Asynchronous Transfer Mode" 485 , EA“FHEHGEL, EE2—MMNEBEEHEAR , £I1E
PR IZEH. ATM R IBITEEEER AEE R/NKETT (FRAERITSCMAR") SRIEH%EK



MLIVE X ZINECIZI XKV LTS ) ) ZZAFTIINHIFIZAN I LA IFIH JISI XK XAJA I Yy 1= ) RXISIAANILIAH TIEFEI L )y LS XRL) 1) )

B, MRS S I RBR 1.

L% AR FZAEEY (network service model) **XE X T NATEAE SR ARG 2 B HinE imE s
M, ATRER RS

o WIRAZAT ;

BB _ERAHIERAAT ;
BFNEAT ;

MR R/INE T ;

TeM,

What’s inside a router

Router architecture overview

SR R LG MR
routing, management
routing control plane (software)
processor operates in r:?;:s?;nnqg
forwarding data plane
[ ] II II (hardware) operttes in
nanosecond
. . ° timeframe
® high-seed .
. switching .
) fabric .
‘P
—1 .  — .
—1 ’ —
router input ports router output ports

E o ENONREE. EHEHIFE () THATERASIETE (M)

Input port functions

Zo s N\



T B e ]
; Ié:;gr forwarding o
: ine [ L, ) switc
termination | | Protocol I““““ fabric
(receive) :
queueing
| / ,
physical layer: *
bit-level reception
data link layer: decentralized switching:
e.g., Ethernet = using header field values, lookup output
see chapter 5 port using forwarding table in input port

memory (“match plus action”)

= goal: complete input port processing at
‘line speed’

» queuing: if datagrams arrive faster than
forwarding rate into switch fabric

)\ (input port)

o FERASTARGHN\YIEERIYIEER ;

o ST AR TIRIEIEREREZE ;

o BRHARRREKAFNME IO ;

o IEHIENI N IR 3R Z IR AL 1 AS

decentralized switching (4832 #k):

e destination-based forwarding(Z 7 H#r#9#54): forward based only on destination IP address
(traditional)

 generalized forwarding(i# fFF#%%): forward based on any set of header field values

Longest prefix matching
R ATZILAL

When looking for forwarding table entry((¢ % % £<H) for given destination address, use longest

address prefix(gi4%) that matches destination address.

Destination Address Range Link interface

11001000 00010111 Q0QLQ*** #rxskicix 0



L1l1lVUVILUUVUYU UUVULULLL VUUVULL1LVUVUV AL

11001000 00010111 Q0Q 1*** #xidrxk 2

otherwise 3

examples:

e DA: 11001000 00010111 00010110 10100001 means interface O
e DA: 11001000 00010111 00011000 10101010 means interface 1

Switching fabrics

switch fabric(3Z#4E5#4)): transfer packet from input buffer to appropriate output buffer ¥#UEE Wi N\
TRXAEHEE 4 f0 % R IX

switching rate(3Z iR 2%): rate at which packets can be transfer from inputs to outputs #tE/ N A\ 1%
S R R

three types of switching fabrics(3z#25#4):

===l
===y

memory bus

« Switching via memory(RN1E)
first generation routers:

o traditional computers with switching under direct control of CPU 7£ CPU B 5 T3t TAc e il1%
ST EA,
o packet copied to system’s memory

o speed limited by memory bandwidth
 Switching via a bus(Z2£k)
o bus contention(,5%4#%5): switching speed limited by bus bandwidth 3zt 3% &5 2 £ 5r R i)

« Switching via interconnection network (& Fx)



EARIIREAAXIBEAAT RTEMIGA , FERLT L REEEENITR , LMK PELEE R
#y, FFMEEARTZEATESMETE. BdEF OMEMS AR EFME.

Input port queuing #y A\ 3% HERA

o fabric(45#4) slower than input ports combined — queueing(HERA) may occur(t3E1) at input queues

o Head-of-the-Line(HOL) blocking(Zk3kfH2E): queued datagram at front of queue prevents others in
queue from moving forward FAZIBTEIHERAE datagram ][ LEBAF R AR M) BT7% 3

[ } ————— =* [ 1 —_— -
— I e - Y — ——
A \\ A
A 3
s -—--- A
switeh, | [ —] | switch,’ {—{®l—
fabrjc’ fabricy
- - | |- - --" || | .
output port contention: one packet time later:
only one red datagram can be green packet
transferred. experiences HOL
lower red packet is blocked blocking
Output ports
datagram
switch buffer link _
fabric | layer 4 line )
’ I““““ protocol termination i
gueueing (send)

HEB¥sO (output port)

o THEMNTHETHIERRN A
o BUTHLRMGERR EAYIE ZTNRe i L fE% L& HmX LA,

e buffering required when datagrams arrive from fabric faster than the transmission rate 4#fEHR M 2E

MERHR ERTE MR R FRE T



Scheduling mechanisms
scheduling(i1//Z): choose next packet to send on link

FIFO (first in first out, 5t%67) scheduling: send in order of arrival to queue

Seitsett (First-In-First-Out , FIFO)

ETFH FIFO BAZI2N FEIFT/R

R 02 B (2 5
Arrivals l l l l 1
I } } f } } f } T t T } } T f } +—» Time
Packet
inservice INMNIRRNERZEEN NN S,
f f - | f : | : ! | - ! f - | f - Time
t=0 t=2 t=4 t=6 t=8 t=10 t=12 t=14
Departures l l l
- - - - CSDN C—nﬁ‘ T
R5EAHEBA (priority queuing)
BRIRSEE 1. 3F0 4 2S5, 48 2 F1 5 BEMEN , EIEHRERMAEAHSPA (non-
preemptive priority queuing) = , 1z1720 FEIF7R -
ER (- [4 s
Arrivals l l l l 1
I } f } } } } f } } f } } f } +» Time
Packet
in service NN NSNS 2 R | 5
} ! I - ! | - | t : | : | | - ! » Time
t=0 t=2 t=4 t=6 t=8 t=10 t=12 t=14
Departures l l

EMHERARLI (round robin queuing discipline)
BRSNS 1, 2 M4 BTHE—2 , A3 M5 BTFHEL , ST TEFR



I } | } } | ¥ Time
acket - IR SEEEREEEEER [ s
— ——t——t——t——t——+——+——+——+——+> Time
t=0 t=2 t=4 t=6 t=8 t=10 t=12 t=14
Departures l l l l l
IP: Internet Protocol
TIP
PRXEFE BN, EIE. W,
Datagram format
IPv4 Datagram Format
IPv4 $HEiRA& AN T EIFTR ¢
32 bits
I
l
Version Header Type of service Datagram length (bytes)
length yp g 9 Yy
16-bit Identifier Flags 13-bit Fragmentation offset
Upper-layer

Time-to-live

protocol Header checksum

32-bit Source IP address

32-bit Destination IP address

Options (if any)

Data

CSDN @—2 ok



o BRFEE (Type of service) : REEAKEIERATUMERX S ;

o BUEIRIKEE (Datagram length) : IP #IERASKE CKEM_EEIE) |, DAL
o MR (Identifier) . ¥ (Flags) . FiZ# (Fragmentation offset) : AT IP Ak ;
o FFfp (Time-to-live , TTL) : MHREIEERALATIEMLLPIEIL ;

o EEWHY (Upper-layer protocol) : 57K IP $¥EIRN AT AHAM MBI BN ;

o KHEBBER (Header checksum) : #BENREH S INIKEIN 1P BURIRT AIPLERER |

o JEMB/ IP #lk (Source and Destination IP address)

o YEWR (Options) : #iF IP K4 R ;

o ¥R (Data) : —fomzhERCE.

how much overhead?

$$ (\text{20 bytes of TCP + 20 bytes of IP} = \text{40 bytes}) + \text{app layer overhead} $$

Fragmentation

IP fragmentation, reassembly IP HEE-5EE4H

— N EBEA SR ASUEEMER AEEEAIT (Maximum Transmission Unit , MTU)
large IP datagram divided (“fragmented”, 4E&) within net:

e one datagram becomes several datagrams

» “reassembled”(E2%H) only at final destination

« IP header bits used to identify(3R35!)), order related fragments(ZEHFE%)

IPv4 addressing

IPv4 it : FASYPEHER 2 BN RIMEED (interface) . B4 IP K E R 32 PLgF (4 F
), FALEAAE $2/32)$ A ATREN IP ik, XESHEEE IR M +i#tHEE (dotted-decimal
notation) BE , FiltFHENFTRAENTHHERPE , £F TR SR,

0 : #b 192.32.216.9 M 3HERCIER 11000001 00100000 11011000 00001001

interface: connection between host/router and physical link(#1381%3E)

Subnets

TEY , —AKABE (AA=1TFQ) BTEK 72X,



-~ 223124 E

223112
223.11.4 223128

‘g_ 2231 .|3.2T —g‘

223113 | 99313

|223.1.3.1 l 22313.2

223.1.1.1 = 11011111 00000001 00000001 IDIDDDDDN .

223 1 1 1

ElFZ LMK 3 M EHNMENIERNEERED |, #HE— B 233.1.1xx § IP ik, A IP WAE
W, BEOX 3 M EAEAS 1 ANEEMZEONMNETEA—F® (subnet) . IP ZghtAXFMoaEL—
AN 233.1.1.0/24 , /24 48i% , BEFRAFMIERL (network mask) , $E7x 32 PSP RIR AN

24 DEAFRE SUT F MBI,

IP addressing: CIDR

TEEH 3 1M igHzs LK 6 MK



223_1_1_1i ! | 1223 1.1.4
i

223113

223192

223191 223.1.7.1

223.1.8.1 223182

1
223.1.26 223-?.3.2?
223121 |223.1.2.2 223131 |223.1.32

4 4 <

R4 it b ) FC SR R Bk o To 2K R3S A B8 F1E4%  (Classless Interdomain Routing , CIDR) . ¥4{$ /A
FMFAULRTS , 32 PR4FH) 1P E BRI A ER Sy , FE M AR R +3#HHEX ab.c.d/x , HF xFERT
HUERSE—EB N ROELERE |, FFRIAEB N AR NI RIS (prefix)  (SRMILKETER) .

How does a _host_ get IP address?

hard-coded by system admin in a file:

¢ Windows: control-panel->network->configuration->tcp/ip->properties

¢ UNIX: /etc/rc.config

TIP

IP [k 255.255.255.255 : 2 EAL AL DU it B it R BURIRE | IR R34
Rl — NP4 B BT E4L.

HELEH L (DHCP)

FAHIE B E F 2 /02 FASSEVECEPY (Dynamic Host Configuration Protocol ,
DHCP) .

goal: allow host to dynamically(z4Z) obtain its IP address from network server when it joins network



o AVFREEME R INE MR B FF ML,
DHCP X PRS- 25 an & -

DHCP
server

223.1.1.0/24

s arriving DHCP

/  client needs
address in this
network

223.1.2.0/24

223.1.31 1.3.2

223.1.3.0/24

DHCP #X2— 4 M EHIFE , yiaddr FERDECAAZHEE R FRMIE | 20 T EFTR :



Hﬂ Broadcast: is there a -
DHCP server out there?
-——"'/"D.;CP offer

Broadcast: I'm a DHCP
T server! Here's an IP

address you can use

DHCP request

Broadcast: OK. Tlitake | __—
that IP address!

DHCP ACK

\\\

Broadcast: OK. You've
got that IP address! [

DHCP can return more than just allocated(4#ic) IP address on subnet:

« address of first-hop router(55—Bki& Eithiik) for client

e name and IP address of DNS sever

» network mask(P£&#HD) (indicating network versus host portion of address TR S5 E 4],
hviI VAN
=iy

{t42 DHCP ? A{+4ZEF DHCP ? - 4224 (huawei.com) (https://info.support.huawei.com/info-
finder/encyclopedia/zh/DHCP.html)

{+41& DHCP ?

AEFHECE MY DHCP (Dynamic Host Configuration Protocol) &—FM&EIR MY , T4

Rt 1P ks TR S ETRMECE.

DHCP F 1993 4 10 A s AsrrEMX , HaiS 2 BOOTP #MY. DHCP #MYXH RFC 2131 E X,

XAE Fin/iR$SBER , B% Fin (DHCP Client) @RS (DHCP Server) 12HiECER

V5 , DHCP Server AL EREMEEINTHED IP Ml FMHER, BUAMSCHIIE | 154 IR %23
(DNS) HhtAEAARRECE S ¥ , DMEATASEM 1P MK IE{E.

M4 ZEER DHCP ?
£ IP WE% T, g MER Internet & EBFE R ECHE—K) IP Hihik, DHCP /L8 B SR MO
SEREIEAISEC 1P ik, BESTENBRINETRIH L ER , BEEsREIRTH 1P #ulit,


https://info.support.huawei.com/info-finder/encyclopedia/zh/DHCP.html

RRAFTEEH DHCP &5 ERARKRECERN ] , ST &P LETHE,
BMASKRE , DHCP R T a0 M AE: -

o AR IP BLE @ IP HBACE S ¥R |, FFE AR 192.168. XXX XXX 2 ZEH AR , 1R
BB, BINNRESREE RYEMRR , £ DHCP RS 23 0] Ak KFE SRR FR X

o B/L IPHIILAR : EMEFKRSELINE—A IP ik, BR , /ML REEER—& , E8
b SBTTAERE PSR MR ENIPE, YFANNEOHIE , AR EFEXRE(UEHE
FErun R (BN EhRE) B, AJgEaREXFME . DHCP H{E Au RS M {UER—
.

o IPHIFEIRKBEEWN : RIZH DHCP , WK EIE R FEFIECFREME, BRERM MK
& B2 RER M , A JLFTTIAI R AR R &A1 F5 23R P2 A R AT B 7 22 25 TN
%, DHCP AP BahibMEd i , A& LT WA AT UM — M EEER A E.

o ST EEE : DHCP EREE UL | SuE s R TSIEE Rif., Fian , BRTERENR
HIP FUARN—NEEER T —NEE., DHCP REBEEEHEE | KB EKEIERH
ihm. EFEE, MNRFAKIFFHRT WERE , UAFTEMKXEE.

DHCP B/EA4T{E ?
DHCP HMY X UDP {EA{ETMY , DHCP & Fin & %5 KIBEE] DHCP fR%234) 68 Sig |
DHCP A% 23BNV W HELS DHCP & Fimi) 67 SigH.
REIR DHCP & finfER—NMELH) DHCP fik%23 7 BElkE DHCP % i) #%f) DHCP
DISCOVER #{3C. 4 DHCP % fifi5 DHCP fR%F-#3AER—1MERES , M nERE DHCP Fhksk
% DHCP % il DHCP %525 2 [B)f¢) DHCP #R3. 7£ DHCP & FimE >k , DHCP H4kii{%
DHCP fR%-2% ; 7€ DHCP R%5-25Ek , DHCP H &k DHCP & /i,
Terh4kiH R A DHCP & FIm ey iR A\ AN TVEGER
W TEFR , FEIRBEE DHCP FL4RMIART |, BIXIFEAML DHCP & FinS DHCP RS- 25A03R
NRXEISRE | ZTFEFRA DHCP #R3CPUBAEE .,

DHCPZE i DHCPIEE3E

K
DEINE : BPRBEE

DHCP DISCOVERES

(2 1R4HFER : FRSEEEMMNDHCP
OFFERIBIL

QOREIEMER : TP IB AL
DHCP REQUESTHE L

(@DiiAKER : BRSSREERDHCP
ACKIBZ

i

Bz RS DHCP & P e A\ Mg i TR



% Pz [ & DHCP 32 , AfRUE DHCP fR$5-25F1 DHCP & Fug a] PUEE AR E ., N E{NETXY
DHCP 4kt TR IR HITN A,

M TEFR , ££80% DHCP HRpiaRT |, EIiEAMLE DHCP & Fin5 DHCP AR %25 A0FR3CAE
i,

DHCPZ i DHCP Rt DHCPIRSEE

TS ) &

DERMNER : EFsr ERIX rheEREE A IX
DHCP DISCOVEREY | DHCP DISCOVERJRX

(2)1R{EH1ER : sPEREIRIDHCP e s
- OFFERE3C - DHCP OFFER$EM

CEMER : TP BRI RIKEAERIE
DHCP REQUESTiRYZ | DHCP REQUESTIRY

@) WIAIER : RLEEFIDHCP i 45 52 B 1 [ i
| < ACKIEY < PHCP ACKIRZ

-

DHCP % fimE i 2 R Aptuit i T R

DHCP & FimdF &R AN |, AR AGEERAE AL, 0 TFEFT7R , DHCP & FinE
DHCP 5523325 DHCP 13X , AEFREZ AIE A 1P st FME 22K | AIRERAMLSR
g,

DHCP% Fif DHCPRE % 28

L

(DIEEINER : PSR
DHCP REQUESTES .

(@) WAMER : IRSERERT
DHCP ACKIES

DHCP & FinE Fi RN TIEF3E

DHCP fR&-SBXAMESEHLEIL E s A ED 1P bR | S ECH 8 1P #lEBFAEARS]. DHCP
& P RS 25 e VE LR AT DS T HAEEAA A |, AR SS-28 A BOAR R R Fum A SR AR HA R it
FAMAECE DL , HECEF—MREMNINA R s, FZIZES Pis TARBRotLE |, RS
AURERZ 1P ot , U[EIf 1P b AT DAL AN ERAA HAB R P . XA EIAT AR S 1P itk ir
FIRZ | WH% Fin F&Ja 1P kAR b . 213R DHCP & Fin#& BREE Rzt , § 8%
1P HuEAIFARR (FNREK IP HBAEFEHR) |

DHCP % fi S AT HARE #2420 T B AR,



EFimRE I
DHCP REQUESTIRIZ

BRI EaiE
12 | _PHCP REQUEST]RIZ

™

Y

A TRIFTR , B8%& DHCP R4k , SRR RIS 125 LA FEARL.

DHCPZ fi% DHCP & DHCPAE %
| EPERESIERIXOHCH REQUESTIRY _
B R | e
+p|DHOP REQUESTIE | DHCP REQUESTIEY

DHCP (i
DHCP {241 T BUFHEAL S B | I 25 R LRI B AR R ENE R R RN R
3

o FHHECHE : BT DHCP AEN S EC— B ARARK 1P ik,

DHCP £ 7 RIS , BN IP st A %Y. HRANEEREN , EZEATH
FEFEHIESR Internet FEZ X , IR D EHHIERT EANFRIRIHEN ML TE SR NT
P2E EALEIH ENA FRKKIEEMK IR

o FHENBCALS - LB RIET DHCP MFEE M TN ECEZER 1P Hk.

HEF TEHSEE 1P sk , @ DHCP AREHEDBcAlFE e N TECER AR , AEEHER
GL—HEPEE,

BN shSENECE MY (DHCP) | Microsoft Learn (https://learn.microsoft.com/zh-
cn/windows-server/networking/technologies/dhcp/dhcp-top)

network address translation

Mg HhEE#: (Network Address Translation , NAT) : BiAMNETS , &R FRFBEIRERELE
—AN IPv4 #idk,

NAT BTN TE


https://learn.microsoft.com/zh-cn/windows-server/networking/technologies/dhcp/dhcp-top

Internet (e.g., home network)

10.0.0/24 _g 10.0.0.1
_g 10.0.0.2

138.76.29.7
_2 10.0.0.3

all datagrams leaving local ~ datagrams with source or
network have same single  destination in this network
source NAT IP address:  have 10.0.0/24 address for
138.76.29.7 different source  source, destination (as usual)
port numbers

10.0.0.4

+242 NAT ? NAT JZEBUETLL 2 - 4254 (huawei.com) (https://info.support.huawei.com/info-
finder/encyclopedia/zh/NAT.html)

42 NAT ?

NAT B —FHi R | ERTE 1P BURIRSCKRR IP Mkt 5— 1P itk |, SHiBT
Bum A SEEMIEE R BN, NAT fEA—FHEME IPv4 ARMIARBRITEREA , BT I
B, BEITIZNA.

NAT f#R 7 {HAlR= ?

& P& ARG S | IPvA HIBEARSE A [R) USR8, REIPV6
(https://info.support.huawei.com/info-finder/encyclopedia/zh/IPv6.html) a] DLAAR AR _EfEIR IPv4 1
SRR , BE MRS ML REHMERRAZ ZET IPv4 1, FILTE IPv6 SR
Bl , EA—LIEER (20 CIDR, ML) EFRXMREREEAT , NAT SEXR LT
AR —Fh,

LA TR AR EIRICE A IR E T IR KRS LBBE T NAT TiRE , RESKHWEIN
IP FERIRSCKF ) IP it ie# A B—A IP #idk | s A2 S —NsAS 2 FEAA AN, £
XANIFEF , & URR N2 M SRR 2 N RN A R A SRR, g isH Sk X S
ANRIFALA S, mxEpIEE BB K.

EHAE NAT 27§ Basic NAT , Basic NAT 7EfAR_ESRENPLER R, Rt fedt | AFfmOi
#. AL, Basic NAT RBEfRRFAMEA IR AMEE , TTIEMERR IPv4 itibsaERRE. /FHIR
NAT FEE2FEM g Hitim %% NAPT (Network Address Port Translation) , NAPT Bz 35t
MR OMR , A2 ALNENEZ 2K 1P IE7RAR , Fit NAPT A AT A LE
¥ 1P AR R,


https://info.support.huawei.com/info-finder/encyclopedia/zh/NAT.html
https://info.support.huawei.com/info-finder/encyclopedia/zh/IPv6.html

NAT [R5
ARHE NAT 548 2 SRR RIS T HOR 2 3 B AUHBHESFHTEE 3 , NAT BT KR NAT, B
B NAT A0 =) NAT , FEIEKIIDANBX =Fp NAT 28,

I8 NAT

JE NAT 72 NAT #5#eb | {NTHRSCP AR T , TEN B TRNA PARIAMKIZ R, 2
A FEMAR Internet B, R A AEN AR RIRCERE NAT ®& 5, IR&IEITIR NAT HK
BHRSTPHIFLI IPv4 Hi3EEES AN IPvA SidE |, ATT{ERLR A ST BUE S (4] Internet,

B NAT
B NAT 72 NAT #3i , (NXPRCP R B gIshibAl B s O S8t TH# , TEN AT AMA Y

[EIFRLMIAR S BIZR . BAMAFPENRERARIERE NAT k% /G , WEIET B K NAT AR
SRR 1PvA BEREHE ARLR IPv4 stihiE |, DTSR 22 0 AP RT LAk P2 Pt s ) P AR 55

X\ NAT

X NAT FEHIR R I F2 4 R SR SCIRE EMB RMEE. WA NAT N2 — 5 Th
BE , 2R NAT FIB K NAT [2H 4, WE NAT 24t8RE—&R , R R & IR IR
AORHIIERN B gl X m NAT 2R R 7E A SN A 15[ P ED AR 35 28 AN RAM A 13 R PO ED
PRS2

NAT 2 TEK ?

RARRTEIIZE |, FA19 FUMIR NAT F1E ) NAT sh&E—Fh NAT IR , MBHTERIE, H
2RV NAT BRTERARET |, NN BBEMER , B TERIEEMEM , AEEENA. It
&b, WA NAT 2R NAT MBI NAT A4, WA NAT R LERIE A HEENA.

NAPT T{E[53H
NAPT FEZH THIME AR R BHE S Tin A Fe3 , ATASSIHLS AR A RELE A —AN AR 1P ik
LM, NAPT iRiEmHEX S ARRIMA /A , RIEME TR A,

1.1.1.2
1.1.1.10

Intranet
192.168.1.0/24

Internet

DeviceA
Host src P | 192168.1.2 src P 1.1.1.2 Web Server
192.168.1.2 | src Port 1025 Source MAT | src Port 2048 3.3.3.3
dst IP 3333 - dst IP 3333
dst Port 80 dst Port 80
Protocol | S=IP:5-Port [New-5=1P:New-5-Port] D=1P-D-Port
TCP 192.168.1.2:1025 [1.1.1.2:2048] 3.3.3.3:80




MG OSBRI NIRIEH S |, FRLSER , RERIRSUAEE Internet,
3. W&UWE] Web Server gz Host iR3CE , BE ETRSVERILECEIDIR 2 PREILNFRM , KR

X E pIEE 8 Host B9 1P ik |, B SCA B s S B # A R6MiR A S |, REBRTKE
XZE Intranet,

IPVv6
P, -

o BELNED 32 {3y IPv4 HitEZS(A] ;
o EHEAIEAEL 40 FTHEEKEETS ;
o SRMFERAEIMLE EAHE,

g

flow label
payload len next hdr hop limit

source address
(128 bits)

destination address
(128 bits)

data

&

32 bits

¥

e priority(1£562K): identify priority among datagrams in flow

o flow Label(7i#74%): identify datagrams in same “flow.” (concept of“flow” not well defined “Jii” B4
IXB1RIFHIE X).

o next header( F—1r=%): identify upper layer protocol(_t ZE1MX) for data

o Mims FIEHAL ;
o BUHEBMELIRAD ;
o BAKEMFEHAT— I EEFES.

Other changes from IPv4:



¢ ICMPvV6: new version of ICMP
 additional message types(EHftjEE2HY), e.g. “Packet Too Big”
« multicast group management functions £ 3%4H E3IHThEE

IPv4 Z| IPv6 i
BRHE (tunneling) 1 TE :

IPv4 tunnel
] ] A B connecting IPv6 routers E F
logical view:
IPv6 IPv6 IPv6 IPv6
A B C D E F
physical view:
IPv6 IPv6 IPv4 IPv4 IPv6 IPv6
flow: X flow: X
src: A src: A
dest: F dest: F
data data
A-to-B: ! ! E-to-F:
IPV6 B-to-C: B-to-C: I-P?f-ﬁ '
IPv6 inside IPv6 inside
IPv4 IPV4  nNetwork Layer: Data Plane 4-65

Generalized Forward and SDN

Last Updated: 10/23/2024, 2:30:26 PM

Contributors: CWorld



Outline

. introduction

. routing protocols

g ~h W N

o link state

o distance vector

. intra-AS routing in the Internet: OSPF
. routing among the ISPs: BGP
. The SDN control plane

6. ICMP: The Internet Control Message Protocol

7. Network management and SNMP

BoRNBssEE TEYMLE-BTRE ] 5—Network Layer:Control Plane M4& = : %% 52mE (48
7w, HEEEERIA. OSPF, BGP, SDN, ICMP, SNMP) _—#}_ A#MHIIER-CSDN XK
(https://blog.csdn.net/weixin_53580595/article/details/129482346) , Az,

Introduction

o« FANKAZZEF (Per-router control)

D B AKASE N IREERAN , BT SHARBISTH

HEEERAMIB(E , DUTERERRNE. W TETR

Local forwarding
table

header

output

oo
oo
o
1001



https://blog.csdn.net/weixin_53580595/article/details/129482346

— Remote Controller —
T s — 4 T i
| | [

' ' ' control
plane
data

plane

Routing protocols

goal: determine(#E) “good” paths (equivalently, routes Z3 T & 28), from sending hosts to

receiving host, through network of routers

Introduction of Routing protocols

Graph abstraction of the network



Hep -

« graph: $G = (N,E)$

« $N = \text{set of routers} = { u, v, w, X, y, 2 }$

» $E = \text{set of links} = { (u,v), (u,x), (v.x), (v,w), (x,w), (x,y), (Wy), (W,2), (y.2) }$
e $c(x,X) = \text{cost of link}\ (x,x)$

e.g., $c(w,z) = 5%

Routing algorithm

RIRE I EIA.

425 F , M global or decentralized information:

« global: all routers have complete topology, link cost info #B4 TTEMIIRFNEM , SR BA{EE

« decentralized: router knows physically-connected neighbors, link costs to neighbors &z XEYIE

EFERICPE | S ERER A

iterative process of computation, exchange of info with neighbors 1TEHKIEEFE , S4VERXITEE
M static or dynamic:
 static: routes change slowly over time

¢ dynamic: routes change more quickly

periodic update SERASEHT in response to link cost changes N Ly 4% A B2 R T L)



TOAR I ANUVA YA A \veliuddiovu Ty caywvtiuany = JJUIEN T=JIILHIMIEA AH WAV L FELA NN

itz BRI 48R 1R, RA2BRSEENEIAE HRERMIRE (Link State , LS) &%,
PR IR WNINENE 4 R g 2R R PO FT6H
o NERIEHERE L (decentralized routing algorithm) @ FEEZSIENR. HAhTERARITESE
RETF4EIERR. RN RIAA X T MBI ENTRERE. — MR RIA SR E
(Distance-Vector , DV) Hi% , B/ R4HPRIME& TR HAT R ETHm E.

Link state

EREF , XEE RIS (link state broadcast) BIETEAR. FEAH SRR SHK GRS
=M Dijkstra % , HITEMAET R (BT R u) BIMER FTE HAibT iR IR,

EABAE BRI kK RIERR , ATAIEE) k BT RIREITHER , £ BT R IR
TR 2, X k KIRIERB k DRIKIFSH.

BATE SN TS

o D(v) :BIEEMAIEN , NETREBIBHNT R v RE&REITH ;
o p(v) : WER v iEELaiR/ MNIHERENET— TR (vE)
o N' TRTE; MRNER v IREITHIREEEME , viE N .

BT R U EERRE (LS) BiRE

py
1 # Initialization:
2 = {u}
3 for all nodes v
4 if v adjacent to u
5 then D(v) = c(u,v)
6 else D(v) = o
7
8 # Loop
9 find w not in N' such that D(w) is a minimum
10 add w to N'
11 update D(v) for all v adjacent to w and not in N'
12 D(v) = min( D(v), D(w) + c(w,v) )
13 /* new cost to v is either old cost to v or known
14 shortest path cost to w plus cost from w to v */
15 # until all nodes in N'

3T TERIMLE |, ERREEIRERIETHT



Step N' D(v),p(v) D(w),p(w) D(x),p(x) D(y),p(y) D(2),p(2)

0 u 2,u S5u lu [ 00
1 ux 2,u 4. X 2,X I
2 uxy 2,u 3y 4y
3 UXyV 3y 4y
4 UXYVW 4y
5 uxyvwz

B ERIREAUMIEL(E LS B4 BHERS (Routing Oscillations) .

Distance vector
PEEMmE (Distance-Vector , DV) BEJARE—FIEAH (iterative) . FM (asynchronous) . 9z

K (distributed) FIEFRAL LM (self-termination) .

TIP

XA EEERE , RBEAREARARIERENSEE , WETS54EZEREE.
4 $d_x(y)$ BT R x BT R y BRIEFF4EKEE. UZmEIF45%E 2/ Bellman-Ford 7772485 ,
B :
$$ d_x(y)=\min_v{c(x,v)+d_v(y)} $$

FAZRH $\min_v$ YT x KA 4EEN.



DV BIERASBIINT

D.(z) = min{c(x,y) +

Dy(2), c(x,z) + Do(2)}
=min{2+1, 7+0} =3

Dy(y) = min{c(x.y) + Dy(y). ¢(x.z) + D,(y)}
=min{2+0 , 7+1} = 2

node x tt cost to
table xcoys.' g Xy x”ff mz
x{02 7 X0 2 3 02 3
gV|=e = yj2 01 2 0 1
2w o 2710 310
node y "
table | x°% Xy z xco‘;t ° 5 1
X | = = x|02 7 02 3 = >
sy2 o1 y(20 1 20 1 7
Z o0 o0 o Z 7 1 0 3 1 O
node z cost fo cost fo
table | X' 2 Xy z Xy z
§V|ww « Y20 1 20 1
2171 o 2(3 1 0% 310
— o » time
B TS A SR
BEME AR WA

 node detects local link cost change 15 A& M A4 K A4S AE 14,
e updates routing info, recalculates distance vector EFTEIEB K E
« if DV changes, notify neighbors

AR YR A —SBNIEERKEZ LTI | XEK(SBEFEHEEFERE (routing loop)
IXEER RIB AR TSI (count-to-infinity) **a]#L,

EEmBEEL MBI

FMIFFE (poisoned reverse) , BAE : R z BT y MEEEERM x , N z¥i@E Yy, BRI x KIEE
BELHK , g z Kl

$$ D_z(x)=\infin $$



Comparison of LS and DV algorithms

message complexity JHE 5 Z<:

o LS: with n nodes, E links, $O(nE)$ msgs sent

¢ DV: exchange between neighbors only
convergence time varies Y ESE)AN[F]

speed of convergence W &R E:

e LS: $0(n"2)$ algorithm requires $O(NE)$ msgs
may have oscillations AJ8EH &%

e DV: convergence time varies
may be routing loops BJBEE & FAFA K

count-to-infinity problem 11¥xJc35 ARl

robustness: what happens if router malfunctions?

FREM © AR A HIMIESERE 2
LS:

 node can advertise incorrect link cost ¥y & 8] PUIB & A IE RIS EE A
« each node computes only its own table 4T S{UTE BT K&K

DV:

« DV node can advertise incorrect path cost DV 5 s ] U 45 A IEAR R 1R A A

« each node’s table used by others HAh¥ 2 {F BRENT RHR
« error propagate thru network 5%t 418 1S ML (EH%

Intra-AS routing in the Internet: OSPF

RAEFWF BIE RSN BRI FRERE : OSPF (FHfExEi (L5t Open Shortest Path First)

[EE% S AESE AR EIE B/ANESK , FTUEIT R EERAELRIERIARSE (Autonomous System
AS) RfigiR., FE—TBEIBARGPIETHIKAE AU B IA RSN EEFYINY (intra-autonomous

system routing protocol) .,



T DV:

s RIP

 IGRP

o EIGRP

AT LS:

« OSPF (Eii)
o IS-IS

OSPF 2—FEHeK UMY , B Az 8RS EM Dikstra RRIKFF4HIKZH X, £/ OSPF, —

ARESIMET —IEXTENBIRASGNTEAINE, TR S8 KM EAMIZ{T Dikstra R H
7EIE  DIE— 1T BEART REIFTE T MR,

£ OSPF i} , I&E<3E BIARGINATE RIS EREERER , MA U HARLIHEERT
. FU—RKERIOORKESREZMN , WESHAT RERKSER.

OSPF L :

o & (Security) :BEMSLFR OSPF S Z [AIRKIACH ;

o Z&AARETFFEEMIEIZ (Multiple same-cost paths) : A {E AL &IKE ;

o XEEEZEEMIERNLRETIF (Integrated support for unicast and multicast routing) ;
o XHFEEA AS FZEIREEM (Support for hierarchy within a single AS)

routing among the ISPs: BGP

WNMABHZ A AS FHTHEN , RNFE—BRRGRMEYNY (inter-autonomous system
routing protocol) . ZEFERHFM , A AS 1E1THERIK AS [BIREERIEFRTMY , #RANBRMKHY
(Broder Gateway Protocol , BGP) .

BGP provides each AS a means to:

« eBGP: obtain subnet reachability information from neighboring ASes. \A84B AS FREXF M a]j5/a)tE
LS

« iBGP: propagate reachability information to all AS-internal routers. ¥4 [ 1AM E(EEZITE AS N
ﬁ ju]
EifiZIsEs

and it determines “good” routes to other networks based on reachability information and policy(R] 1514
= EMREE)



BGP HI{EH

f£ BGP 1 , MAFH AR KR —MFEN B Wit , R EHHEE CIDR AATER , HP & a4k
R—DFMEE - TFMES.

BGP AE & RFHFIRMITAATESTHKITFE :
o MEBJE AS FIFEIZRHI X ME(Z E. Obtain prefix reachability information from neighboring ASs ;

o MEZNXFIBM RIF EIILE Determine the “best” routes to the prefixes.

eBGP, iBGP connections
8% BGP IHEE

XTEANAS , GAKHAREAR—AMXIKHZ (getaway router) , EAZ—ANEIKHLS (internal
router) . 7E BGP & , GX{pEHFIELF A 179 i[O MK A TCP EHAT R HAEFEE. BHm
AS ] BGP iE#FRA4MD BGP (eBGP) &k , MAEHRE AS M & B H4s Z [BIE BGP £1EFRA
PHEP BGP (iBGP) **iF#k,

PPN N EIFTR

AS 2

AS 1 - — — eBGP connectivity AS 3
______ iBGP connectivity

gateway routers run both eBGP and iBGP protools

BGP 4iF :



BGP messages

BGP messages exchanged between peers over TCP connection.

BGP messages:

OPEN : opens TCP connection to remote BGP peer(5i&f2 BGP Xf%{K) and authenticates sending
BGP peer

UPDATE : advertises new path (or withdraws old [a]|Hi&1Z)

KEEPALIVE : keeps connection alive in absence of UPDATES (8B EHHIEN T); also ACKs

OPEN request(f#iAFTIFEK)

NOTIFICATION : reports errors in previous msg; also used to close connection

BGP, OSPF, forwarding table entries

How does router set forwarding table entry to distant prefix?

local link '
interface

Nads—x4

[ AS3 X

at 1a, 1d —
82C4
physical link
<"
dest | interface = recall: 1a, 1b, 1c learn about dest X via iBGP

from 1c: “path to X goes through 1¢”

* 1d: OSPF intra-domain routing: to get to 1c,
forward over outgoing local interface 1

Path attributes and BGP routes

advertised prefix includes BGP attributes & & HIBTZEH S0 3E BGP B4

$$ \text{prefix} + \text{attributes} = \text{“route”} $$



- N~ 1 ALl 1Houw viI ryweoo u II\J\./IHII \AARIASI N | Plblll\ (CAVR' AV RIS LA RRAVA R IR B [ SRS } HM\J\JL'U

e NEXT-HOP : indicates(¥§7r~) specific internal-AS router to next-hop('F—Ekm) AS

Determining the Best Routes

BERIEEIE—L BGP B (BGP attribute) |, IR EBHRE (route)

i O R

hot potato routing

HEERMEFNEARAER « T E , RUREHBEREAAREH AS , MALBIEGH AS SMEB
BRSO TS,

TERGEREREE ARG AS SMNIB B HIHEISIR

Use routing info from Determine from

Learn frlor: mtelr)-AS intra-AS protocol to g::t potal;co routing: forw':rdlnlg Pt]ablle tI;e
pro'.coco that su lnet | A T A e ) oose the gateway interface | that leads
x is reachable via that has the to least-cost gateway.
. least-cost paths to .
multiple gateways. smallest least cost. Enter (x,1) in

h of th t .
each ot the gateways forwarding table.

PREREREEE
Route-Selection Algorithm
AMREIMRIBTERE I RERZL KIKA , NIRRT IEBRANAE R T —&KI%A

1. BE#FEIR— 41 {ELF (local preference) EEAHBMEZ — , BB e AT E KR HIE
% ;

2. N&ETHIEET , B EFEAERE AS-PATH HIFEH ;

3. NETHETF |, (FRAR TS AEE , AIEEABRSFEIL NEXT-HOP MK ;

4. NRMB T L ELIKE , KigH23E A BGP ARRTRIGHEFEH.

P {E5%
1P (EHRHIBH,

1. EAZ AR E , BHRAR RS LHHERINE ;
2. BN AP NRFEEN RS FTENEA.



Receive BGP
advertisements for
212.21.21.21 from
AS1 and from AS4.
Forward toward
Server B since it is

Advertise closer.

212.21.21.21

CDN Server A

Advertise
212.21.21.21

CDN Server B

B FE G SR

Routing Policy

MTEFMR, X E—AZB{EHEN ISP (multi-homed stub network) , BXE 2L RREIHIE (G

IR ML L ARER S
legend: provider
network

customer
network:

W)

e Aadvertises path Aw to B and to C
e B chooses not to advertise BAw to C



(X5 AS [BJAN AS PIRBHE ERIEFEARA

o KM% (Policy) ;
o HI#Z (Scale) ;
o MEBE (Performance) ;

The SDN control plane

Software defined networking (SDN)

Internet network layer: historically has been implemented via distributed, per-router approach(J752 _—
BEESHAI. SikHzAESKI), and till 2005: renewed interest in rethinking network control
plane (55 AL N & 32 511 T AR )

Why a logically centralized control plane? A{+Z1%&#F& 5+ iz H ¥ m ?

o FRMHIMLEE | BEKHARIEHR , ReEMEREH
o HFRMEEA ([BIAB—TF OpenFlow API) A YRFz I5Hs
o IZHISFE (control plane) MIFFAR (FEEH) KIL

What is Software-Defined Networking? (ibm.com) (https://www.ibm.com/topics/sdn)

What is SDN?

SDN is an approach to networking that uses software controllers that can be driven by application
programming interfaces (APIs) to communicate with hardware infrastructure
(https://www.ibm.com/topics/infrastructure) to direct network traffic. Using software, it creates and
operates a series of virtual overlay networks that work in conjunction with a physical underlay
network. SDNs offer the potential to deliver application environments as code and minimize the
hands-on time needed for managing the network. SDN 2 —Ff/4& 77i% , ©{F RN BfEFYw
RO (API) IXBHAER AR S SR EAMEE LS| S MKRE. EEAREAEMIET—R
H 548 R E ML R TIEREBINE E /LS. SDN R TN AR EARBEATFHIES |
Frim RBR B> T B IR ML BT R A sh A1,

Why use SDN?

Companies today are looking to SDN to bring the benefits of the cloud to network deployment and
management. With network virtualization, organizations can open the door to greater efficiency
through new tools and technology, such as Software-as-a-Service (SaaS), Infrastructure-as-a-
Service (laaS (https://www.ibm.com/cloud/learn/iaas) ) and other cloud computing services, as
well as integrate via APIs with their software-defined network. 244 /A 8] #2211t SDN B=HI1L;


https://www.ibm.com/topics/sdn
https://www.ibm.com/topics/infrastructure
https://www.ibm.com/cloud/learn/iaas

A

SDN also increases visibility and flexibility. In a traditional environment, a router or switch—
whether in the cloud or physically in the data center—is only aware of the status of network
devices next to it. SDN centralizes this information so that organizations can view and control the
entire network and devices. Organizations can also segment different virtual networks within a
single physical network or connect different physical networks to create a single virtual network,
offering a high degree of flexibility. SDN 4@ S T 7] WHEM R JEME, TEESHRET | IRAIFTTH
Hl—TR R ER I EYIE EEBIET O—RANEEF UMK IR EKRE. SDN &£ 7 X
WEE , DUEAAR UEFITHRAMEIXE ., HLUETER MEMERNN B E R E
UL, BOEEA EAYIE LG DG A AL, WfeitS B R IEM .

Simply put, companies are using SDN because it's a way to efficiently control traffic and scale as

needed. fAiME2Z , AFIEEFH SDN , BAE 2 —FRIEFEABIEHIRENY RNTTIE.

SDN {ARZEHAN T EFTK

4. programmable 3. control plane

control €D .. “baiance functions
applications ; external to data-
Remote Controller —

plane switches

control
plane

2. control,
data plane
separation

1: generalized” flow-
based” forwarding
(e.g., OpenFlow)

SDN {ARZEHE A PIAN RBEFHIE -

ETRMEA (Flow-based forwarding) ;

BEEFARSEHIFENE (Separation of data plane and control plane) ;
L& HIThRE (Network control functions)

A 4RAEMZE (A programmable network) .



SDN Controller

e maintain network state information 432K TS E

« interacts with network control applications({%%!| . Fi#2 #4738 H) “above” via northbound AP
« interacts with network switches(5 483z #4232 B) “below” via southbound AP

« implemented as distributed system for performance, scalability, fault-tolerance, robustness {E55 %7

AARGKI , DISKHIMERE, "9 R, BRIt

OpenFlow protocol
Operates between controller, switch, and TCP used to exchange messages {#f TCP ZZ#iEE
three classes of OpenFlow messages:

¢ controller-to-switch
¢ asynchronous (switch to controller)

e symmetric (misc)

ONOS controller

What is NFV? (redhat.com) (https://www.redhat.com/en/topics/virtualization/what-is-nfv)

What is NFV?

Network functions virtualization (P& INEEREIUL, NFV) is a way to virtualize network services
(https://www.redhat.com/en/topics/virtualization/what-is-virtualization) , such as routers, firewalls,
and load balancers(FHzs. [ kIEF Tz 1#23), that have traditionally been run on proprietary
hardware(LZHEi#{_L). These services are packaged as virtual machines (VMs)
(https:/lwww.redhat.com/en/topics/virtualization/what-is-a-virtual-machine) on commodity
hardware, which allows service providers to run their network on standard servers instead of
proprietary ones. It is one of the primary components of a telco cloud
(https://www.redhat.com/en/topics/cloud-computing/what-is-telco-cloud) , which is reshaping the
telecommunications industry. JX%6RR 45T B AR RIE A LR EIUNL (VM) |, X ARSI ERE
WHERS SR MR T B RS HF LETHIINNE . ERRETHNEEART Nz — , (EEESHE
17b,

With NFV, you don’t need to have dedicated hardware for each network function. NFV improves
scalability and agility by allowing service providers to deliver new network services and

applications on demand, without requiring additional hardware resources. {§F NFV , &I EANE


https://www.redhat.com/en/topics/virtualization/what-is-nfv
https://www.redhat.com/en/topics/virtualization/what-is-virtualization
https://www.redhat.com/en/topics/virtualization/what-is-a-virtual-machine
https://www.redhat.com/en/topics/cloud-computing/what-is-telco-cloud

BHO##—1 SDN :

o _FZ : Floodlight / Opendaylight
o [A)J41E : Openflow
e = : Mininet (https://github.com/mininet/mininet)

Mininet BESRIMAE—AALEF _EARFU— D TEBW TN, FEIRFIZTHAT LR

Network
control apps

REST API Intent

device J link | host | flow | packet

OpenFlow Netconf OVSDB

ICMP: The Internet Control Message Protocol

RSP BIRSCMY (the Internet Control Message Protocol , ICMP) , # F41F17& 28 FASkIRILL,
HIBEME ZHSE. ICMP KRG E 4IRS,

TTL


https://github.com/mininet/mininet

Traceroute and ICMP

 source sends series of UDP segments to destination J%—Z3%1 UDP EX & IXE|B#R

e when datagram in nth set arrives to nth router 4% n NEFRFIEIRENIESE n MNISHEZSES
« when ICMP message arrives, source records RTTs ¥4 ICMP JBEZIHARS , JRidsk RTT

college_assignment/1TE4M%&.md at main - A-BigTree/college_assignment - GitHub
(https://github.com/A-
BigTree/college_assignment/blob/main/learning_Notes/%E8%AE%A1%E7%AE%97%E6%9C%B
A%E7%BD%91%E7%BB%9C.md#56-
icmp%E5%9B%A0%E7%89%B9%E7%BD%91%E6%8E%A7%ES%88%B6%E6%8A%A5%E6%
96%87%E5%8D%8F%E8%AEY%AE)

ICMP FR3CZEFLAN N EIFR

ICMP Type Code Description

echo reply (to ping)

destination network unreachable

destination host unreachable

destination protocol unreachable

destination port unreachable

destination network unknown

destination host unknown

source quench (congestion control)

0o | | | | | | | | O

echo request

router advertisement

10
11
12

router discovery
TTL expired
IP header bad

Lo T [ s Y (N e Y Y s R [ e Y Y s B S O = - I = T R R [ s Y s

Network management and SNMP

MEEEAET A, RENMASSTTRNRE. BaMPRE , LR, W, 8, BRE. 24 ¥4
FHZHIMZE R MITRIR , AR ARSI, SRS RERZSK. Network


https://github.com/A-BigTree/college_assignment/blob/main/learning_Notes/%E8%AE%A1%E7%AE%97%E6%9C%BA%E7%BD%91%E7%BB%9C.md#56-icmp%E5%9B%A0%E7%89%B9%E7%BD%91%E6%8E%A7%E5%88%B6%E6%8A%A5%E6%96%87%E5%8D%8F%E8%AE%AE

element resources to meet the real-time, operational performance, and Quality of Service requirements
at a reasonable cost.

Infrastructure for network management

PLRETRAELS, MLXETRH MBI T EIFTR

managing entity

network
managemen
protocol

aged device

What Is Network Management? - Cisco (https://www.cisco.com/c/en/us/solutions/enterprise-
networks/what-is-network-management.html)

What Is Network Management?

Network management refers to two related concepts. First is the process of configuring,
monitoring, and managing the performance of a network. Second is the platform that IT and
NetOps teams use to complete these ongoing tasks. W& SRS E PN RIS . B 2200
B, BIsMEIE MM FE. FHIRE IT FMEIEVER A SR TTROX L E S H TR S T

AN
Ho

o EHREAF (managing server) : — MV ARERF , BEEASS , FHETEMLEEF L (NOC)
RIEFRMEEIE TR b, PUTRS SRS | 56N SR EEHE. 43, HHFE
N

o HERE (managed device) : HEXIHR (managed object) R ERZFEHLNKIREBAFIAT
TXEERE 4 R AR AR O BC E S8


https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-is-network-management.html

o MEEEIEAIE (network management agent) : EITHEHBERZFTR—NEHEE GBS EERS
#IB(E  EEERS RN SHITH T ERE RSP XINAHBE ;

« PEREEYNY (network management protocol) : iE{TIEBIERSG BFAMFERE ZE , AFEHE
RF2JZEEFEEREHRE | FHFLTHAIE RS EX R & _EXEITE),

SNMP protocol: message types

BB IRIE.,

AT EA 2% B IR TN (Simple Network Management Protocol , SNMP) *2—AW AEINY , BTFEE
AR Z- 23 AR B AR B 25 P TROEE 2 [B)1%3 4% B TR I FN{E 24T

SNMPV2 REXT 7 FZEEIRIC , XERI—MRARAPRERIE#AIT (PDU) , PDU #8330 T EIFTR

Message type Function
GetRequest " .,
GetNextRequest manager-to-agent: "get me data
GetBulkRequest (data instance, next data in list, block of data)
InformRequest manager-to-manager: here’ s MIB value
SetRequest manager-to-agent: set MIB value
Response Agent-to-manager: value, response to
Request
Trap Agent-to-manager: inform manager
of exceptional event

SNMP protocol: message formats



Error
Index

Trap
code Name | Value
(0-7)
« Trap header »<«— Trap info —
. SNMP PDU .

RIEIRWER R LA, THE Trap,

Hr PDU & Protocol Data Unit , &2 SR04t &) S MK ETR PR 8 IT,

Summary

¢ approaches to network control plane
o per-router control (traditional)
o logically centralized control (software defined networking)
« traditional routing algorithms
o implementation in Internet: OSPF, BGP
e SDN controllers
o implementation in practice: ODL, ONOS
¢ Internet Control Message Protocol

¢ network management

BREFRH T HREREAMERN , BRT MR EEATEIRIR, RHH “TEHEAR A Z SDN.

Last Updated: 10/23/2024, 2:30:26 PM

Contributors: CWorld
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Outline

A W N PP

. introduction, services

. error detection, correction
. multiple access protocols *
. LANs *

o addressing, ARP
o Ethernet

o switches

o VLANS

5. link virtualization: MPLS (7))
6. data center networking (/0%)

7. a day in the life of a web request

Link layer: introduction

IR TEAMLE-BINE T | FEZ 8% (toby-fish.github.io) (https://toby-
fish.github.i0/2021/11/22/%E 7%AC%94%E8%AE%BO0-
YEBWAEYAL%E7%AE%I7YE6%ICY%BA%ET7%BDY%I1%E7%BB%IC-
%EB8%87%AA%EI%AL%BE%ES%90%91%E4%B8%SB/)

AT BUNEREERE ZEARE B AMASMLE ZERIKMN , FIE BB+,

RIR— DRI TITRIA I 3 1 35 E #E P M B MR AT E B 08 SR ENIRIFIE 2. {BREIXIRITALIA
FAXT TR S o AEFRARR NSRS FER IFK 137 , RRTE KV IFK H,
HEBNENS , &EFERXENBNEIIZENESZ AT, —EZIRITAET X 3 WIE , ST
MR EN BB AT R NS MATIE R IFK |, S AR B ATUE RN IFK HEIA K
R, It X ERFELREHENBRNLHFEIER. ZIET 3 BT NS —EBHEMER N M R
Z BB ERR. FERX 3 BziEHARM AR EE , FRT T2 A ARANEH AR (REXH
I, KHAMAE) . REEHARARRE , BEIIERME T ik N — b s iiE A8 hh R b EA
R

EXAMEwES , — NI — M IEIR | B SR ET— &R, S AT —
FREERK Z X, TXIRITALAF P — NS R MY

— LML


https://toby-fish.github.io/2021/11/22/%E7%AC%94%E8%AE%B0-%E8%AE%A1%E7%AE%97%E6%9C%BA%E7%BD%91%E7%BB%9C-%E8%87%AA%E9%A1%B6%E5%90%91%E4%B8%8B/

o HLGEM
o JrEkiE
o EM , HF MK
o BURBAITI (frame) : FRFPIER , LTHEZZEMN

Rt R IR OLAIR S

PR ERRTNA— T RBE R (WFK)) BIERAERIAMBIMIET R (— D FMPERER 2 77
)

ANNY

o Rl (Framing) . #&i&3EAN (Link access) :

o WEHEHRE RANIF , MWk, WUEER

o MRXANREZMNR , (FEENRKFEE R ;

o IR{KVARI%E] (Medium Access Control , MAC) BMYFLE 7 MITERERE &R ;
o A[EEAZ{T (Reliable deliver) | ZEFEHMANZYIE (Error detection and correction) :

o H=E (LB IR LR

o TE{REAETRMBENE & (EAMWRLAEL) RIMER
o HETBHERATER « HAEES

Mt afeiE BT R ERSRIL T TS 2

—HRAHBERZIRS | N ETA R ZEHR HOX LS. — MR ER R RAH S —iR
SRS

HERRFE(TAL SR

R E A KT FEMILEIEACES (network adapter) FPSRHL , MG ERCRA R AR AL IEO K
(Network Interface Card , NIC) . i FMLEIERCEE I DR ZITH)ES | XITH)2SEE 2 —1 58
MTHFLERERS (B, SEREN. Z8KENE) TR

— MBI FHRREEA LD T EIFR



cpu memory

'|
—4_% - =T \‘\hosf

bus
(e.q., PCIl)

controller

I physical
—{ranseNssian
v

network adapter
card

Error detection, correction

ZEERINS2YIERIZ RN N EIFTR

| datagram I | datagram I

otherwis -.

detected
error

<+—d data bits—
D EDC

— () bit-error prone link () —

ZEEROMFIZY ERAE

1. &FERE , BEERRNTERRA (parity bit) ”4AZERE (two-dimensional parity) ;



EDC

o EDC=Z&fHMAMLYIEN (TUR{L)
o D=EERZERIGINRIT , FTAEE KERFESIR G,

FERIGIASZ 100% 0] SER] !

. PHXATRR—LENR | BERD
o« FKM EDC FEXAT IS E E LG FNLY IE SR

Parity Checks

BAZEBRIEM (single bit parity) : detect single bit errors

KIE d PEEHMEEM I —APAHE d+1 bhiss 1 REE B (BRK) Z& W (FR%) , SRR T
B

it
«—— d data bits —{p;y

‘ 0111000110101011‘ 0 I

BB MM AR RN | SR MARERINET 1 PURHIEE R,

“H4FER (two-dimension parity) : detect and correct single bit errors



M1 s MU e
d21 7 Ao | dpjug
columnl ik - dijj+1
parity diva,1 - div]) digq juq
10101|1 1010111
111100 1o Panty
011101 011101
00101|0 OM101|0
no errors parity
error
correctable

single bit error

Cyclic Redundancy Check(CRC)

TTEAMEF T2 N AR E5E0 NI AR E TR TUREM (Cyclic Redundancy Check , CRC) %
0, HARAZIAMID (polynomial code) , CRC AN FEIFTR :

> d bits » +— r bits —
bit
‘ D: data bits to be sent‘ R:CRC bitsl pattern

N ¢ mathematical
D™2 XOR R formula



1001/101110000
100 1
101\
000 D
1010
100 1
110
000
1100
100 1
1010
100 1
01 1
III
R

Hd R IHE

$$ R=remainder\frac{D\cdot2"r{G} $$

Multiple access protocols

L IR AITNY |, BiE 2 FR Multiple Acess Links and Protocol,

PIFHSREY (P25 GRS



o PAKMIZZHANFIEA 2 [BIAS s X ra K
o JTiBHERR (broadcast link) : tZEL &k
o 1EZAKM
o HFC _E175ERK
o 802.11 Jo&k R

o« T3>
I
<€ e 55
shared wire (e.g., shared RF shared RF humans at a
cabled Ethernet) (e.g., 802.11 WiFi) (satellite) cocktail party

(shared air, acoustical)

Z RPN

o BANHEH IRV

o {EAIMIAE RS B BELEFRUR T A REIE SR (collide)

o NHRNEIE-REN RIMTERKLFEE | BD : RET At ARRA] AKX ?
EIREE AT , ST EEA R bps fII #KEE , ZEAETHNIAZEG AT i Brsstt
1. BENY— N REEBIEN , AN REA R bps KEILE ;

2. 47 M AN REAEHIENR , /M TTRAEMEN RIM bps, ZRBER M ATRFIG—ITRERE
B RIM B ERER | MEFNT RE—EE Y E XK EIERANZE RM KT EHERR ;

3. YR AEH , EHERASEAFEET R E BN RO AR5
(SRHRIE | IXBRAT RUNARIE, AN IRIKE D)

4. PXR AR , EXRMWAD R

WAL 3 FZEILL ETRIPHN (N FOAEHEHIPRY , MAC)

o {ZiEXSPMY (channel partitioning protocol)
o IE(FEXIN RN (BFE). SR, YwED)
o MELhGAE M TRER
o FEHIEADMY (random access protocol)
o {FEAKISY , AR
o MREWRE



o {BEBRZVIBREHAIT [T RS BRKAEEE AR

AN A3\
{FERS MY
Channel Partitioning Protocols
AL EE R (time division multiple access , f&j#k TDMA) :

o U (“rounds”) {ER{EE (channel) , {FEAIEEIS X EH
o FNLSFEREEPEICHIR (KE=WUEi%mE]) £l
o BRZIN (IR%R) FTEHINFELE 2 ToWvEE

M ZMER (frequency division multiple access , f&j#k FDMA) :

o [FEMBBURFRTCEH Y B— 1 NISIE
o VAR EC— B E SRR
o IRFBFERHIAENBelavh RAIREIHE LA

144k (Code Division Multiple Access , &# CDMA)

o FTAvhRAEBANIME_ LR IATEY , KA EIEMUX Y
o TRIFFEHR (BEESFLRIF , ZMEM)

i/ Ik: N

Random Access Protocols

Slotted ALOHA
Slotted B[R , ALOHA BB BRLTEE , EARIF. G,
RiE :

¢ all frames same size

« time divided into equal size slots(BJ[R] %47 A A/ MEZERIIERE) (time to transmit 1 frame)
e nodes start to transmit only slot beginning(F@F& k)

« nodes are synchronized ([Fid)

« if 2 or more nodes transmit in slot, all nodes detect collision(FTA 37 S &b+ ME$2E)

EENTRF , IR ALOHA FIIRMEANT -

o YNRBA—THMERRN , ©ER T —MEBIFAEIFIEXI BIEHEE A ;



T, EERZIR TTRHERZ R 2 ;

Node 1 1 1 1 1

e [0 (R
e [N s s

Time

Key:

C = Collision slot
E = Empty slot

S = Successful slot

Slotted ALOHA: efficiency
WER BERETR , B TRBREMEAIEN , x%MNTRE SRR R

e RENANTR , BN RBERZIMERE , EENNIRFHHERMZER p
— AT RRINMEEBERE $p(1-p){N-1}$

HT—N R RTEZEE $Np(1-p){N-1}1$

N AN R KR @ K {E $Np(1-p)M{N-1}$ B KK p*

N PHEEIFR K $f(pN)=Np (1-p *)MN-1}$

o N ATLH KISHIRIR A $1/e=0.37$

BPERAFIFIL : (SEFIAR 37%

Pure (unslotted) ALOHA
TE4H ALOHA R, M—iiTERENX | T R ZRB ARt Lt %58,

WKL PEASIR ALOHA 2T |

BB AT % B V(R

CSMA (carrier sense multiple access)



CSMA Ll
PRI

L YA Z RIS, aRAMAELEGE , SEIMINRTEALE. EMEUET | XWHRABIBEAWT
(carrier sensing) , Bl —/N 7 QEEWBIEITEE. RKEF— T REIMUERFE LA , T
RUFFERGINE— BT EIS B & , AJaTTiaiEh.
2. RGBS FHAUIE , FIEUE, FEMEGURT | E AR AREERR (collision detection) , B
L—MEHT RIEEFRN —EENTILEE. RERNEH -1 RIEEEEH T, ERiFELEE
 , EER -4 T IRER R BT — BBEL A,

XN S AT VIR (Carrier Sense Multiple Access, CSMA) F1E AR NK
CSMA (CSMA with Collision Detection, CSMA/CD) #mXi&.

CSMA jHhzE

collisions can still occur: propagation delay({£#%%E3R) means two nodes may not hear each other’s

transmission(FoiANTEIR LA H).
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20| : entire packet transmission time waste(JR ## &N ¥IEA £ 4iBT8]), and distance & propagation
delay play role in in determining collision probability P55 FHEIEIE R 1EREE MIEHIR A E A 15ER

CSMAI/CD(H3E4aill)

CSMA {EERTIEHA |, BURMITT RAREMITEIMLE H H— N RBEETHGEMELamE R, nR—
M RITAEERRENE , HSUWXEREARY , BRRBIBRETRRBEN , KRFIEAR LR,



ur...ruuv

collision
detect/abort
time

(=D
o JERACETAREREIEIR , AU
o RIXHT : MNT{ZE CS

o [ : JHaafEIEm
o L —HFRINBARIX

o RIXIFEF , MK CD

o IXHINR : Y
o HKIMENFER : M3 , ZRERER

o RETEARMENDR , BREGTH , BE— Jam 55 , FTIANEHRKERS 2N

SRUIFER : LERTR YA RAEBRIE R



N3 1IN INRA/H ) A AURAPARZY LY 7\ W V) 4y &) \WWUULO, 4 1 LW | Y+

JRFEEILTR 2

AN

channel partitioning({Si&%//43) MAC protocols:

o share channel efficiently and fairly at high load =158 7£ 5 HE T E B R A FH
« inefficient at low load: delay in channel acces 7E{XTaE BT E=(K T

random access([f#/1.ij7[7]) MAC protocols:

« efficient at low load: single node can fully utilize channel ZE{XTAEITHES : BN T RATUTSFI A

FELRHTE

« high load: collision overhead ki

D IRSRTTRHBKR |, SRR , BERZ IRBAEFRF

“taking turns” protocols(}&7i#1X): look for best of both worlds!

BRI A

o BWPNN (polling protocol)
o ShMEEPMY (token-passing protocol)

o WITSH SRR IHFEET T
o FHFHE  BITRBFIED
BRIX

RISERTHAER  MERE TR, LHRFEEE—E R 6

o BRE I RKUEERENRGETIELIE

Ny =TI I Yo M HTY O



slaves

SHEE Y

155 hE (token) BN — T R EIT—1 T mfgid.
SRR A FT_E B — ARSIk AT,

R

o SREFFEH : KRB IHFETTR
o JER : ABFEWESRE , A0 1EH
o HNAE (token) (SMEERKRAGRMIE , BORGTE LR ; EXRVBIEMERSHE)



I,

(nothing
to send)

LI\ ML
% 40Mbps F{T7( #%){S& , FDM :

o TT : Bl FOM A TEE , BN, HFHBEAE
o HEEXM(SE : REF 14 CMTS - E&H

% 30 Mbps _E1THI{51E , FDM :

o ZIXVIR) : FIARAFER ; #55 TDM 22 A IR
o WNMER : N, TE



cable headend

splitter

cable modem ' J:.',
termination system l
ISP

upstream Internet frames, TV control, transmitted
upstream at different frequencies in time slots

MAC PM R4,
£ BN : T —MEZRA R, &R ITYREX S g AR 2
o {ERIS @ HRESE), SR E LD
o TDMA, FDMA, CDMA
o FEHLTIA (3175)

o ALOHA, S-ALOHA, CSMA, CSMA/CD

o HIBMWT: EHLN T ERES (wire : BEN ), BAEHL N R_ELLKENME (wireless : TT£)
o CSMA/CD : 802.3 Ethernet 1§ FH
o CSMAJ/CA : 802.11WLAN = {$F

o RIS
o &F  A—FOT R
o B ShHTS

« WZF. FDDI. 4483

LANSs

Addressing, ARP
32bit K] IP HhHA;

o WL EHE
o Bl n-1pk : BT EHEERENXER IP FK



LN\ IV P TE UAANTETY ) PUSTLL -

o ATFEMN— MR RAEEESEYIEREREN B — WK (FER—MIFERLEF)
* 48bit MAC it Eth7E3EACES A ROM |, FESHa] DUB TR E
o I _ESEK{EM 2 2RIREK MAC HidiEERAS AR

LAN HhitJE4n © 1A-2F-BB-76-09-AD (16 #HIFRR , B—Hft&R 4 4 bits)

LAN #u3tF1 ARP
S _E g AMERCZSEBE —/NHE—RK) LAN ik,

+—1A-2F-BB-76-09-AD

!

71-65-F7-2B-08-53

| | | adapter
fg/ p

58-23-D7-FA-20-B0

0C-C4-11-6F-E3-98

<

a s

« MAC #ititF IEEE EHEFIS AL
o BIEREMWA MAC #AIEZS[A] (FRIEFRE) MAC 2IE—1 , £FRELAEER)

KEE : MAC b RIFPEAM T2 S | IP bRl b IB ML,

BT MAC it , FEEREMN , FrASFH%3).

ARP: Address Resolution Protocol

I B4 B 14 1P ik , 2n{IHE B A MAC bt ?



VY B P S i = | — LN IR DIV PUSZLL L CJHA ) s ~ 41 UUUITOI, I'INU UUUITDOD, I1I1L- o K|

TTL B[R 2 FEbIt R 53 SR BT IE]. #AYZE 20min,

How Address Resolution Protocol (ARP) works? - GeeksforGeeks
(https://www.geeksforgeeks.org/how-address-resolution-protocol-arp-works/)
The acronym ARP stands for Address Resolution Protocol which is one of the most important

protocols of the Network layer in the OSI model. It is responsible to find the hardware address of a
host from a known IP address. There are three basic ARP terms. ARP X FKHigAT MY , B2
OS| #REIF L% EREERNTMXZ —. ERTNEH IP Hlt-h BEIREAKEE it

NETWORK LAYER

ARP L& R H 3

ARP(HH#AT E13)_HUs EMZ R K 1H % -CSDN 1%
(https://blog.csdn.net/weixin_62594100/article/details/123992695)

FATAA KA TAEMRAEAE SRR X — MY (RITHEATE REI RSN , MMAFE
ARP) . FERAKMMKT/EARGEF , BENFES —A IP HUEAAREBUER |, ©FER B ArfiEit
i (HEiE MAC ik , ASCERFREL AR At ) SR E B MAC iR E E |, T
X—EERIRIE R , MR ECEME T X— it B HSZEENIET 7T — MR KR, X
MIFLLAEFI LT T — I BEESHIFET LT —PERARA—H , AFEITHEN , AFEERAIK
AR , FHSTERINBNEFMRRIESIERIT X,

LIKMNFHATE — A TALN 1P MO SYRERI RS SRR |, SUHRERE ARP,

ARP 433 : X ARP

FATB—AMERALERTER ARP I ITETFE, YRR ANEARIRK = 2 FEE RS AR AN E A A
PREEARS | fRISESEAIRT — 75 : “BRET T , MRS 2 " FEK=Y  "HREK=, X4, #REk40
BT KEMEARE | FEK=thanE TR EMEE.

I FEFTRA—A ARP &SRR HRHB.


https://www.geeksforgeeks.org/how-address-resolution-protocol-arp-works/
https://blog.csdn.net/weixin_62594100/article/details/123992695

HiE192.168.1.1, FifImac TEEIMACRIEE . . . . ..
MHEE. . ...

/ " Ethernet GO/ E%'Herneju.m
- -
PC1 PC2
192.168.1.1 192.168.1.2

CSDN @{FFF[E)17 4+

—AFNFEVIR - S5ECER LR IP HIHMEARE B RWEN KPR , Efs
RIE—A ARPERIRIL. BT HNIFAIE B EE B4 |, SR B ARrEstt (B
MAC Hitit) FE$HEINAK)SKER AR — BT ikttt FFFF.FFFF.FFFF SEIRZE.

—A R BT I EIRER S R IX AT RN TR AR R |, A0SR ALK IERS
B2ZFHF—ELBERIERRWE. YREREREERERZEIENZ G , REXHBESH ARP
FEf , 2text , RIMATHE X 1P It FREHAFMER , SN RIEFMERIY , 7EENIR
PR B SHYIEMIIE A RILE MAC I E.

—IERPHBBEAZ B EAN A TRT . Biek2 N 2RE 2 2

ARP 433 : {3 ARP
E—ERT |, REENENAR— AR, R EE T BENAERR MM EARER—)

ML FEERENMM R EEARRMM L , FEXFHRF , RREMELE , 2]
ZANAETIEY 5l ? FEX A RT , FRAME ARP , KT 220 FEIFTR,

IEES ™ HIBARP RS 2 &

1.2 PRI AREE ,
T REFR IR 55

\

o) e RS R RERE RS 1K
EALESERERNE L TR
B, BESSHPHEE (] EhE
EIRHRY . BIRAF, HELRSE.

]]mﬁ-m
At
A = A
g
ke
=
EE
=

L 2. APESMEEareiE R,
RIS S AL, 1§
ERE=

A A b T o
CSDN @1 =127+

JUES , KL, R ARP RE—FRSE , EFAE—FENX. IH , MFRHEX A AT
TR, RRRBBESHN MAC #ihtRINVEE T AP, DUESRERIRE R PR BIENE K.



ARP FR3CH&T

ARP HhiX, (ARP 13) EZ4 ARP R ARP IBILE. ARP B RIBTHRIHT T
1, ARP IR MBS,

0 2 4
A s
A Hb G BE PG RE PAESRR (op)
ik MAC Huhk
FIETT TP Huhl:
Rk TP Huhik:
H b5 MAC Hihl:
H 47 IP bk

ARP IRSCEK R 28 F55 , MAC HEAHK EEH 6 735 , IP #ihHK R 4 57749,
H , 81MFEAZ AT,

o TR - FEBAT XA TRAE R AT |, PUKMIAIESR 1,

o PMNERY : FOREMSTRPMIGIEZETY . EHR{ER 0x0800 , IR IP Ak,

o ERIEK EMPNKE | SRS ALK E |, AF TR, SETFRAKM L 1P
HiBt ) ARP &SRV Z SRR, , EATRMES Bk 6 F 4,

o BAELTY : ARFARXMRICHER , ARPIFSKA 1, ARPIELZA 2, RARP E3KA 3 , RARP
N hy >k 4,

o KIXTT MAC Ml : AXETIRE BRI,

o RIEFIPHUL : AEFTRER IP L,

o EFR MAC itk : Hal7 R & BB it

o BEIFR IP bt : B IRE/ 1P HE,

ARP MY : ZER—A> LAN (F94%)
=K 250 B B IP bk |, ABEAHER—MLE N B ) MAC ik,
AT

o B, ARRREMZ B (K B IPHIEEA) , {8 B i MAC HILEFFATE A B ARP X,



l RIEWRREFER — WX TEHAT , FREF B EBRAEAIRIML,

FTL, AT #7875 B 1Y IP #itti) ARP &if)f : Dest MAC address = FF-FF-FF-FF-FF-FF
LAN _ERIFTE T mEfaWENXE A,
o B#HUNZEIARP B , B8 A HC K MAC it (WUAIXLZE A, FH AR MAC 3ttt |, BIERE)

o AZINZ G , FEBCH ARP R |, ZZ77 IP-to-MAC #hHIREF X R |, HENEERN.

TIP
o R : FEEIRIFAIFRARLRE
o RENRIF 2 RIAEF RSB A REN BB RGA—H

ARP ZBRNIHRD A -

s TRBEDAZE ARP KR
o THMEEE R

ARP Y : BEREIH A LAN

oK ABBEIBY R4 B AEEIR , RiR AXIIE B #9 1P itk
MAZ :

o ADIEBUER : IR 1P A, B4R IP Hulibh B HEHE—Z

o ABIE—/MEEIREAIN : BAR MAC #hER R, XIELE AR B (4 IP ¥dEiR

MAC src: 74-29-8C-E8-FF-55
MAC dest: E6-E9-00-17-BB-4B
IP src: 111111111111
IP dest: 222.222 222 227

11111111111
74-28-9C-EB-FF-55

222222 222 220
1A-23-F9-CD-06-9B

111111111112 111.111.111.110 222992 222 221
CC-49-DE-D0-AB-7D E6-£9-00-17-BB-4B 88-B2-2F-54-1A-0F

222222722 272
49-BD-D2-C7-56-2A



TN AR | PRIH s N L JAEHALY 1 /) =0y X FH )4 Y Y IATK I

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-HE a1 TIBEHBI11.111

IP src: 111 1iPdest1 $22.222 222 222

|P dest: 2221222 222 222

MA1. 11N

74-29-9C-E8-FF-55 222.222.222 222

49-BD-D2-C7-56-2A
222222222220
1A-23-F9-CD-06-9B

1M11.111.111.112 1. 111.111.110 292 392 222 291
CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

o RECZBURIR , BUREIRIR 1P Hltoh A, B4R IP #iEA B

TIP

ATEML , RAEERBERIE .

MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A
IPsrc: 111111111111

IP dest: 222 222 222 222

IP
P Eth
Eth Phy

Phy ’

—a

11111111111 | N
74-29.9C-E8-FF-55 222222 272 222

49-BD-D2-C7-56-2A
222222 222 220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222992 222 221
CC-49-DE-DO-AB-7D E6-£9-00-17-BB-4B 88-B2-2F-54-1A-0F

o REIZE—EERKZEIM, BAR MAC 3tihiton B , iiPEE AR B 1 IP iR



M1 11111

14-29-9C-E8-FF-55

222222 222 220
1A-23-F9-CD-06-9B
111.111.111.110
11.111.111.112
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B

Ethernet
PAK R £ S EH L ISR
o F—ABU IZAE R EIBMEAR

o HAXRRS : BRTRERAK LAN SRAE K 98% 5 HR

o THR. BN
o WAL BRI : 10M, 100M, 1G, 10G

ROKLRM B TR ((MES%)

222222222 272
49-B0-D2-C7-56-2A

222.392 922 221
88-B2.2F 54 1AOF

Metcalfe s Ethernet sketch

Ethernet: physical topology

o BZXLEM) (bus) : FE_EAMELD 90 FEARFHEARAIT



bus: coaxial cable

o BRVLEM (star) : BRETERER
ERERE (T—)
o hub : JTGIEFHIT , — AW
o switch : aJRAFFST. switch 044,

TIP
KB

o hub XF“TTIEIT , — KW M HIHRIE
o switch XFRHINY /T 3% (broadcast domain)

ME—REZHAN (switch) FEFL,

TNV RARARERZT RSB AR (L) UK (RRAEAMT REAE F~AERHE) .

<

>

switch
star r

]



PN LY
RIEFTIERCASFERAUK Pl 125 1P $EREGH it L% E SR AT

type
dest.
e

e FISHY (preamble) : (7 byte) 10101010 + (1 byte) 10101011

PSRRI T AR TR SRR | (RN H B O N SRERI A X RIS, WA DURIRA
KU IR SR AR T R IE AL

o HbiYIt (address) : 6 FTIJR MAC #ulit , B#r MAC #hdik

ZASRMTE ARt =2, MAC ihibal sttt , RS R BRE IR Z BN , EECES 2
AU

 CRC : 7EEA RS

WMRIBFEIRE , ZFHARIL.

Ethernet: unreliable, connectionless

AKK @ Toiedk. RNalSefiRss

o JUIERE : MUEHIRT , ZEF RS Z EIREEF

o RUIEE : WA BRI A RIE ACKs Bk NAKs 45815 T
o IBATLLMLX EHBHEIRITATBER gap
o W EEEAGIEHIE TCP MG/ rdt , gap #4hE (JREAL , TCP X1K)
o BN, MHEMSEE gap

AR M MAC MY : A Z3HR R CSMA/CD 17 FiihalissE=

BAKPIAR1E
IEEE p)—Le% WARAE :

1. IEEE 802.11 : Jt& /i (Wireless Local Area Network , &J#K WLAN)



4. |EEE 802.16 : %™ (Metropolitan Area Network , &J# MAN)
5. |IEEE 802.22 : Jt£kXim M (Wireless Regional Area Network , f&# WRAN)

PAKMIRIESS 21~ (802.3)
PAKRI{# F CSMA/CD :

o XENR

o NIC ZNRMITEIEE NIC FEREMAKIE : ZIEWWT (carrier sense)

o KR, 1EACAS YMINTEIHEEACSRERAE MG U AT & 1. |, 3N (collision detection)
o MREERERE , BEHINEACHAFSF—FEILETE , [EHL1AE (random access)

Switches
X4 Switches 45 ERE : AT IAE ROABITAKMINY) , FET/E

o ST TIRAERGE A

o XPTEISRMMWL , WEWEK , RIEE AR MAC B TR R

o YIMFEMEAD (&) WERHITHA , FEEA CSMA/ICD HHTHENIEHIEE — 32 itlin 0 — 174
M ER

AT .

o ZHANRERN : EANIIZTHANNGFETUA KD, BEFR , BEER (EH) BRERETHRIEN
o THHBEMERIA , B TR TTHECE

3t : LRk ERE

o FHB—AERMEER AT KIERE

o THMAEFEREAMT ; XA Mg N\ AEERERRCKMENY , IRBRE ; 20T
o FLHERLERRE — MRS AR,
o MAC WMXIERFH/ERSSHT

o Xk : A-to-A F B-to-B' T AR (£ , IR HRIHE



switch with six interfaces
(1,2,3,4,5,6)

THH : ERR
G EPE — /AT # K switch table , SAKRMEBE T -

o FH1H MAC Hitit
o FKZ MAC &3 0
o BJ[E)® (time stamp , BP ttl)

P Bk |

Tt - B¥S
A AIB T S5 WL 4, (mac Hihk) BT PUB L 2

o WHEGEIMT , THMFEI B L X R ATERRA (EL)
o IBFARIET MAC it NGO MRE X R |, AT R

XA : Dk HER
LS BE— A

1 EFFNBER , ZX A MAC ik
2. {FFEF MAC HiiEXt3s# Rt TRe|



1 if entry found for destination # & E#ribHE
2 then{
3 if dest on segment from which frame arrived
4 then drop the frame # iJiEis
5 else forward the frame on interface indicated # & X Eis
6 }
7 else flood # JZit : [RT WBENXRIMER , M ATE MO
AR

ATHA AT RERE — S

ng C

A vs. A
o HERFMEIFEARE , (BEXAE

o AT : FEHERE (KREFRKEXSED)
o FRERZY : MBERERE (WEMLEHKAR)

o EPBEFEAR :
o FTHH : AR | IRIR MAC HilitiE &
o MEERZS : RESMIERARER , PUTREE X

VLANS

4R Virtual Local Area Network , EE3\Ei5M .,
WA VLAN THEERIASHAL (1) TTRARRRCE AR « — /M LAN ERiRHNE , EBI0AZ 1 LANS,

HETF ¥ A/ VLAN :

Py



o 7£ VLANSs [E#% : B HASIITHA (SUGAIET & BRI —F#F)

Link virtualization: MPLS

Link virtualization BI§ER& R23A1Y,.

MPLS 42 : B ETHREMEAR-ESOUNN  IFEHFERIEH : IEBAEEEE , BETEET
Qos , ETREEM) , MEN K

MPLS B4R IRARES label BHATHAREE R (48 IP WG ZIRIR IP kX H3t TH A1)

AT TR

o NOEEHES 1 LER X AMNHEIRER EFC HE XIT LR

o 7E MPLS W& (RBIURL T 558K ) XT2RIRIRAREHITAC I

o BTHOKERS  BERSHERE

o XFF MPLS RIS EZBMRLHIMNLS | I 1P WILK A R E BRI AR T i

MPLS vs IP j§12

entry router (R4) can use different MPLS
routes to A based, e.g., on source address

/KDX

o IPIRE : 2K B AR SN EUR T B sRitit
o MPLS IH : ZAEARIEE , 7] AE-T A B SRt

MPLS FEEMSF BRI ERIRE « R KT , KA RIS

Data center networking

PAEFOML - —REWT-E+ T EAEHAMAL DC ML , BMEMRE. BB,



NI 1)y BF ATTHPIR ) IS =W 2

BB , WRAIE | MXFHIEARIR

mBNER - VAEKES

RSN FimiEsk
BBEKRSAREIEF O
BREIERGSNBE P (TR P inlEmEuET OrRPEEa)

HEX
AESTHAZ IR , HBEPEFY2 IR AL

ERES 2z B MEIL (AN TRERIIE L 1E)
183 AR BTS2

A day in the life of web request

[BIBR : TWHEAEKKIHTE
Top-down HITMYARIRFELER T !

BNERFXTVRE. EHE. MXEMERE.

A day in the life... connecting to the Internet

ENATFTE—A P L, E—BhEEEHSA0 1P 3tk , DNS foitiit : X DHCP

DHCP V&R 34E UDP o, H3R7E IP , H37E 802.3 AKX M

PAKRIEieE LAN £ % (dest: FFFFFFFFFFFF) | #0217 ) DHCP AR S5 25%1iE)

UK M figEsd IP 348 |, figEidk UDP , fi#Eidx DHCP

DHCP fR%5-354E A DHCPACK A3E% i 1P it , SB—BkRKFa2S P #bibAN DNS 4 F RS 25tk
£ DHCP MR 28513 , WUBIT LAN 3R GTFI)ER FunEffiis

% Pk DHCP ACK V&

ZE, B FRA T Pl , ZET DNS IS4 MRS AW EFA 1P #uht . SE—pkikr2SH 1P #hht



A day in the life... ARP (before DNS, before HTTP)
o TEAIX HTTP request 53K Z il HE4NEwww.google.com]IPHttiE : DNS

o DNS EHHEAIFEE |, £13E7F UDP E&7 |, 1235 7F 1P BUEIRT |, HREAELIRMIIMIER. LB A I h S
M BERFEMERHZINIED © MAC 3k : ARP

o ARP T HE , #iIRESS AN , A ARP W4 | A1 H IP #h iEE /NSO A MAC it

2, & FunIAEAE S —BhEEEHEY MAC itk , FTARTUAIX DNS &ifjii 7

A day in the life... using DNS

A7 DNS BHH IP FUEHRIET LAN ZTHAEAR , WNB FinZ| S —BkigHas

IP BRIk e R , MRIEZE comeast M4 |, B (IERRM RIP , OSPF , IS-IS F/2k BGP #} iX
BI%) % DNS fR%=%

#7 DNS B 235G

DNS %23 B84 % Fim - www.google.com B IP itk

A day in the life...TCP connection carrying HTTP

o ATKXEHTTPIER , B PinfTHFEHEX web fRE-28#) TCP socket
e TCPSYNEX (3 KiBFHEE 1 /3BF) HAKEE) web RS 25
o web fR%-28F TCP SYNACK W2 (3 WIBEFHE 2 IEF)

ZI, TCPIEHEALT !

A day in the life... HTTP requestireply

HTTP &5k & 1% %! TCPsocket #

IP ¥iEHRAEE HTTP iESK , =& KHZI www.google.com

web RS2 HTTP N & | (B E KA )
IP ¥UEIRAE HTTP N & &/aHIgHEIE Fin
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Outline

. What is network security?

. Principles of cryptography

. Message integrity, authentication
. Securing e-mail

. Securing TCP connections: SSL
. Network layer security: IPsec

. Securing wireless LANs

0 N o 0o B~ W N PP

. Operational security: firewalls and IDS

What is network security?

Network security /2 :
o NEM | AR EAEENFROTRERIEMMEMAIRINS |, FEEM -

o BIEFTEIRI
o HUOTIRIER

o WIE : REFMRRF FEBHA RS 4
o WICTERM KB, ERAT FEWANREFHNERTREERFRYE
o VslRHEFIFRF T ME | IR ATRURA AR X B S 2 7B

PILEAE I ST BB =F
WHETHER -

ISRt A A A
FFA S ) Web browser/server
TELARITHG client/server

DNS servers

o RE{EERTIF

E=Fa] DA :
o GINT : IR



T WIAX s T VAL /) =0-H NS ) 1A H )L

o B BREFTHERWTEY | HEEE

o FRLEMRS : FHIEARSHHMEE A AER (e.q BEX RIRNETEER)

Principles of cryptography

Principles of cryptography BN N3 RIE
—LeEpaa)iC

o plain text 434
e cipher text %3

B EBANEMEST DA -

o SIFREAAEIDS | X T AR AR
o NIFEFATILE | REFERRRFNABRHTNE | FlGEAEC NI THRE

XEREBAME

Symmetric key cryptography B Xt #RE248IN %R

WHHEZ =P XA .

BHRE
INERLERETD , A FEERABN—AFE (EREERE)

DES: Data Encryption Standard

o BREMNER , IYERERRY (block cipher)
o US fINZEEARAE[NIST 1993]
* 56-bit XJHRE4H, 64-bit BISCHIA

DES AHRR 2 , W HEIEE KHKETE.,

ft 42 DES Hi% , % DES BiXWEARRIE - K1F (zhihu.com)
(https://zhuanlan.zhihu.com/p/575214691)

DES B— N AMERE , MERAXANEITINE , SIRIAFEEAI—35 , — I
DES DA 64 A9 4H , MNEMREREIEAER. EREAKER 56 (2, RASHSE 8 L2 Ak


https://zhuanlan.zhihu.com/p/575214691

{f DES &% :

e A3 M key, 3EDESIZH
o WU NEREBERA

BR2MERER T, ATAZIHEL TR mMET X,

AES: Advanced Encryption Standard

o HEBRRY

o FTEIXTFREREA NIST #RME(Nov. 2001) FiF## DES
o MIE 128bit FZAMNER

o #¥ 128, 192, or 256 bit =FhK E R4

{458 AES N ? ¥ fi# AES MMEEILFIRIRAE - 1 (zhihu.com)
(https://zhuanlan.zhihu.com/p/562256846)

AES BSRINEArAE , RS XFR Rijndael I1%% |, £ EEBCFBBUT AR —FR XN EFR
. XARHERRSRIREKLH DES , BRieSW et R ZEA | R AES B8 AXFRE4AM
BHRRIMTREIAZ —.

AES TFF=FKER®4ER : 128 {1, 192 {7 , 256 {7, FHKFRETnM AES128 , AES192
AES256 , SRR L ETEH AES BIAN AN EK EE4AMER.

AES MEFASRMEEL , 185N SR © SubBytes, ShiftRows, MixColumns
AddRoundKey, XLBERIETXFEASCMERIIT RSN ER, BAMRTIRIE , USTLNER. BE
B, SRR MEE R R R AT,

NIRRT F

MFMERER G — MR KRIER - RAHEMENNEFZ T, BUTARE. REFHERES B
TERKHE#, AFFEAREFEMESNHREATLFTL AR AL [Difie-Hellman76, RSA78],
IXFPERL S — AR AR XA -

o REAFMEHWS THLZEHN
o —NRIKRAFARET R
« R BMtmEDE

RSABEERIE (—) - fr—I&fM4 B (ruanyifeng.com)
(https://ruanyifeng.com/blog/2013/06/rsa_algorithm_part_one.html)


https://zhuanlan.zhihu.com/p/562256846
https://ruanyifeng.com/blog/2013/06/rsa_algorithm_part_one.html

(https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key exchange) , XMNEiLBA T HAib
B, MTARE , NEMfEEe] UERARRIAIN , REXPFRLN 2 87772 K% R o< ZRED
A, XEERUE R T B AR,

X FR AT N AR AR X RN R B

1. ZERPHEES (RINRE]) . APRATTH , EMAZT RS , AR REN,
2. RABRMZ TS , REREXMEEME.
3. ZARRIMERHIEE , ARARE.

RNAMEBREER BRI, BARENANR , BENEREH.

wh

——————
il e g A
- | ¥

- ———— gy
iy il e e

1977 4 , ={u¥FFK Rivest, Shamir 1 Adleman it 7T —FE% , ATRASSEAES#RNER, 3XFH
EIERMI= DAL T4 , IHHRSA B (https://zh.wikipedia.org/zh-
cn/RSA%E5%8A%A0%ES%AF%86%E 7%AE%I7TWEE%B3%95) . MARETEZIINIE , RSA Bik
—HER AERANSENFRMEBEEIL". EASKW , RAEBITENMERHS , #B RSAHE
5.

RSA

AFFEAMEZ RSARE [BEEHTEHRRGKIN] _rsa BIAAREL_MIKE £iCHKH & -CSDN 1%
(https://blog.csdn.net/m0_51607907/article/details/123884953)

ETERE

1. AN AKREE p A qEBNMECR 1024 1)

2.9TE n=pxq M z=(p-1)x(q-1) (HF n FRREFIERE)
3. EE— NS zHRp% , 4HA d

4. 3E)— e {FiHRE exd= 1 (mod z)


https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://zh.wikipedia.org/zh-cn/RSA%E5%8A%A0%E5%AF%86%E7%AE%97%E6%B3%95
https://blog.csdn.net/m0_51607907/article/details/123884953

&A=

1 OREASCE RLLAT S | RIS A k Gzpgsk P EDA] , X k 2R $2*k<n$ IR AL,
2. ST HURR P, TR $C= Pre(mod\ n)$ , T C B4 P L.

fREmAIE
SHEANEIHR C |, 118 $P=C d(mod\ n)$ , P BIABAZL,
RSA HiERAER
EIENFDHE%E‘EEI
wEam ~,
. publicKey
A""E
nmxanME
Bob {ﬁ?}féi}ﬂzpar?égey Alice

RS - P ARASSREN (csdn.net)
(https://blog.csdn.net/m0_51607907/article/details/123884953#t14) B it [A) o] ABEFF—F

RSA F— M EZERIFME

Kg(Kg(m) = m = Ky(Ky(m)

SN, RE SHRH, REH
AL N

Exponentiation in RSA is computationally intensive. RSA ISRz E 21T E R ERIMK),

CSDN @MIKE/ LR


https://blog.csdn.net/m0_51607907/article/details/123884953#t14

Message integrity, authentication

Authentication

BME RSB SIALE

Protocol ap1.0 : EHEREXT {52

Protocol ap2.0 : Sy A{EEFMAT IP ik

Protocol ap3.0 : M A{EEFMAT B C HERSIERA

Protocol ap3.1 : S AEEFMAT BCHMNE Z G EREKIERA

B B AIAHRER I8 , ARSI 7T,

Protocol ap4.0 : >k TFBR Alice fiEEKME, Bob &1%% Alice —4 nonce, R, Alice WUR[BIINR Y fa
B R, RN FAEIFH key.

Nonce: —4 R F—ix (once-in-a-lifetime) HIE¥ R
BB EFTENAEZ—MIHRANES . MM REFTELZIMA |
Protocol ap5.0 : {§/ nonce , AFFEREAMBFLA

G =il FEB ) AFER

o Trudy BT HIFEANE R , %4 Bob A4
o Trudy &k Alice KMEEFAE] , A Alice i A 4RAEEIANRLER

Z|If, Bob 5 Alice Z [B]J{EE L% Trudy Bk



~R),
R Send me your-pubiic key
K, (R) | L
I \ T >
Send me your-public key
K, ,
A +
Trudy gets < KT(m)
-t
- m = KT(KT (m))
L KA(m) sends m to Alice
m = KA(KA (m)) encrypted with

Alice’ s public key

Message integrity
Digital signatures
BIfFaEs. KNELTFELS.
R

o AJEUEME verifiable
o ANBJ{hi&EME nonforgeable
o NEJHEHME non-repudiation

HpEL

o WERZE : A (Alice) TJRAAEMEAIERAE Bob , MARHMAZLE T XY (A1F Alice)
o BET 4 XHXH , MARHEXH

UK

o TSI Mm% F4E4 - Bob (ERMBCHTLLAN m HTTEE |, ABHFLE $K-_B (M)$



DOD S Imessayge, I1n (??: KB l:gyu O Y IR m,KB(m)

Dear Alice
Bob’s message,

Public key m, signed

encryption (encrypted) with
algorithm his private key

Oh, how | have missed
you. | think of you all the
time! ...(blah blah blah)

Bob

Message digests

EXEREENE , KRS TATTRANE AN SRERT AR BT AENNE., FUABILAE
T—MEENKEART, XMEREIRIHE (Message digests) .

X3 m E SR H , BAFEEKERIRGHE Hm).,

large
message
m

H(m)

BSR4
o ZXF1
o FERETKE
o HE—MRCHE x , RIATE S FIRSGETE _ EE2R1TH $x = Hm)$
o {BiX Alice WEIFRIC m , AREF &4 $KN-_B (m)$
o Alice {#f Bob H/A4H $K_B$ XF $KA-_B (m)$ HEITHAE , FIKT $K+_B(KA-_B(m)) = m$ 2B AL
WKL, BBAZKZ XN A—EHHE Bob HIFAEA.

WFES = WRGHRHTRTEE



large
message; »| encrypted
m msg digest
- Kg(H(m))
Bob’s digital large |
private eeesss N signature message ,
key K- (encrypt) m BOEI_S -l digital
B N signature
+ key K
encrypted J (decrypt)
v msg digest
Kg(H(m)) '
H(m) H(m)
equal
?

Hash function algorithms

8 TR E/ N « TEEAE MD5 1 SHA-1 I KEFRER-FT4M (xinhuanet.com)
(http://www.xinhuanet.com/politics/2019-12/27/c_1125394020.htm) , Bz,

IE)[E2Y 2004 4F , W TEFREBEEFRKG , XIFEEAETHR—F.

XM 8 A, FEXREMMNEZEEHN BFHERER XS L , T/INEIXT BCHHFREXTT
MD4., MD5. HAVAL-128 1 RIPEMD P9/ ERE 4 B E AR LA R

XHIAFRE 2004 FHEEFFREAREMRLER |, ERFEARRN 72 E. YEEFREBRS
SERE LEE MK E4N ? MD5 HEAIT , ERPEMNNAHEIR, SHA-1L BARTEE......
ZEX , BEEEFFERARRIT (NIST) MAKETIEH R MD5 M SHA-1 Bk , 2E
R ENARSH, NASEER MRAEEE L , FERHIATERELRAGHNERA , BE'AER
B2 R

XZAX , SHA-L KB &IR. 20054 2 A , EXEBFHNEREELREWT4 L, 5 £ELKEMN
FRNT T BHERBRREL LNEERRAER—ANGE T RBEFERNENEF 3 NLHREXS
SHA-1 &8 AT,

2005 £ , E£E (FR¥ER) FEA—BIXET , A7THARBANIRE— (FiR | ZREFRE
M), RET E/haHEBA 10 FREEIFHRFARSR.

2006 4F , NIST fi#n 1 SEEEXFBHIA 2010 G2 BIZRiE L SHA-1 BRECR | IFTIREm 2Bk
TR B AL S AT E FRAR AR A

“KBEBFRBEIRRT4
SE UL, BHME, YR, DEMEEERNIR. ZTH , XEABARMNRL

B, BEATERRIANE , FREERMBRE 2R,


http://www.xinhuanet.com/politics/2019-12/27/c_1125394020.htm

B EREATHD ? RFAN—NERFFREAT AN , EMEE/NRITT SEZENE
FRRE.

ENARNAEMNEEERE , FRHEIEE. AL, R, SBESERMEXA KR
e, ZUDEEHHERNE S, HY , AREEIERRREM , MarldN @+  EEix
REAEN | BIAREHER,. AR ; HFLEE2FEBENZ NAEEAAR L ; BHRHRE AR
IHME RN,

At , BFE L EIEVIIFS R — R AR NAEM AT IR, Jit , AAREBHE
=N, BEATIEHEREL.

B LSRR, TACREEKERNHEEEREE KENKFE , MEHENGE N ASRE
HE—HTEE0—H , BERBNER L LHEEBR TS NEEE—NMTELC , BMEERXHE
R—NEEE |, SRS FE NS NEARER 1850,
BHERFSEFMRAGHAEEREZKIT T AT, BBGIE—ABERNE TR —IFEXT , BF
BHEARMEHITE ST , BMELBE L —BURVEERI , EEIRFRE , MATHERE
MR ERPRTEARR",

RERIRORE L ER

SEKGITEIME/ N dheilig MD5 (WL |, AR EZIMEIRF T WiE , MAFEHSNA
X, 57T 400 2R , LENARE  ESTH=1TAARSEIER. 7
FTNRIREEBRERPHRS | ERESINTUEERLHRE, EFPERERENIRESF
, BEHREE—ADIEFRD , TIRAZERN , MSERTIHTAIA  FZHRERFK , T
RANENE | BXFRENFE—EIZER TR,

BTERET , TN BT R EELFE]. MIIRNEEREE NAE  WT—FEPH
BHEE , FABTARARR , FEUERGETERW ; FAREREREBRANHAE |, L30T
WIDKER—EH, S 5FLARRNERBIBMR. "REZIKL,
FINENRTERFRBIF AR KREBFET AN , BABRTERFERAGDBRAMBE  BERREEE
ZERNEANBEFNARDN , RERBCHNLNEFRMFRNBIERIN ARG SX] )5
MM FEHAERFR.  (CETHXR. FHD)

AR LB (MOIEMEE)

« MD5 (RFC 1321 #5/f , AER2RE , BRBEAMARE. CE8% ZE%ER , ¥ AT TEX
)

SHA-1 (US #5HE , AER2RE , [AL)

SHA-128

SHA-256 (Efr ERAE ANEX)

SM3 (HERNEPMEFFRNEE , REBRALLESS RS , EEFATERS)

Public-key certification

ERMEBF N T,



T AKX/ AE‘IH SF I /L0713 HPJI T I AJVPANH LWL W) iy uovi oy

’ e digital
iﬂglii ~. signature
key Kg ) (encrypt)
, CAe™ certificate for
Bob's . private , .
identifying ¢2it8" key "~ CA Bob' s public key,
information g signed by CA

o KAERF A EIAERE certification authority (CA) 11404 Al {EHUIET

CARIE—MES , 4 T KFEEMBNAE , MEEW CAZKEN (1 CARBC AT &
E(:I ) **

e CA 1y “this is E’s public key”,
Uk AL+
—a H5 (EBRTEME—)

FYUEAR S (AR
UEFTRAT#

(E7=!
This Certificate was issued by:
Class 1 Pubbic Primary Certification Class 1 Public Primary Certification
b o O A HM
VeriSign, Inc. Warisign, Inc,
us us \
Serial Number: W:ED:BA:TF:S'E-:FI}:DF:H:EC:H:FE:IE:M:H!:H:M:SS‘/ Al
- This Certificate is valid from Sun Jan 28, 1996 to Tue Aug 01, 2028 — l-l ﬁk%ﬁg
Certificate Fingerprint:

97:60:E8:57:5F:D3:50:47:ES:43: 0C:94:36:BAB0 62

This Certificate belongs to a Certifying Authority

™ Accept this Certificate Autherity for Certifying network sites

¥ Accept this Certificate Authority for Certifying e-mail users

[ Accapt this Certificate Authority for Certifying software developers

I wam before sending data to sites certified by this authority

Ok | Cancel

8: Metwork Security 53

Securing e-mail

KRBT XEBRBIUKEBERET , RIEMZZAHFHEX—ERERL.



H(Y [ Ka()

Ka()

H()

Alice :

o LRI FRES SK_S$

o {FF KS XHRITMECH T HEK)

o X $K_S$ 1§ Bob HI/AFABH TN

o RJE $K_S(m)$ 1 $K_B(K_S)$ %4 Bob

Bob :

o {FHABECHRTAME $K_S$
o {F $K_S$ iR $K_S(m)$ 5EHRT

H HK:o Ka(H(m)) K &=

o Alice 7T 3/ keys : BCHIF4ET , Bob A4 |, Fi-AH KX HRA 4

Securing TCP connections: SSL

SSL: Secure Sockets Layer

MfER SSL RFH. EF TCP N AREUERERMT LM,




o e
AppILca‘rlon ________ SSL sublayed_ .
TCP f-//fI'CP TCP socket
socket IP IP
TCP API TCP enhanced with SSL
ST

o confidentiality
e integrity

e authentication

ssl &{t4-ssl #l tls KX HI-SSL uEH | Cloudflare (https://www.cloudflare.com/zh-
cn/learning/ssl/what-is-ssl/)

+4R ssL?

RZEEHEFE (SSL) B—FmEEi£ (https://www.cloudflare.com/learning/ssl/what-is-encryption/)
MY (https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/) . & &4 Netscape
T 1995 & , EFEMIR Internet IBEFHIETL. SHRUEFBIETTEN. SSL 214 AR
X TLS (https://www.cloudflare.com/learning/ssl/transport-layer-security-tls/) KRS .

SO SSL/TLS BIMuSE) URL S8 “HTTPS (https://www.cloudflare.com/learning/ssl/what-is-
https/) * , TA=Z“HTTP” (https://www.cloudflare.com/learning/ddos/glossary/hypertext-transfer-
protocol-http/) .

HTTP vs HTTPS

User Insecure Connection Normal HTTP

E‘@

SSL Certificate

User Encrypted Connection Secure HTTPS


https://www.cloudflare.com/zh-cn/learning/ssl/what-is-ssl/
https://www.cloudflare.com/learning/ssl/what-is-encryption/
https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/
https://www.cloudflare.com/learning/ssl/transport-layer-security-tls/
https://www.cloudflare.com/learning/ssl/what-is-https/
https://www.cloudflare.com/learning/ddos/glossary/hypertext-transfer-protocol-http/

SSLITLS 3L {E ?

o ATIRMHESERRFL (https://www.cloudflare.com/learning/privacy/what-is-data-privacy/) , SSL &
XPIET Web (FHiEEEHITINE . XEKE , TMXEBIHEBIER AR R 2E RV TAMR
WAL .

o SSL EMMNEEIRE 2 B BENFRAIETF (https:/Imwww.cloudflare.com/learning/ssl/what-happens-
in-a-tls-handshake/) SHIIETFE , R MR EHRE S IERRERZ 4.

o SSLIEXTHUBHTHFE R , DURABHETTEM: | BFHuRE E SEEhX B MR E Z T E R

SSL BT ZENR , ReMBEARIGE, SSLIE 1999 FFHA TLS,

SSLITLS J{UEE ?

5], Web H8UR2MBISOER S , TAAREEHESEATLUEE, Bian , MEHTREN
BT MMk, T TITHRIEMEE A THNMERES |, BAXEA- RS2SR R
Internet _E{&4%.

BIEE SSL MR 0 T LU E MM BFHRH A SRaRL, 1Bt %t A AF Web BRS 282 MR T A SR
1TE , SSL ATREEIRMIEM A RAEB BIRELNTS. HBRENEA- RS METUMERS |, X
TEARAT T\ RS R Mk AT I,

SSL SRAT PABALE F KRB ML I « T8t Web RS BHHTSHT | XEEBE , BAKEE
B A ST O PSR A S ST IGE., BB IE B A B RS BIE | 52
AR IR S —HE,

SSL #1 TLS B[R—[E]==0g ?

SSL ZB— 1A TLS ({EHEREM) NIMXWEEIS. 7£ 1999 4 , BRI TF2{T54
(IETF) $2H 7 Xt SSL WEH. BTLIHEHRZER IETF FFEK , FNEEDBE Netscape , A&

BEHCA TLS, SSLMEmARA (3.0) 5 TLS WE—RAZEHTHEBES , VAEHRERAER

RTBNBAE,

HTEMNRBMIXAE R , SWARELELRERAIFRA—R, BLANRER SSL KFER

TLS , Hftb ANHERAARIESSL/TLS %, ®A SSL AR ERANIEE.

SSL {ARIRB %A ?

SSL B 1996 FF#fEt SSL 3.0 BURAEFEHE , MEFA. SSLIMXFHFEZINEMER , ®E&%
KEWZILFER., KhRLE , RSEIAR Web ¥ EMKAEFF SSL.

TLS ERAEMLE _ECHERRHMNETNY , REBHFS ATPEEFRASSL %", XA aESFERK
TLBRARZNIETREBEIRZE, XL, 45R M SSU YT AN B /L& 52 TLS

AP, XERAZTZERNITAAAE. B2, BTHESANERISSL &R, RXAMAEE

WL MU L RL TEEE A,


https://www.cloudflare.com/learning/privacy/what-is-data-privacy/
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

4R SSL M+ ?

SSL REEREAEH SSLUEH (https://www.cloudflare.com/learning/ssl/what-is-an-ssl-certificate/) (%
AEFRATLS UEH") HIMEERKIL. SSLIEBRMGFMESEE—FF | uEBAE ARUZE 41K
HX54%. SSLUFBHEMuLEy BFEFHARS 57T BRIE Web £,

SSLIF BT REZENEE Y —EMILH/A B4R (https://www.cloudflare.com/learning/ssl/what-is-
a-cryptographic-key/) . 247 (https://www.cloudflare.com/learning/ssl/how-does-public-key-
encryption-work/) {F1FINEMSHIUEM AT RE. BFRHIREERLS , IMEMAES Web fR% &
BARLWNMNERS. F , Web [RFFEEE —MRBENILA RS, TLBMEERQBMENE
1.

BRI (CA) faTTik SSLUEH.

SSL iEHAMPEAR I ?
BILFHANEZEEH SSLUEF (https://www.cloudflare.com/learning/ssl/types-of-ssi-certificates/)
—MEBTUAABT—AEZ AW |, BARRURTZEE

o *EAYE . »BE SSLIFRLUERT—MR (43" EMILRLFR , BI20 www.cloudflare.com
(https://www.cloudflare.com) ) .

o *BECHT : HREIER—#F , BACK SSLUERERT—ME. B2 , EEERXITNFIN.
F4n , BECER A A = www.cloudflare.com (https://www.cloudflare.com) .
blog.cloudflare.com , #1 developers.cloudflare.com , TTEBIF P REBEFE— .

o **ZIE ¢ WP BN, L8 SSLUFR T AN BT Z AN A A8 KB,

SSLIEHCAB R RINEIEER. BIERAMEEREE—HF , FEEANRARIFERERIBRMEM
.

o *MFINE IR RIEASMEIELR A , WEREEREN. R FEUFRR M ESIER.

o FMALIIE X E—NBERSEANITRE IEPHMEEBREREBRA REll, XL
WFRES A FEH.

o Y RRINE 1 “ERL SSLUERZAT , FEMAHLHITLEANERRE.

Pretty good privacy (PGP)

Internet e-mail MNEAR , EX LRI, ZARE—NTEVAR , FERWAETIFEK. FERLILK
GPG AX , 5 PGP EXTLHME,


https://www.cloudflare.com/learning/ssl/what-is-an-ssl-certificate/
https://www.cloudflare.com/learning/ssl/what-is-a-cryptographic-key/
https://www.cloudflare.com/learning/ssl/how-does-public-key-encryption-work/
https://www.cloudflare.com/learning/ssl/types-of-ssl-certificates/
https://www.cloudflare.com/
https://www.cloudflare.com/

=—=—BHbI1N FbolF SleNBED MESOALE-——

Hash: SHAl

Bob:My husband is out of town
tonight.Passionately
yours, Alice

=-==BEGIN PGF SIGNATURE=-=--

Version: PGP 5.0

Charset: noconv

yhHIJRHhGJIGhgg/12EpJ+10o8gE4vEB3
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http://localhost:8714/01-introduction/
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Computer Network Learning

(https://github.com/cworld1/cn-learning/stargazers)
(https://github.com/cworld1/cn-learning/commits) (https://github.com/cworld1/cn-
learning/actions/workflows/build-deploy.yml) (https://github.com/cworld1/cn-
learning/blob/main/LICENSE)

Some notes and code about CWorld learning Computer Network.
Get Started BT{E[JiE ~ (https://cn.cworld.top/)

Or you can get PDF file (https://cn.cworld.top/cn-learning.pdf) automaticly generated by github actions.

Local Development

Environment requirements:

¢ Node.js (https://nodejs.org) 16.14.0+

1. Enable corepack & pnpm

If your Node.js version is lower than 16.13.0 , Please install corepack

(https://nodejs.org/api/corepack.html) first.

sh
1 npm install -g corepack
sh
1 corepack enable
2 corepack prepare pnpm@latest --activate
2. Clone the repository
sh

1 git clone https://github.com/cworldl/cn-learning.git
2 cd cn-learning


https://github.com/cworld1/cn-learning/stargazers
https://github.com/cworld1/cn-learning/commits
https://github.com/cworld1/cn-learning/actions/workflows/build-deploy.yml
https://github.com/cworld1/cn-learning/blob/main/LICENSE
https://cn.cworld.top/
https://cn.cworld.top/cn-learning.pdf
https://nodejs.org/
https://nodejs.org/api/corepack.html

2. Install dependencies

sh
1 pnpm install

3. Start the development server

sh
1 pnpm dev

This command starts a local development server and opens up a browser window. Most changes are
reflected live without having to restart the server.

4. Some useful commands

pnpm build Bundles your website into static files for production.

Contributions

As the author is only a beginner in learning Computer Network, there are obvious mistakes in his
notes. Readers are also invited to make a lot of mistakes. In addition, you are welcome to use PR or
Issues to improve them.

Thanks

Some of the electronic textbooks have helped the author a lot in his studies, and without them, this
notebook would not have been possible. | would like to express my gratitude to the original authors of

these materials. If you have any doubts about this project, you can also read the following textbooks
carefully to remedy them.

e STATS 201 : Computer Network (https://courseoutline.auckland.ac.nz/dco/course/STATS/201/1215)

« college_assignment/iTEHLMLE - GitHub (https://github.com/A-
BigTree/college_assignment/blob/main/learning_Notes/%E8%AE%AL1%E7%AE%97%E6%9C%BA
%E7%BD%91%E7%BB%9C.md#56-
icmp%E5%9B%A0%E7%89%B9%E7%BD%91%E6%8E%A7%ES%88%B6%E6%8A%A5%E6%96
%87%E5%8D%8F%E8%AE%AE)

o ZICATHEAMLE-BINE T | FEZ E% (https://toby-
fish.github.io/2021/11/22/%E7%AC%94%E8%AE%BO-


https://courseoutline.auckland.ac.nz/dco/course/STATS/201/1215
https://github.com/A-BigTree/college_assignment/blob/main/learning_Notes/%E8%AE%A1%E7%AE%97%E6%9C%BA%E7%BD%91%E7%BB%9C.md#56-icmp%E5%9B%A0%E7%89%B9%E7%BD%91%E6%8E%A7%E5%88%B6%E6%8A%A5%E6%96%87%E5%8D%8F%E8%AE%AE
https://toby-fish.github.io/2021/11/22/%E7%AC%94%E8%AE%B0-%E8%AE%A1%E7%AE%97%E6%9C%BA%E7%BD%91%E7%BB%9C-%E8%87%AA%E9%A1%B6%E5%90%91%E4%B8%8B/

o FRLRIIE. B GTEAMLEE) RFE F=]%1C-CSDN HE
(https://blog.csdn.net/qq_53111905/category 11228995.html)
¢ Jim Kurose (author’s website of Computer Networking: a Top Down Approach (P)

(http://gaia.cs.umass.edu/kurose_ross/index.php)

License
This project is licensed under the GPL 3.0 License.

@O0 | .
(https://creativecommons.org/licenses/by-nc-sa/4.0/deed.en)

This documention is admitted by Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-
SA 4.0) (http://creativecommons.org/licenses/by-nc-sa/4.0/) .

Note This website is built using Vuepress Next (https://github.com/vuepress/vuepress-next) , a

Vuejs (https://vuejs.org) static website generator.
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https://blog.csdn.net/qq_53111905/category_11228995.html
http://gaia.cs.umass.edu/kurose_ross/index.php
https://creativecommons.org/licenses/by-nc-sa/4.0/deed.en
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://github.com/vuepress/vuepress-next
https://vuejs.org/

At the last

EHCALRMERT | BAERTIRIE.
THEEZHAK.

gy o]

1. Single choice and Ferminlogy ($102 + 51$ score)
2. Multiple choice fill blanks ($52 + 151$ score)

3. Problem and analysis ($25% score)
4. Configuration ($25$ score)

ERER

1. Bfeill - ER7E3456 & , SR E2E, 40 :

o ¥iEGEIXEE WAIKE , 20 Hub, Switch,
o BRAIFEERANRIEEUMNAIESNL , B0 IP. TCP, UDP %, FiZiF K. FTP, HTTP,

Y (Socket) HASEX
o [EAfER IP ikt
o TCP =/xiEF. WIKiEF
o HAMNBTIHAEH
2. 2% REkiHh

=)

i
H}
[

2l

o FSM BRKEN, (FTEERTUIREES)

o TCP [a)@&l
o TEUEMLHME. PURMEKE

3. 1A

o WAl IP &L (ARP. MipfeHe. PXFHRFHA)

o IPHHFRIALK! (FRIKISFERA)

0 : 48 1P #itE A 9 MFRIRAZEAS |

RS, TR EAIR R

BHAECRIAI AR (Cider)

Email Z5% WK



o Configuring the network with mask, IP address, gateway, DNS, etc.
o Rename the host name

o Configuring the static route, where you can see all the routes are configured in the router.

Pl
IMAEFRIER : 202.202.96.0/21
MAENEE :

e 5001
e 250*2
e 120*3
e 60*2
e 30*3

1. 21 SRS |, FT 11 SEAENS , FTARTASED 2711-2=2046 A,

2. BINEMLENBLA M, FTART A5 BC 272=4 A~FK (00, 01, 10, 11) .
3. L :

202.202.96.0/23 , 500K/)s , B)FR#ERGS A 255.255.250.0
202.202.98.0/24 , 250K/

202.202.99.0/24 , 250k/)\

202.202.100.

o

[¢]

[¢]

o
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Getting Started

Rz AR

1. TR MR Lo R R A RS
2. FRILAFREDI V2R NAYAT e R
3. PHTRIEAL , VAR RS, RE ST IS MAER

SOFFIR

MUEXF 19 B AR MR AR,
Eba)iC

« Access Controller (AC) : #5428
Walfare : [fjy ki

Router : (&S

Switch : 3Z#4l,

Distribution Frame : Bk 242

HAERE :

PC M&iRN : BEE A RO T a R

PCle £ (IEHME) : 23k , —skKATHENTBINE—EE , B— 1B TEEEANER

COM [ : ZRAFALEER , AT aEFEEN , Y TRiEN , ATRiqnEE

PUAEENFEO - 250 , BFiEHMANEN/ERLS | WEEFEER , KEEAREERIT 15 X

o HH : —WATEERRANRE. —BAERKE FBS M ED | a0 S1L1 FOR Server 1 Link 1

o MH  FEATEEML , B SARRBRE RS E RN FIRM . MR EE ML |
ANRIEMLEEEREIKM, —RERSKIE LB Lm0 |, 20 R1L1 37K Route 1 Link 1

o BRJGHE : SRR, RIBREBOIALE : —RENBE ; BRI XA : EMEE. £HE.
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1. LR EALETR B BRI BIE
SR

o PFEMT R EHNMLGRETINE | ARE DMK IREZIN , BRAMILE ;
o THRMZFS] TCP/IP YMXEARTIE |, F S aA TR ARG IR

o ERURKMEHERIEZMGEHELZ ;

o ERVBLHIELHIRE T568A, T568B ;

o ERURLKMNTIE , THEE L&A ;

o INRE LAHMERZIN , BAME ;

o TR/ NEY RS LRI T

o 3B TCP/IP X ENRE A TE.

5356 38
P 3t 548

e [P i&iﬂﬁ—ﬁ?%—é M%ﬁ%
o IP it R+ HI K A I TRR
o 1P HHEIEE 5 AR EA P ER S

IP ity PO FEL , ARFERZ MR RRIT. HPENFEEHF 8 i —dthlmis , it , £+
IR RS 255 (RI 2R 11111111)

RAHITEE

1.10.0.0.1 ~10.255.255.254
2.172.16.0.1 ~172.31.255.254
3.192.168.0.1 ~ 192.168.255.254

FWHERD © ASRTERA—A 1P kP LA AR R ENUTFER T , AR PLAIARR R EALIAE
L, FRARLARERMTTE  EARLES IP il —i(E .

AT RS

S F ARG — S HBE F PR IEE

A 11111111 00000000 00000000 00000000 255.0.0.0



B diiii1d1 11111111 YyUuuvuuvuvu UUULVLVUUU £00.£4990.U.VU

C 111111171 17172212111 11111111 00000000 255.255.255.0

BA—RIBZKFMEEHELRT C , EERM=NFERARMEIS , mEa—FERARINTS.

BrX

o WEEWMN : RENEEEL. YWRIBERINY , RRIEEMTNY
o PLRWMX : 20 IP (Internet Proxy)
o EREENN  EREEC KNG Twitter IBRBMY. Tiktok ZRAE RN

w RRE R E AT MRE

I[(./01-PLE EERH AR B R i IlE . assets/2023-02-28 15.56.09.2983.jpg)

XL

WAL P FA L LBENSEIRR —E A AR E—ik LN —FE ik , BTEE®
(SN M

1. {EHPEZEKAE 100Mb/s 24 , BRIFAETT 100 .

2. AERE—ENA SR , SRIEMRER (BETH) .

3. BN KA ERE AR « FHOEEL MK ERBEHE RI45 YIEEVNY ; [BRRAENE
—MRAERPMY RI1L .

4. KNV ELR BB ED , BT TRMABRERME , MRIEE BB T 2B TRHm £
2 MNY

5. {f FRIBWT{ AT U E AL SRR ZR, YRt o] LB BaE R MR &R,

PUES &5 s

B R RO B2, STP (Shield Twisted-Pair) FIEFRMONZ L UTP (Unshielded Twisted-Pair) .
UTP L XTXREM —NMESINE MR, | =B RERBAT ZRERN K.

1R EIAITIAS68A BRAE , UTP ] 5328 1~6 3¢, HPiTRHLERME 3. 5. 62, 23l{eft 16, 100,
250MHz B 5.

) FIs M E X B CAT-5 3 CAT-5e 22k, WKL HIVER PIFMEEARAE , B T568A K T568B #rrE., H
fh T568B #rAEE 100MHz FidM s AL AR, EYIEZEEMRNESZEE 1. 3 B 2. 6 i
T,



L 1 2 3 4

gt R % A &

T568B Fr/AE :

[ liva 1 2 3 4
me  mEm B A &

5 6

i E %E
5 6
A= i

7 8
cE AR
7 8
Zn= N 5~

WA RS2 9 7] A M EEZ (Straight Line) 1 32 X4k (Cross-over Line) . EIZEWZL :
AL TS TR AR ; A2 WAL « —ii5k) T568A ARME , B—iEA T568B FR/E , UF M EAEAE

EFAFEAMARN , B ATREc REXF.

RN RS
TTEAL X X
R ERAR X X

AL MDIX  EE BHiE

AT, MDI N/A N/A

SRR

BIEZEL
L {E SR SRITL, , K 20-30cm

2. fFRREIFFLLENTIRNR LR E , KE#REE 2~3cm

3#A MDIX
HiE
HiE
ZX

Hi%

3. T A ERENNFF |, JXATRERGIE [[T568B ARHAE]]
4 AF B TFARELENRLE KT, KARSE 1.5cm

5. ¥ MELIFF R | SPEKELE R R ARBEAKRERA

6. WEWRLIAF , T0R | BoKERKIBARLZRMKEKIL , FERBAFE ., WELMNER

7. [ETF RS, HIHETTAL

MRS R

A, MDI
N/A

N/A

[t
it

<k
\e

1. BT RN\ 25 R TRFER A Z2 A B9 i 1 345 _E IR IR Sk

2. FTFFMRZS | TR & &L
3. MEBHETRAT A, IEEBA LA "1-1%
i

"2-2 . kTN B HE , RN R ST R R LR IE



MG BE L5 R FEL AR I RE )

1 FAMERRED AR E PC g0 PCx EHEZER—ATHANARREA sHL*
2. EHEMMEIRE :
1. FIERGIRE - MLEH Internet -~ SKIERCIRE
2. BRIOARNAIIER: , EAMNEE (anAEsE 1) |, WNINRIEE SRR AASEAN , BlUS
BRI X BbMER
3. REFSNEE B , FHEuH IPv4 PHYELE | IP #IHHEE R 192.168.0.% (JEEARE PC Mk
H) , FMHEERLA 255.255.255.0
3. ¥ 1&g A |, a0 CMD, Powershell
4. (R4 ping 192.168.0.* MEAXIF PC FNZEEME , 21B/R Timeout RNIAKIK
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2. ZHAACESR VLAN BT

VLAN : Local Virtal Area Network , Bz 52304 /Fak 4%

o THRTHHMINGE , F4A1F A Windows /ERSE_EIHBRARIEFER | BT AT Al AIEHI O MR A ERT
B,

® %j_lﬂﬁfﬁ*ﬂﬂqutﬁaﬁnnv

o FIBEERETREFPHEEEEMEMELEES.

o FIBEFEMIBEFHAFEENA.

o 3] VLAN I, ECEMEARGS.

o FEIAASIL VLAN [EIBR , EREAN i OEXAER.

S0 FOE

EEF
SEHH ARSI — M R S AS O Tenet, HopE S OAREBER—RA -

ZZ#H|, Console [] ~ AF#4/l Console & - PC #l&[0 (COMO)
7

1. 80 , #4 COM [ (Cluster Communication Port) , BJER{TIERimA.
2. EEIERABERNIE , RIFITHIE 15 KN (SR FARZh RS232)

A P95 1 4 g 258U
PAK M50 B =FpeE g 289 F = Fh : Access, Hybrid #l1 Trunk,

o Access ZRIFIHO REEBT—4 VLAN , — AT EETENMIEA ;

o Trunk ZERYAEO AT UBT 24> VLAN | ATRURIRANAIX Z > VLAN IR , — AT ik E2s Z A%
RO

o Hybrid 2O AT AUEF S VLAN | TSR A EZ 4 VLAN BB , TUATFREB R EE
%, WAl AATEEA Pt E



¥ R 2R EAEENR

Access TTE
Trunk FHLIER
Hybrid THEANA EN BRI R]

inH A4
=FIE

1. AFPME @ <switch>

2. RG] : [switch]

3. EEOME :  [switch-Ethernet**]
4. VLAN #1[& : [switch-vlan**]

BG4

e quit | return :IR[EIFAFPHENRE YH1EmH

o undo xxx :HUBBPSTEA G4

o reboot : EZYUFIATHA

e display history-command : B/RIEGMS , SITEROANGNMAFRERT 10 £XHEa4. IE
FHAR SR AR

o Ctrl+P = v : F—&h%h&sd

o Ctrl+N 3¢ « : FT—%&h%dad

TAB : HRRkbE R4

AFROET :
e system-view - HARGAE
REGAET :

e reset saved-configuration : EEALE (FEERENVHELE)
e display saved-configuration : BEHEUATALE HFPHHERGEE :
o telnet server : IEIIMLZE (Telnet) ELERTHA,
o interface Vlan-interface* :iE# LiFEFA , H ip JRUAEEMEEM ip , L] RUAEE dhep-
alloc (BIEFHAECHMY) , FRALFEENENDE ip (ip PTHX—MRAREET LX)

e sysname <switch-name> : AATHAEFd



e (interface) <ethernet> FHAFENUEO (40 ethernet0/1) AIFLE
o save ! REYIIECEZIAM , EEFIMAFGELE (THBFTLAZGN) .

A MET :

e display interface : BHAYENKHEE

e speed 10|100|1000|auto : WEIWOMKEZEE (40 10 & 10M)

o duplex auto|full|half :RBEIWmHKEX (B3, WL, F¥XNI)

e port link-type access|hybrid|trunk : &EAXMunEKSERKRZERE (Access, Hybrid B
Trunk)

e port access vlan <vlan id> (to vlan id) : ¥ ZimOMAZIFEE VLAN T

e port hybrid vlan <vlan id list> tagged|untagged : ¥ Hybrid iz NAZI$EE VLAN

e port trunk permit vlan <vlan id list>|all :¥4aTPAKMimEMNAZFEE VLAN

e shutdown : XYM ETHE

VLAN fLETF :

e display vlan : BHEYUH VLAN 58
e port <interface list> :¥fETEIHO (BmE%FIFER) FHMESZ VLAN T,

SKBOFFIR

e A PC with Windows XP, Super Shell (#BZk#iig)

o A Switch with A< 2/EF M
e AConsole Z&45 (RS232 #YF)

ERSRAR

1. {3 Console Zi§3Z#HK) Console 58§ COM O#fi%.

2. 7£ PC #l_b1E1THR R A InFE ot ik
1. FEfcE Itz s , 8 COM O,

2. BRBELRIGHRESHCBIER (L) & 9600bit/s , ¥IB(L 8 i1 , ToAse , =1k 1 (TR
., (/02-FZHHECE K VLAN 313 .assets/Pasted image 20230308193235.png)

3. EHG - AT LR, KRG EFFRBIRUKM A AN BREE , BRERGEIRRAFERAEE ,
Z e IAS1TIRRTE , A0 <Quidway > JFFAJREMFMEE R login from Console @7k, BIE
IR IE R RN,

4. BEERMENH
1. reset saved-configuration : EREFIEECE (BFPOEITER)




5. sysname SwitchA : {&EAIHAN % FR

3050 1 : FER— A3 XIS VLAN

STEP 1 : B/REZMLEINE, & 6 AA—H I8 NEGERER — a3l L, N2 AR HALK) 1-6
SA. ARVTEEE Pt (RMXANENARE) | BZRER—ME , AR/ ping d il HiEE
M, RAVTENETE— VLAN BB , MZEFBEIEIR,

I0(./02-3Z A ELE & VLAN 37 .assets/Pasted image 20230308201241.png)

STEP 2 : 7£ 6 &tEN T ERZ 5 , BRAAE—MN=&1TBEVAERRO X9 A—4 VLAN , F—0
M=aitEHAEREAXS A F— VLAN (VLAN wSEBRRE) . FIFA ping d4 Mzl ¢ |
AIAEIEB—A VLAN ITEH T RUER , TR VLAN ITENAEEEE. BiFs VLAN |, XEITEHK
& EIERE.

I(./02-3Z ¥4 BLE & VLAN 17 .assets/Pasted image 20230308201356.png)

1. vlan 10 : €U VLAN

2. vlan 10 : 3# A VLAN 10

3. port ethernet 1/0/1 to ethernet 1/0/4 : ¥ 1~4 ix[3#EAE] VLAN1O N
4. quit : IR VLAN 10

5. REEMIFEN A, , FIRELF Pl , EAER ping FESMEEM.
6. vlan 11 : @3 VLAN 11

7. vlan 11 : 3t A VLAN 11

8. port ethernet 1/0/3 to ethernet 1/0/4 : ¥ 3~4ix[#EAE] VLAN1IL N
9. quit :IRH VLAN 11

10. 3, 4B AE ping BHATRK , 3EXF 1. 2 BB ping MRA.

3006 2 : [A—4 VLAN BIEEA 3 ALiE T

1. interface ethernet 1/0/1 : 3 Ai¥x[E ethernet 1/0/1

2. port trunk :i&EYRTLAKMGERSEREZEEY A Trunk

3. port trunk permit vlan 11 : ¥4ETLAKMYOMNAZ] VLAN 11

4. 1§ FHRRERE HIM—a 3Tt

5. B AaTHYANEH 1 MEERE

6. X ATHRHLITRM) 3. 4 FAINEA ping BHTWK , 3%t 2 RIS ping UK.
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3. = BAr# Kk VLAN [E)i%

M % (Gateway) X FRM[AESRS . WrHNEE#Hes. WXTEEHELUSIIME EE , BREFNMEELE
®E& , (NATHABEIMIARRRMELE. MRMEMIIEERIEM , FRNREER. MXMEAT
AT TSN EE , el AR T RmNEE,

PR RS, WK(Gateway) il Z —NMMEEREI A — MK RA", =ZMAEBIRERF,

S0 B H)

o IR = RN ENERRIE,
o ER-EZHRNNEAGLSEE.
o FEAREMIBEE N,

S0 E

AREMET -
e interface vlan-interface <vlan id> : 4J& VLAN 3O A\ VLAN #EOE. (Undo
%)
o VLAN O fLEF1 VLAN ML EZ ARG ;
o VLAN ME#O (K@E#FR VLAN #0) 5 VLAN EEXN KR, ZEA VLAN K2E#ZAO.RE
HEELENL T EA VLAN BB T , A8EAZ VLAN B i,
o 1£ 2 BAHMN EBFRE—1IHA VLAN (VLANL) , REek vian 1 B 3ERED | ME=
EAZHHT , ATBUCAEA VLAN B3 —/4M85E3E0.
EOMET :

e ip address ip-address net-mask (sub) :%5 VLAN #EOFEE IP HiibFn4rg,




550 1 : E=E3HH EHARIMBAER VLAN R E R

STEP 1 : IREREEMEINE |, 5 6 Ah—4H W@ MEEELE 2 B, S2 1 1-6 0. A&t
HRCE Pk , MK =8I1TBAER—MEL , A5 H ping (s S MAILEEM , NATENETE—
VLAN &R T BT E—MERAIT BN X ERREZEE

—EA i Ls2

192.168.0.2/24 192.168.0.3/24 192.168.04/24 202.0.0.2/24  202.0.0.3/24  202.0.0.4/24

STEP 2 : ¥ —E3c#H# S2 KEXEI=Z3#HM S1 , £ S1 LA VLAN &0 , 77 VLAN O,
E TECERAZEOMNEMN IP bt |, SRENAARRMEEITE HIEE M.

= EA 1S

—EAEfpls2

192.168.0.2/24 192.168.0.3/24 192.168.0.4/24 202.0.0.2/24  202.0.0.3/24  202.0.0.4/24

1. system-view : BEARZE

2. {EE= EATAL S1 , B3I vian 1 fKERAE , FFREH ip #k -
1. vlan 1 : 3@ A vian 1 {1
2. interface vlan 1 : A vlan 1 82BN

3. ip address 192.168.0.1 255.255.255.0 : A vilan 1 REBZEORCE IP it



Al B NP R ] HIP IR WAL | Lo

325 2 : ANRIMEEAR[E VLAN BB X

STEP 1 : {RERBEZMBEIE , & 6 AA—H , MIBEMEEERE 2 B S2 K 1-6 SH. A&t
HECE Pk , RMK=81TREHAER—MERFE— VLAN, AJ5H ping el HEEMY , RU=8
RN XBEETE,

—E2 LS

“

192 168.0.2/24 192.168.0.3/24 192.168.0. 4,-’24/ | 202.0.02/24 202.0.0.3/24  202.0.0.4/24 J
\‘\_\_ .‘_e" \\\ ,///
. VLAN 100 x VLAN 200 ,

STEP 2 : f£35##1, S1 | , 37 VLAN 100 F1 VLAN 200 &L , FoOHhKE ip #ilit |, % ip A1
VLAN RNEGTTER ip tisibab TR—MEN. Bt EVMES IR E AX A VLAN Ok |, @i ping
M EIE M

vlan 100 : A% vlan 100 N\ HAE

port el/0/1 to el/0/3 : ¥ 1-3 2PLKOAAN VLAN10O
vlan 200 : 4 vlan 200 3N\ HAE

port el/0/4 to el/0/6 : ¥4 4-6 SPIXKOAMMA VLAN200
int vlan 100 : fJE vlan100 i&EEO

ip address 192.168.0.1 255.255.255.0 : ECE IP bk
int vlan 200 : 4J#& vlan200 KEHEO

ip address 202.0.0.1 255.255.255.0 : ECE IP #uht

© N o g bk~ w NP

Last Updated: 10/23/2024, 2:30:26 PM

Contributors: CWorld



4. AR EARERHSHEALE
SR EK

T R AR TIREAE AREEH . SRR ASNERECE A, FIRFHF SIS BTN RIP HfC
A,

3 SR
PIH iR

FEERES - THETE OSI 2 E RSB = ERMNERE « BTMELENRE.

fENRERRS , WRAE :

o FINERBIANA_ERIEA
o PINE D _EIINEIML E
- RAFE. ¥R, S1EYEE

FRERA A A AL

1. RS  BEEIRREBRRICK , FIMT F— MR B R

2. ¥ PHEER - H3CFF ADSL IS , SUFTARKIKIERET , BTimHAER | SRRt Tkt
*, XT—HBURTInA AN KIBERAR, MREUKRK , RHRIR KA T, anR2 Tk
g, WERIR T Rt TR, B2 BRBLE Rt A KR AT LAt Tk,

ARSI OMER - SRELMIZE Bi%

o NA¥IERA

o IXH (F42) : BREAREEIL. RFT. &K

o FMEIRERZRER

o [REML , PG XEE , SIEGIRMN (F7kdE)
o SEATRILEE I

B EHRS AR O

FEREFNERL , BUANO (Ethernet , T EEFEM) MEQ (Serial , AT EEEM) . 7
ARG, BN S ORI V.35 AT TERN , MAKEEREAERmR L , 20 R1L0 RIETS



s L1ERAR

S EH A

ETH

LA 1

HERER
BERRITE T BT 1P MR B2 R ¢

o BINCHKT IR IP it (RERTFMHMESILEE , ZRENS) .

o BIIRRF MRS , ICKFELAMESHPLITE , KRS ELAER T 1P 3FEH | BT F M
P EnE FRILAECHKMS SRR Z D, ML TERNEETREER AL RTIEENE , T,
X, & KEGOEREEEN.

o FBEZIIRIRMK , BB A BF.

o BUFFRREA  ELRZIAKICR G , MESSENESERRIMK (B IP i) MTsEEA
£ sA) .

o FRINFREKRE , FRAIEE B AR IP IR BRI , /N | SRORIEE B fHin | ¥
FHK , FRoRIES B BT,



B FRih it F R [ ES %O B R
( Destination ) ( Netmask ) ( Gateway ) ( Interface ) ( Metric )
10.10.1.0 205.255.2650 Pem— e2 1
10.10.1.101 255.255.255.255 . e2 1
192.168.1.0 255.255.255,0 —_— e3 1
192.168.1.10 | 255.255.255.255 a— e3 1
0.0.0.0 0.0.0.0 192.0.2.1 el 1

10.10.1.101
10.10.1.1
grman
A
— 192.0.2.1 =
EEEEEEEEN ﬁ_
BEK el e3
192.0.2.31 192.168.1.1

192.168.1.10 Y-

1L

B o 89 R 5528

BHKARDATRERS

« Destination/Mask : B #rit/F M #shg
* Proto : FEHMY

e Pre: {5k

o Cost : JH4H

e Nexthop : F—k

o Interface : [

DCE 5 DTE

DCE (Data Circuit-terminating Equipment , $3EB{EREHENIERBLILIRE)  KRFHNHESE
MR ANERM AL T LS Rin B P . BRET BINER—&YIREE. BhlvEE | AR
HT — AT RE DCE i%& M DTE ®& Z [BHIRERMINGES . RHIfAEOREZ DCE ]
£ BT,



% b, FEBEEERPEEERETENNMES, BRRRREEFTEN. tERESURZ RS
fitarTiRE.

DTE #1 DCE W ¥iEBE R & Z AINAIE, DTE 2¥BLIRRE , FENEAETIHMEIEARE |
Bl AN, XSS, DCE RBIRBERE , MT{E DTE & ANEUREHMEMNAN
R, HP&HE LK DCE & TRERAHIAZR , AR ATETEN 2 B mEURRRE.

PAIES ERRE) , iTEHER DTE %% , KAGMEAZ/EAR DCE X% . UITEN EEIEITEIERIER
F|EEXES , BB EREMENATIREZ . ZAGMERAS S BTSSR R IME S UB T BRIEE
4, UEIRELXBERE , B—MABEREIEIMESERANTES |, FFREEHLEEMTEN
i) DTE %%

TIP

AFRRARE —FRE , B BT ESHEOMRIME S IR R R REAEETEET |,
3 B AT OB AR M SO TR BT S S DA T E, EERMKEERNE | WHi#
AT EAERR EEME— 3, W& SR RIS NS 2 BIREUEES , URT %M
FEFEME, XA, B, E5M. JRFES. T, BERTMNENE L AR CE
WER, BERMMXZEEAATER , 2064, DSL (MFA L, FIREERAEHHRTE
=, ¥ Chapter 2 @ DSL) . FAZOAHIAEAZS (BLZHLE) MITEME (Wi-Fi) F,

RS

FSI&E (Static Routing) Z7EMHSTRERBEMIKAER. AMSEEREREKAR. ATHSKS
FREST ML AL RER , —ARAT R AEA KR, HIMEMEEIMNET ., MREMHA. S,
5. EFTANRET  BERBANEERS. YNSKESHSKERERREN , DESHEAME,

=

4

sh
1 ip route-static ip-address {mask|mask-length} [interface-type interface-number]

SRR

% 2 O SHUE_EROARMERIN XA

ARSI O ERE_EHAE_E 5 RI-45 320 , 1 S&H25M) Ethernet 0/0 XFiz R1LO , Ethernet 1/0
ST R1L1 , DABZEHE ;


http://localhost:8714/01-introduction.html#dsl

1 REIRE MBI

SR HHSR2

ROUTER ROUTER
E 0/0:202.0.0.1 E 0/0:202.0.1.1

S$1/0:192.0.0.1 5 2/0:192.0.0.

202.0.0.2/.24 202.0.0.324 202.0.1.2/24 202.01.3/24

2.1%E IP it

AT R1WE :

[¢]

B R , A EBEISFESIA,

o system-view :FFANBRZGIE.

o sysname Rl : Ef&KH.

o interface Ethernet 0/0 : B ARLKK 0 0L NE
o ip address 202.0.0.1 24 :I&E ip it

o interface serial 1/0 : B3 AFOM 1/0 1

o ip address 192.0.0.1 24 :&E ip #ht

S R2 FIRE :



~ JyJLCIII_VJ.CVV

o sysname R2

o interface Ethernet 0/0
o 1ip address 202.0.1.1 24

BHEASAK 2/0 A , &E ip #udlk :

o interface serial 2/0
o ip address 192.0.0.2 24

CXE PC | IP it , SRR TSR TR RS KAK A .
WETME , JAERRZS EERIAIKAMSEORRERA Up , HELZEMU T IR |

text
1 %0ct 22 17:19:16:602 2007 RouteR1l IFNET/5/UPDOWN:PPP IPCP protocol on the inte

LEHSFE PC _E ping BISKERAMIER RSO , Vi ping B (BR S RNOAHIEZZA) |, 20K ping
A, ERETHANEE , 68 vian [RIET HREMET

{B7E pc L ping XUmEkFEZRAY ip IAESKH AR LK) pe , RBE ping 1@ |, X 2R AZHIRHE: _Eid
AN TMEBREEES , BURRTIERME AN inH L.

 REFSHR
R1 _FRECE : ip route-static 202.0.1.0 255.255.255.0 192.0.0.2

R2 FRIECE : ip route-static 202.0.0.0 255.255.255.0 192.0.0.1

AEFAROA R R E ARSI

TIP
ARSI ERN—F , UEFRMLEAR 0.0.0.0 B , RIREMAIESINNHEIEDERR

KIS T — Bkt
R1 _FBCE : ip route-static 0.0.0.0 0.0.0.0 192.0.0.2
R2 FMIBCE : ip route-static 0.0.0.0 0.0.0.0 192.0.0.1

BN THESKRBR , TAMERBS BG4 display ip routing-table BHIRHEKR , KERES L
BAAREAImAREM,. WelPAF display ip routing-table protocol static #dEEER
IET#RCE.



TS/ o

Destination/Mask Proto Pre Cost Nexthop Interface
.0/24
.1/32
.0/24
.1/32
.0/24
.1/32
.0/24
.1/32

3

4 1.1.
5 1.

6 2.

7 2.

8 3.

9 3.
10 4.
11 4,
12 127.
13 127.

WMARACELER , B EIE

A A W W NN

DIRECT
DIRECT
DIRECT
DIRECT
DIRECT
DIRECT
DIRECT
DIRECT

0

o O © © © © ©
o © © © © © ©

—————

0

1.1.
127.
2.2.
127.
3.3.
127.
4.4,
127.

GAOWGNOI—'
GI—'Ol—'G)I—'G)

.1

Interface Seriall/0/0

.1 InLoopBack0

Interface serial2/0/0

.1 InLoopBack0

Interface ethernetl/0/0

.1 InLoopBack0

Interface ethernet2/0/0

.1 InLoopBack0

.0.0/8 DIRECT 0 0 127.0.0.1 InLoopBack®

6. Mk HRE SRR

Last Updated: 10/23/2024, 2:30:26 PM
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.0.1/32 DIRECT 0 0 127.0.0.1 InLoopBack0

A3 7 ER IR 1R .

delete static-routes all



5. SISMATMEE
356 B i

RSB YNY RIP 1 OSPF B E %,

S0 E

A (Dynamic Routing) ZMEF RS 2 BIMHEB(E  HEKBEER , FIAREINKBER
M ARRNEFE. ERESEHNEN MK LEMME W, MREAETEERARET MELWL
HEEFERERSEMTERS , FAETRNEKBEEREE. XEEEBETEIMME , SlESKERE
FEHEHEARE  FENEBRNKERUSE R RMERFNEL., SISHEEERTMERER, K
EIRTNERMIMLE . 4K, SISHEBETMAS ARG AT T2 CPU TR,

ERENSHHEZAT , A4 delete static-routes all FATBEFRSHKBMIER.

PR AR

SR PRXAEE - £0F (zhihu.com) (https://zhuanlan.zhihu.com/p/164747890)

BTN , MERBREBECELRAR  ATEEEATI—F—LBHKABMRE | XM

TATHZAN. RAMESEISER |, ST ABITRINGEE | FFEERMANEEHITI

TR,

B EYRYAE TCPIP AT HETRAEN Y. {EEAFRKEEEIERRIKED

WAME.

OSPF B MY Bt R 1E IP #i3C+ , NS 89 , BT IP XA G2 AR v F&FmiX , Arld

OSPF (&l St R EPHUA S RARIE.

BGP {£/ TCP fEAMEFMTIY , & T PN HM , TCP fiisH-S2 179. RIP {8 UDP 164

&l , A5 520,

IS-I1S PMNEBFF ARG ETL (OSI) MY HIMLE EHY |, 1S-1S UMYX EALZ CLNP
(Connectionless Network Protocol , FToiEEM&MY) .

FRIA , % WEEhSiEEHE RIP. OSPF, ISIS, BGP % , H9 BGP 2M——/"AT AS 5 AS Z|[H]

RIEEEETY , =1 EE AT AS NETREE MY,

HEHELFAAFTAER :

1. TEESERFI4AY , BT EERNIfEE,
2. HRT MK,


https://zhuanlan.zhihu.com/p/164747890

o IEARME : REBIEMTRE RIMANIKE , BB,

o PRUKSR : UMBRFATMEMR AR I JE , REBRERE BB ARG T /FARN K EXAL.
o fRITHH : MXE SIS (RfF. CPU, MITHTE) &/

2t IMNBESAZZHE , BReH.

il

S

Bt BN R TR NG FI A AL

IS-IS. OSPF #1 BGP 1M :

e IS-IS (Intermediate System to Intermediate System) E—FRNEM KX (IGP) , BTEEBEAE
TARGNEI RS R, 1S-1S B —FMERCIKSIEE Y , 5§ OSPF 2 , B2 1S-IS {8 CLNS
PERAEHEIER , T OSPF (£ IP M R{EHmEIER.

« OSPF (Open Shortest Path First) £—FpER%NNY (IGP) , BTFIERA EARSEAEHIEEH
W%, OSPF & T SPF BIAHEIKSHAINY | ERTH EMEHEFNGRIT.

o B—FMIBRIREMY (EGP) , BTHEARRBIBARG Z MK, BGP BE&THRIRKXEKAM
W, FERTMRAF N RIT. BGP IR A/NRE T FIBHIR & TIR.

NS P O E

i
5
ML

3l

WA PN AIMERELLER



R BGP

Za

ME8E

JC % FH BA S )

RIP PMY

RIP f£ Routing Information Protocol (FE{ZEWMY) MR , BIEE K2 AT — BRI,
(704 RIP BEARELAT)

RIP #MGERATH/MNUML |, F RIP-1 1 RIP-2, H RIP-2 {F4A#E (224.0.0.9) KX , FFEUEF
VLSM,

RIP 328F : KFAE]. BT SMAER.

RIP X ECE &4

o rip :EFHIRIP Y, FHA RIP PHXECENE

e network network-number : FEFEREAIMILE _L{FEE RIP

e peer IP-address : ALERHTEREE (AZFF#EE)
e rip version 1 :FEEEAMRA 1 (FEOMET)

e rip version 2 [broadcast|multicast] :$EEHEOMRA 2

SKHIPIR



STEP 1 : B2 EAEHRIZMLE
R RIS AR IR -

5 1/0:192.0.0.1

8888

202.0.0.2/24 202.0.0.3/24 202.0.1.2/24 202.01.3/24

=

. BB RYR , SEAMBELS RL MRG0 HHTRE

e system-view : FHARZGIE

e sysname Rl : By &AIKEE

e interface Ethernet 0/0 :3FARAKM 0 Op#EOME
e ip address 202.0.0.1 24 :iXE ip Hbht

e interface serial 1/0 : ZFHAFOMK 1/0 0

e ip address 192.0.0.1 24 :i&EH ip Hhtk

N

. H&EEY R2 MRE :
BEARGAE G, EARLKI 0 OpEAME |, RE ip #itlk

o system-view :BHARFAE

e sysname R2 : EAp &I

e interface Ethernet 0/0 : #FFALAKM 0 OO ME
e ip address 202.0.1.1 24 :IXE ip Hbk

e interface serial 2/0 :#FHASEOMK 2/00
e ip address 192.0.0.2 24 :®E ip #biit



KX EHJUAN/H y TN LLA A —LH SJUAANFHTH T H H JVNBATY /) YY) L PUUTDKIA | B H AR 70N -

log
1 %0ct 22 17:19:16:602 2007 RouteR1l IFNET/5/UPDOWN:PPP IPCP protocol on the interf:

LEESFE PC L ping PRE AR FRERHIR M, Wik ping B (BRZRIAHLERLH) |, 1R ping &
B FRETHINEE , 66 vian [HIE T HiEENBE,

{B4E pc L ping XinikERZSH) ip it EE AR _ER) pe , AEE ping 1B, XRRAZMEHR LiEiH
X AMERRHEEE  PIEATTFRME A imHE .

Last Updated: 10/23/2024, 2:30:26 PM

Contributors: CWorld



6. VnlRHZbIZ 2R B By k3 B
SR

= STEHEHIBIR ACL LB 1% | S SIH KIS EAE AT %,

S0 E

IP B ieEAR

MRS HREANIIES , FFREKER | ARMRENMUITILER | RIELVRIER T IR R
BHTHRREERS. MBI IERZ AR ZARIEHIS IR,

VIR HIZ IR
IIREHIBIERM1E -

VIR HIF R AT AR T B A

VIRHEHIFIRET AT QoS (Quality of Service) , SI¥HRIMEHITIES ;
£ DCC 7 , ilRPZHIFIZE 7] ML E AL SRR

IRl BB RIE AT UR Tt e 36

FERCE R ARERAEES | AT LAF AIRHE SIS R R RS E AT .



I XAVA CAH | /170y N L 0 JJINFAH VLIV WA/T) VN oL .

IPHk | TCPIUDPJﬁf‘kl Bs |
1t it

171365
Ak Eiﬁﬂﬂ%iﬁnn
H iyl

TIP
S+F TCP/UDP 3t , 3X 5 MITERAM T —4 TCP/UDP #3% |, Vilrliss3 R EF XLt
& X EIHLI)

IRl S5 FRA 2K

RERVARIEHIS TR & ] A% A PU3E:

o EARRVIRIEHIFIFR (basic acl)

o SRBAIRIEHIFIFR (advanced acl)

o ETHOMAENEHIFIFR (interface-based acl)
o FET MAC BiAelEHI%13k (mac-based acl)

VIEHEHIZIZRAARIR

o FIREFIRRTIRIESISFR
o FIREFEEAMRVIRIESIZ R KT

FRAFHAE BFARRTEE
ETHRAMUIEHEHIS IR 1000 ~ 1999
EARRIIEHEHIFER 2000 ~ 2999
SRATIRIESIS IR 3000 ~ 3999

HTF MAC #tibygla)ist) 3R 4000 ~ 4999

EEUTRHEHIS IR



Au B =T WIITIZ JAXH JHY IR ANAH |

e acl number <acl-number> (match-order {config|auto})

e rule (rule-id) {permit|deny} [source sour-addr sour-wildcard|any] [time-range time-

name] [logging] [fragment] [vpn-instance vpn-instanc-name]

R AERLANF W HERLARIN , (B ETEARE :

o 0 RRFEIRK
o 1RINARELLE

RFERLAN 1P #hHEESE A AT RUER — e

First quarter Second quarter Third quarter

0 0 0
0 0 3
0 255 255

RAERLRSI R - ARIEHERD |, RBUR
-

o [LAC 192.168.0.0 /16 MEL , RN Z A 0.0.255.255
ULAC 192.168.1.0 /26 MEL , RI#HBLE1ZCA 0.0.0.(255-192)=0.0.0.63

0.0.0.0 0.0.0.0 ILECErAHIHLE , F[F]T any
192.168.1.5 0.0.0.0 ULEZEAFRA) ip itk

S5
1 acl number 2000
2 rule 1 deny source 192.110.10.0 0.0.0.255
3 rule 2 permit source 202.110.10.0 0.0.0.255
4 rule 3 permit source any

Last quarter
255
255

255

192.168.1.5 255.255.255.255 1R R #HS , HALLAD , hZERT any

Comment
R PLERET 24 12
R PLEHET 22 {32

RPLEH] 8 132

sh



M
202.110.10.0/24

R B E g ] B
B !

: s
192.110.10.0/24

S BB L A B i EH1
!

B VIRIEHEISIR
BRI E AR E S S BB IR | KPR AVERIEE.

SRIEHERIFNRANNECE 64

1 rule [rule-id] {permit|deny} protocol

2 [source sour-addr sour-wildcard|any]

3 [destination dest-addr dest-mask|any]

4 [soucre-port operator portl (port2)]

5 [destination-port operator portl(port2)]

6 [icmp-type {icmp-message|icmp-type icmp-code}]

7 [precedence precedence] [tos tos] [time-range time-name]

8 [Llogging] [fragment] [vpn-instance vpn-instanc-name]
Hep -

BIERREE BX

eq portnumber FTiwE = portnumber

gt portnumber KFix S portnumber

It portnumber /N FigES portnumber

neq portnumber A%EFigH-S portnumber

range portnumberl portnumber2 /FimES portnumberl 1 portnumber2 2 [g]

-

sh



3 rule 2 deny ip source any destionation any

4 ™
M202.110.10.0/24 3 11,
#0179.100.17.10f7],
FHTCPWMSL, FH
HTTP; in] 1 & 48 ]
L !

\ <

,@ By 22

R
sh
° 1 rule deny icmp source 10.1.0.0 0.0.255.255 destination any icmp-type host-redi
MP L E [ 3R 3L
10.1.0.0/16 @ "@
sh
o 1 rule deny tcp source 129.9.0.0 0.0.255.255 destination 202.38.160.0 0.0.0.255

VIRHEHIS ISR B IR
VIIRHEHIBISR M B IR S,

» display acl {alllacl-number}



VIRHEEIZ R AUL ALY

—&VIRFIRAT AR Z SANAR , X TFXEHR , HEFHILECIRFF : auto #1 config, MNHEET , &
DLRCIRF A auto (IREEARSE)  FIRRIMBIETEEB/NORLR |, HLMmEERE.

IR FIRT AR FEB BCPL A A 1P HhHE S PLE

sh
1 rule deny 202.38.0.0 0.0.255.255

2 rule permit 202.38.160.0 0.0.0.255

P& INLE A N FR AR F— /N KMEE  (202.38.0.0) _ERENE ARFE P H—/ N #,
(202.38.160.0) f1a0al.

R hzeRt |, ZILEIRRF A config , EBCE MM NS LEE.

TIP
IR RN BRAR RN

o SITFEAVIRIEHIFIZRAMN , EECEFHIE R | BECHHERMHRECENRFF ;

o XMETHEOSIRAWIEEHIFLN , BLE T any MALVHMEEE , HOAREENT ;

o STEEAREHIMN , ELECEFHIDERT , HRNELR B AIEE R , MHERIEL
BinHSIEE , JEEVINOHFERTE , a0 REFAR R HHRBCENRFF.

VIlRHEHIF IR
By AR E B AT -

o ERBIKIE
o REMIREEIFER
o BnRHEHIS RN AN L

XNV A4

o FTFFEREXMFHAIE : firewall {enable|disable}

o WEIEREAT ST © firewall default {permit|deny}
o BRBIASERNSIHER

display firewall-statistics {all|interface interface-name|fragments-inspect}



UCUUny.IIy I L1 Cwu L LULLI.L\.,III'JI LLPIUUHIULIICI 27 LLrrLcCiI rtucc LITLCl TUuvcC T HuIiIC |

O LN R RESIFk

o Rl HI IR RO £

o TERA7EIEO LR OUT & IN ]
o EHROAETERE :

firewall packet-filter acl-number {inbound|outbound} [match-fragments

{normally|exactly}]

il U [R5l 41| 222000
}ngﬁﬁgfﬁgt%?g & Ffi {E Serial0/0F%
BOEOUTH A H_EAEIND; [ A
U R

Ethernet0/0 i Serial0/0

-

sh
acl num 3000

rule deny icmp source 202.110.10.1 0.0.0.255 destination 179.100.17.10 0.0.0.0 i
firewall enable

interface e 0

firewall packet-filter 3000 inbound

interface s 0

firewall packet-filter 3000 outbound

N o o AW N

REITRE MBI




§1/0:192.0.0.1 S 2/0:192.0.0 Sa
P

ROUTER
E 0/0:202.0.1.1

202.0.0.2/24 202.0.0.3724 202.0.1.2/24 202.01.3/24

£ R1 H&E :

acl num 3000

rule deny ip source 202.0.0.0 0.0.0.255 destination 202.0.1.0 0.0.0.255
firewall enable

interface e 0

firewall packet-filter 3000 inbound

interface s 0

firewall packet-filter 3000 outbound

N o U A WN R

Last Updated: 10/23/2024, 2:30:26 PM

Contributors: CWorld

sh



7. VARFRHECE
3L E i

o FIIMT iR WWW K T1EFIH ;

o FIMT RS AE RSN IIERE ;

o FIRACEMI D Web IR A IEMILAE ;
o ZIRFELE L FH DNS 7 AMIg4E,

SRR

o BCE Web BRSS , B —IMNAMT , A5 SREF TN IT ;
o TIKACE DNS MRS , JF1EH A PC BN ATECE K DNS BB 7] A,

WEB [RFHRFEMEE

1. JB3h Windows Server 2008 ZA#,

o A FFEm“Oracle VM VirtualBox"E#% , BEEINERLE.
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M wEE EE B

AE_Base (AR _Baze_Link)
@ 2=

-
et

WLAN_AC Base (FLAN _AC Basze...)

© E%if

WLAH_AFP

@ =Xit

ase (FLAN AP Basze...)

CentOS65

© 2%ia

) (@) ) &) 6

Window 2008
2008| @ EXiA

o R

B
FiERS:

(d #
At

BRI
BWHHNE:

f5
FFAob:

Tbuntulf
Tbuntu [Bd-bit)

1324 MB
AR, RIE, WE
VI-x/ MDY, BEST

16 NE

T SmARS M0 3389
FE =

otk

228 IIE

B _IDEFSHIZE E M

2[5 SATA

SATA ¥50 0:

b mE

EH EFEh:

EHlEs

e

ICH ACST

[ =EER

Mbuntulf. wdi (ZE, 10.00 GB)

Findows DirectSound

@ 1 (RLRIREE) ©)

=

Ubuntul6

o FEHE windows 2008" , FaHEFEE BERsl |, 3\ winodws 2008 &% AH.

o ¥AM Ctrl + Alt + Delete , EF%EY : network

2. RWEBJRSF28 (1IS)

W , MVARWEBRFAHZEHTE , A HEEFhLIRWEBRSE A4,

o

HITE F46 - BHELR - RFSEES

S
TIP
FEWindows Server 20089 , WEBAREZ-#IREBENS 7THAEH . BRABEAT , IS TAMIFIRE

o EMFHEHBNERE AE - HRINAE -~ WebfRSFF (1IS) HTREK.
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